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Introduction

People usually think of auditing as scary or boring. Scary because the auditors will see
you doing something wrong and you will get in trouble. Boring because you picture
pencil pushers digging through piles of paper searching for some little error.

I worked at a financial company with very strict auditing requirements. I tried my
hand at SQL Server Audit and extended events (XEvents) for PCI compliance. It was a
nice surprise when the skeptical PCI auditors reviewed my implementation and said it
passed with flying colors. This bolstered my growing love of auditing.

What’s in This Book?

This book gives you concrete examples of how auditing can make your life easier.
You aren’t in the dark after setting up auditing. I set up auditing at my current job
because I got tired of people blaming problems on database changes. I had no idea if
there were any changes at all because I wasn’t auditing. Now, I can say exactly what
changed and work with users to determine if this change broke something.

This book gives you a high-level overview of why you need auditing and what types
of auditing exist. It goes into detail on the types of auditing available in SQL Server, Azure
SQL, and AWS RDS SQL Server. You will learn how to use SQL Server Audit and extended
events to track changes to schema, security, and configurations. Not all changes can be
captured with these features, so the book covers other features like change data capture
(CDC), temporal tables, and common criteria compliance.

Next, the book covers auditing methods in both Azure SQL Database and Azure
SQL Managed Instance. There are differences in how you audit those compared to SQL
Server. Additionally, you will learn how to use SQL Server Audit and extended events in
AWS RDS SQL Server.

After reading this book, you will have many use cases and scripts at your disposal to
help you implement your auditing strategy.

xvii



INTRODUCTION

Intended Audience

For database administrators who need to know what’s changing on their database
servers, and who are making those changes. For database-savvy DevOps engineers

and developers who are charged with troubleshooting processes and applications. For
developers and administrators who are responsible for generating reports in support of
regulatory compliance reporting and auditing.

Contacting the Author

I tried to ensure the accuracy of all the scripts and descriptions. I know there may be
issues that come up anyway. Feel free to email me at hellosqlkitty@gmail.com with
comments or questions.
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CHAPTER 1

Why Auditing Is Important

Auditing is an official examination and verification of accounts or records. A lot of times
people are referring to financial audits, but auditing applies in many more areas than
finance. Here in America when people hear auditing, their first natural thought might be
the Internal Revenue Service (IRS). Pretty much everyone feels queasy if the IRS contacts
them because they are being audited. It happened to me one time, and the auditor said,
“Hold on, we think we owe you money!” When you are audited, it’s the assumption that
it will end up costing you.

There is also the kind of auditing when internal or external auditors come speak
to you to find out if you are following proper procedures. Those can be scary, too, so
it's no wonder auditing may have a bad reputation. Auditing in and of itself isn’t a bad
thing. I would say, it’s a good thing. You want to make sure people are following proper
procedures. Whether it’s the IRS or auditors at your company, some rules, regulations,
procedures, and laws need to be followed. Sometimes, there need to be consequences to
ensure compliance.

The point of auditing isn’t to punish people or get people in trouble, at least not
with the database auditing I will be discussing throughout this book. It’s to shed light on
possible issues or areas where you may need to follow guidelines more strictly.

Why Should You Audit?

Some companies may not value auditing and some are required to audit because of
regulations. Even if your company isn’t required to audit, that shouldn’t stop you from
auditing. There is value in auditing: it allows those who have the responsibility to know
what’s going on the ability to know what’s going on.

The reason I set up auditing at the business I worked at was because I would often
have people come to me saying something is broken, and they couldn’t figure out
why. We also had many environments where too many people have access to and can

© Josephine Bush 2022
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change too many things. By setting up and configuring auditing, I was able to see who
was changing what. What a relief! No more “why did this happen?’, and I can’t provide
any insights. I could say to them, “I don’t see any changes in the database, or this user
changed the schema on the 5th”

In the end, my company was acquired by a more heavily regulated company, and
they needed the systems to be audited with proper reports reviewed weekly. My new
company was very pleased that I had already done the legwork making it easy for us
to do the auditing. Originally, the management at my company didn’t think this was
a priority, but I worked on it in between other projects and built exactly what the new
parent company needed without knowing they would need this. It wasn’t something
magical I was doing or that I could somehow predict the future. I was following basic
auditing principles. They pay off!

Types of Audits

The types of audits you will have to do will vary depending on the business you work
with. Regardless of the type of business you are in, auditing will help you. Listed in the
following are the types of audits you may encounter:

Internal - This type of audit is initiated by the business itself. This helps the business
maintain standards that may or may not be required by external auditors or government
regulations. Reasons you may want to do this type of auditing, even if you aren’t required
to do more official types of auditing, are to make sure your business is running as
smoothly and efficiently as possible. Internal audits can also be used to ensure you will
be ready for external audits.

External - This type of audit is conducted by a third party such as a governmental
regulatory body or an accountant. These external auditors will be familiar with the types
of rules and regulations you need to be following and will ensure that you are following
them precisely.

Tax - In America, the Internal Revenue Service (IRS) will sometimes audit tax returns
of individuals or businesses to ensure accuracy, making sure you haven’t overpaid or
underpaid your taxes. These audits tend to be selected randomly, but there may be
things you pay taxes on that make you more likely to be audited.

Financial - This type of audit is conducted by external auditors to ensure that
financial statements and/or payroll payments are accurate.
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Compliance - This type of audit may be conducted by internal or external auditors
and ensures that the business is compliant with internal or external auditing standards.
This can be broken down into regulatory compliance and corporate compliance.
Corporate compliance is internal rules and guidelines, and regulatory compliance is
adhering to government laws and regulations.

Operational - This type of audit is generally conducted by internal auditors, but
there may be cases where they are conducted by external auditors. This audit is meant to
help determine ways to improve business operations.

Information Systems - This type of audit may be conducted by internal or external
auditors to ensure that the systems are providing accurate data to users and to make sure
that systems are secure so that unauthorized users aren’t able to access or alter them.

Types of Regulatory Compliance

Regulatory compliance is when a business must follow state, federal, and international
laws relevant to its operations. The specific regulations that are required vary from
business to business. Listed in the following are the types of regulatory compliance you
may encounter:

California Consumer Privacy Act (CCPA) - Enacted in 2018, this law protects
consumers’ personal information and how it’s used by businesses that collect that
information.

General Data Protection Regulation (GDPR) - This strengthens the data
protection for citizens of the European Union (EU). Enacted in 2018, it requires
businesses to protect the privacy of EU citizens for any transactions that occur in the EU
member states.

Health Insurance Portability and Accountability Act (HIPAA) - Enacted in 1996,
this is a standard to protect sensitive health-related information. This requires anyone
with medical data to ensure it’s safe from accidental release or hacking.

Payment Card Industry Data Security Standard (PCI DSS) - This is a set of
standards that ensures the security of credit card data. Enacted in 2004, it outlines how
payment data is stored, transmitted, and processed.

Sarbanes-Oxley Act (SOX) - Enacted in 2002, this is an accounting and compliance
framework. Publicly traded companies must adhere to the creation and maintenance of
secure computing systems.
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What Is Database Auditing?

Database auditing is when you utilize database tools and auditing strategies to record
changes on your database servers. Database auditing is typically used to

o Gather data on specific database activities
o Track changes to database servers
e Report on changes to auditors
o Investigate suspicious activity
The different types of database auditing you can do are

o Server-level auditing - This includes things like tracking the creation
of alinked server, a SQL Agent job, or a database.

e Security auditing - This includes things like creating a login or
modifying a user’s permissions.

o Data definition language (DDL) auditing - This includes things like
creating or dropping a table.

o Data manipulation language (DML) auditing - This includes things
like selecting, inserting, deleting, or updating from a table.

Database Problems Auditing Can Solve

Auditing can help you solve a lot of problems. The following list outlines some scenarios
auditing can help you with:

e Who broke this? People come to you saying something is broken,
why? You are in the dark without auditing. If you have the auditing set
up, you can see who changed something which may be the change
causing the issue.

¢ Who is using this login? You can also see if someone used
something in the case of a table or a login. We had a scenario where
the SQL Server sysadmin (sa) password was handed out like candy.
A SQL login may have been set up for one purpose, but now it’s been
shared around, and we don’t want different users using the same
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login ever. To do this, we had to know who was using sa. You can’t
just ask around and say, “Are you using sa on this server?” You either
get people who don’t respond, who just don’t know, or say they don'’t
have time to look. We audited sa, got a list of users, and those users
and their managers were contacted and told, “We must move you

off sa. We see you are doing these things with sa, so let’s get you a
username/password set up so you can continue to do the work you
need to do”

o Who is using this database object? There was another case where
the development team was trying to figure out what login was writing
to a table. They could see updated data but had no idea where it
came from, so it’s another way auditing can help you.

o What permission does a user need? As part of this sa auditing, we
also examined what people were doing to see if we could pare down
on the level of permissions they were granted in a production system
with the goal of granting the least permissions required. Most of these
users didn’t even realize the power they had using sa, and all of them
just used it in a way that was in alignment with their own work.

e Are users misusing the database? We did catch one guy sharing out
his domain user and password to allow someone else to perform his
job duties while he was out of the office, which is a huge no-no.

e What changed? Many times, internal or external auditors need
proof that you had approval before making changes, or they require
reports listing out changes. With the auditing in place, providing this

documentation is much easier.

In summary, you can see how auditing can be very powerful and, in many cases,
required by law. Auditing isn’t something you need to be afraid or avoid. It can help
you make sure your database systems are being used in accordance with laws and
regulations. Even if you aren’t required by law to audit your databases, you can use
auditing as a sanity check for yourself and your team. Plus, auditing can help you
develop policies and procedures and help you determine if everyone is following those
procedures.
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Types of Database
Auditing

The starting point of any good auditing strategy is knowing the auditing options you have
at your disposal. This chapter gives you a high-level description of each auditing tool
that is covered in this book.

SQL Server Audit

SQL Server Auditis a built-in SQL Server auditing feature that can be used to set up
auditing with SQL Server Management Studio (SSMS). You can also set it up with SQL
scripts, which makes it easier to apply the same auditing strategy to many servers.

This feature makes it easy to see what is changing on your SQL Server. You can audit
everything that is changing or parts and pieces of those things that are changing.

To make SQL Server auditing work, you need two or three things depending on
what you want to audit. You are required to create an audit specification. This will
determine where you store audit data. You will also need one server specification and/
or one database audit specification for audit data to write to the audit specification. The
server audit specification can audit server activities, and it can also audit all the database
activities in the same way. Each audit specification can have one server and/or one
database audit. Those server and database audits are not dependent on each other.

The server audit specification is generally good for auditing server-level changes
and/or all the databases at the same time. The database audit specification is good for
auditing one database or a subset of activities in one database.

Figure 2-1 shows where you can set up SQL Server Audit via SQL Server
Management Studio.
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) Security = @ Auditing
: ® I Database Diagrams
e Loglns @ I Tables 39'
: 11 Server Roles ® I Views
« Credentials ® I Extemal Resources
. ., ® i Synonyms
ol .Cryptograph[c Provider @ I Programmability
i ® ¥ Service Broker
® = f
» w Server—— ti N 2‘;32:;
® 1 Users
) #® I Roles
S«la-c;;?r?; @ 1 Schemas
. « Server Roles ® I Asymmetnc Keys
. « Credentials @ I Cenficates
. « Cryptographic Providers @ 1 Symmetric Keys

« = Audits @ I Always Encrypted Keys
Sl Server Audit Specifications ol Database Audit Specifications - R
3 | { i New Database Audit Specification...
« = Server Objects } = ® I Secunty Policies ]!

Figure 2-1. Setting up SQL Server Audit

Chapter 3, “What Is SQL Server Audit?’, provides more details on SQL Server
auditing. Chapters 4, “Implementing SQL Server Audit via the GUI,” and Chapter 5,
“Implementing SQL Server Audit via SQL Scripts,” take you through implementing SQL
Server auditing.

Extended Events

Extended events is a built-in SQL Server auditing feature that can be used to set up
auditing with SQL Server Management Studio. You can also set it up with SQL scripts,
which makes it easier to apply the same auditing strategy to many servers.

Extended events makes it easy to see what is changing on your SQL Server. It doesn’t
have auditing capabilities as nuanced as SQL Server Audit, so if you are looking to audit
a subset of activities for a user or database, then it’s best to use SQL Server Audit for that
instead.

Extended events is very good at capturing everything a specific user does. It’s also
very good at capturing anything happening in a database.

To make extended events work, you need to set up a session. That'’s the only piece
that’s required, instead of the two or three pieces for SQL Server Audit.

10
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Additionally, extended events has a wizard to walk you through setup, or you can
create a session without a wizard. It also has templates to help you set up a session
without needing to know all the configuration settings to make it work.

Figure 2-2 shows where you can set up extended events via SQL Server

Management Studio.
= @ Stage
# 1 Database Diagrams
@ I Tables
[ = Views
[# I External Resources
[ ©° Synonyms
@ 7 Programmability
[+ 7 Query Store

[4] Extended Events

@ Sforage If New Session Wizard |\ |

@ 1 Security New Session...

Reports »

m

Refresh

Figure 2-2. Setting up extended events

Chapter 6, “What Is Extended Events?’, provides more details on configuration
options. Chapters 7, “Implementing Extended Events via the GUI,” and Chapter 8,
“Implementing Extended Events via SQL Scripts,” take you through implementing
extended events.

Tracking SQL Server Configuration Changes

There are multiple ways you can track SQL Server configuration changes. These are the
type of changes you make to server settings like changing the maximum memory setting
or showing advanced options. All of these options, including additional options, are
covered in Chapter 9, “Tracking SQL Server Configuration Changes.”

11



CHAPTER 2  TYPES OF DATABASE AUDITING

Extended events is one way you can capture these types of changes. Figure 2-3 shows
you a cross-section of how it captures configuration changes if you query it via the SQL
Server Management Studio GUI You can also query it via scripts, which is covered in

Chapter 9, “Tracking SQL Server Configuration Changes.”

sql_batch_starting 2021-12-10 12:00:27 ...
sql_batch_completed |2021-12-10 12:00:27....

Event:sql_batch_starting (2021-12-10 11:30:38.9305452)

Details
Field Value
attach_activity_... 0
EXEC sys.sp_configure N'max server memory (MB)'. N'61510'

client_app_na.. Microsoft SQL Server Management Studio - Query

Figure 2-3. Extended event capturing configuration change

You can also use SQL Server Audit to track configuration changes. Figure 2-4 shows
you a cross-section of how it captures configuration changes.

B Resuts [l Messages
event_time audit_action statement succeeded database_name
1 |2022-04-24 19:03:51.3038436 | EXECUTE EXEC sys.sp_configure N'max server memory (MB)', N'5688' 1 master

Figure 2-4. SQL Server Audit capturing configuration change

Lastly, you can also query the SQL Server Log directly. The SQL Server Log contains
system events. Figure 2-5 shows an example result of this.

B Resuts i Messages

LogDate F Text
1 2022-04-24 11:28:49.730 J spid53 Configuration option 'max server memory (MB)' changed from 5666 to 5667. Run the RECONFIGURE statement to install,
2 2022-04-24 12:28:19.780  spidS6 Configuration option "user connections’ changed from 0 to 100. Run the RECONFIGURE statement to install.

Figure 2-5. SQL Server Log query results

12
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Change Data Capture

Change data capture will allow you to track changes to data instead of who is querying
the data. It uses the SQL Server Agent to record data changes made by inserting,
updating, or deleting data in a specific table. It reads the changes from the transaction
log of the database. The details of the changes are stored in a change table that mimics
the structure of the original table.

There are multiple steps for configuration that are covered in Chapter 10, “Additional
SQL Server Auditing and Tracking Methods.” Figure 2-6 shows you the original table and
its CDC table.

= ¥ Tables
= I System Tables
# B cdc.captured_columns
# B cdcchange_tables
2Q:::§ cdc.dbo_ErrorLog_CT
# B cdc.ddl_history
# EE cdcindex_columns
# B cdclsn_time_mapping
# BB dbo.systranschemas
FileTables
External Tables
Graph Tables
E dbo.AWBuildVersion
[+ EH dbo.Databaselog
= EE dbo.Errorlog
# 7 Columns
@ I Keys

()

® @

=]

Figure 2-6. CDC table structure

When you query the cdc.dbo_ErrorLog_CT table, which is where CDC is storing
the changes to the dbo.ErrorLog table, you will see something like the query results in
Figure 2-7. Figure 2-7 was taken after one update to one row.

E Results pl Messages

Supdate_mask ErorLoglD  ErorTime Userh Errorh i S ErrorP 4 ErrorLine  EmorMessage __Scommand_id
1 <0004 1 2021-12-1500:00:00.000  jbush 1000 5 3 4 10 testing 1
2 <0004 1 2021-12-15 00:00:00.000 testing 1000 5 3 4 10 festing

Figure 2-7. CDC results

13
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Change Tracking

SQL Server Change Tracking is a lightweight way to track DML changes to SQL Server
database tables. These changes are tracked once the DML statement is committed to
the database. It differs from change data capture in that it tracks changes synchronously,
whereas change data capture reads from the transaction log file, which causes a delay
while reading the changes. Also, Change Tracking doesn’t require the SQL Agent to be
started, unlike change data capture that does.

Figure 2-8 shows how to enable Change Tracking on a database.

W Database Properties - AdventureWorks - O ¢
Select a page T Script « @ Help
& General
& Files
X Filegroups B _\l |
X Oplions AL
& Change Tracking ~ Change Tracking |
# Pemissions True =
# Extended Prapt&ies Retention Period 2
& Mimoring Retention Period Units Days
# Transaction Log Shipping Auto Cleanup True
& Query Store

Figure 2-8. Enabling SQL Server Change Tracking on a database

Once you have Change Tracking enabled at the database level, you can enable it for a
table. Figure 2-9 shows how to enable Change Tracking on a database table.

H Table Properties - Department - o x
Select a page IT Script v @ Help
# General
# Permissions
# Change Tracking soall
# Storage W Z V|
# Security Predicates *~ Change Tracking
# Extended Properties True v
Track Columns Updated True

Figure 2-9. Enabling SQL Server Change Tracking on a database table

To see the changes that are captured, you will query an internal table to get results.
This query is covered in Chapter 10, “Additional SQL Server Auditing and Tracking

14
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Methods.” Figure 2-10 shows how DML changes would be captured in this internal table.
The first row in the results is an insert statement, and the second and third rows are
update statements.

BE Results ¥ Messages

SYS_CHANGE_VERSION SYS_CHANGE_OPERATION DepartmentiD Name GroupMame ModifiedDate
1 2 | 17 i testinggroup 2022-01-05 16:32:20.140
2 3 u 1 | 3 h and Development  2008-04-30 00:00:00.000
3 4 u 2 Tool Design1  Research and Development  2008-04-30 00:00:00.000

Figure 2-10. Querying Change Tracking information

Additional information about Change Tracking is covered in Chapter 10, “Additional
SQL Server Auditing and Tracking Methods.”

C2 Audit and Common Criteria Compliance

C2 and Common Criteria compliance are internationally recognized to follow specific
security guidelines when auditing. These types of auditing are a comprehensive type of
logging of all activities on your database server. If you don’t have an auditor requiring
you to turn this on, leave it off. It can be very impactful to server performance. They
assign a unique generated ID to each group of related auditing activities. You can enable
these at the server level. Figure 2-11 shows you where you can enable these.

15
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B Server Properties -

Select a page
& General
& Memory
& Processors

o Sccurit]

& Connections

& Database Setlings
& Advanced

& Pemissions

Connection

Server:
Connection:

¢ View connection properties

Progress
Ready

IT Script + @ Help

Server authentication
(O Windows Authentication mode

@ SQL Server and Windows Authentication made

Login auditing
O None

(@ Failed logins only

(O Successful logins only

(O Both failed and successful logins
Server proxy account

[] Enable server proxy account

Options
["] Enable Common Criteria compliance

] Enable C2 audit tracing

|| Cross database ownership chaining

Figure 2-11. Enabling C2 or Common Criteria compliance

Additional information about C2 and Common Criteria compliance is covered in
Chapter 10, “Additional SQL Server Auditing and Tracking Methods.”

Temporal Tables

This built-in database feature allows you to see data stored in the table at any point in
time. It's a system-versioned table that keeps a full history of data changes. The validity
of each row is managed by the system, which is the database engine. The versioning

is implemented as a pair of tables, current and history. Each of these tables has two
datetime2 type columns to define the period of validity for each row. They are called the
PERIOD columns. The current table contains the current value for each row. The history

16
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table contains each previous value for each row and the start time and end time for
which it was valid.

Figure 2-12 shows you a temporal table and its history table.

SF:1dbo.AuditChangesTemporal (System-Versioned)
= 2 dbo.AuditChangesTemporalHistory (History)

Columns

= v Constraints
Indexes

« Statistics

@ = Columns

@ Keys

= w Constraints

= = Triggers

= = Indexes

= = Statistics

]

(2]

®

Figure 2-12. Temporal table with its history table

Additional information about temporal tables is covered in Chapter 10, “Additional
SQL Server Auditing and Tracking Methods.”

Successful and Failed Login Auditing

There are a couple of ways you can implement successful and failed login auditing. When
you track logins, you will see any successful logins, failed logins, or both in the SQL
Server Log. One way is via SSMS in the Server Properties as shown in Figure 2-13. Once
configured, the successful and/or failed logins will appear in the SQL Server Log.

17
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B Server Properties - ./

Selecta page IT Script ¥ @ Help
& General

& Memory

# Processors
» Server authentication
# Connections

# Database Settings

# Advanced (@ SQL Server and Windows Authentication mode
# Permissions

(O Windows Authentication mode

Login auditing

() None

(@) Failed logins only

(O Successful logins only

(O Both failed and successful logins

Mamies samies = ssmesmb

Figure 2-13. Changing login auditing

Another way you can capture this information is with extended events. Additional
information about login auditing is covered in Chapter 10, “Additional SQL Server
Auditing and Tracking Methods.”

Auditing Azure SQL Databases

Auditing Azure SQL databases is quite a bit different than auditing SQL Server databases,
especially when it comes to SQL Server Audit. SQL Server Audit isn’t available in Azure
SQL Database. You need to use the Azure portal to set up your audits. You can’t use SQL
Server Management Studio for this. Figure 2-14 shows you how you can enable auditing
that is similar to SQL Server Audit in the portal.

18
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ibdb (jbdb/jbdb) | Auditing

> Discard O View audit logs

€ 7 Blob Auditing is enabled on the server,
it will always apply to the database,

@ Replicas regardless of the database settings.

(@) Sync to other databases
View server settings 5]

Integrations - "

gration OSer\rer-IeueI Auditing: Disabled

<=k Stream analytics (preview) Azure SQL Auditing

# Add Azure Search Azure SQL Auditing tracks database events and
writes them to an audit log in your Azure

Security Storage account, Log Analytics workspace or
Event Hub. Learn more about Azure SQL

B3 Auditing Auditing &

0 Ledger )

2 Enable Azure SQL Auditing @ 0

S Data Discovery & Classification Audit log destination (choose at least one):

& Dynamic Data Masking D Storage

@ Microsoft Defender for Cloud n Log Analytics

}

@ Feedback

Figure 2-14. Enabling auditing on Azure SQL database

Auditing Azure SQL Managed Instance

Auditing Azure SQL Managed Instance is much the same as auditing on-premises SQL
Server. The main difference is you don’t have access to the virtual machine under the
database server, so you will need to set up cloud storage to hold the audit or event files.
Refer to the sections on SQL Server Audit and extended events to help you understand
how they work. Azure SQL Managed Instance auditing will be covered in more detail in
Chapter 14, “Auditing Azure SQL Managed Instance.”
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Amazon Web Services and Google Cloud
Auditing Options

Amazon Web Services (AWS) has an offering called Relational Database Service (RDS) in
which you can host your SQL Server databases. This offering will allow you to use SQL
Server Audit and extended events in much the same way you can in on-premises SQL
Server, but you will need to set up cloud storage to hold the files; in this case, it’s called
S3. Chapter 15, “Other Cloud Provider Auditing Options,” will cover more details on AWS
RDS auditing.

Google Cloud database auditing works more like Azure SQL Database auditing in
that you will need to enable it through the Google Cloud portal. Chapter 15, “Other
Cloud Provider Auditing Options,” will cover more details on Google Cloud database
auditing.

20



PART I

Implementing Auditing



CHAPTER 3

What Is SQL Server
Audit?

SQL Server Audit is built-in auditing functionality available via SQL Server Management
Studio GUI or SQL scripts. You can set it up and configure it to capture pretty much
anything that happens on SQL Server. It’s quite flexible and easy to set up.

SQL Server Audit Availability

The first version of SQL Server Audit was available in 2008, and it was only in Enterprise
edition. As of the 2012 version, Microsoft expanded it to be available in server-level
audits with all editions, but database auditing was still only in Enterprise. By 2016 and
since, you can do server and database auditing with any edition, which is so much nicer
since a lot of people don’t use Enterprise edition only. Table 3-1 outlines the availability
of SQL Server Audit.

Table 3-1. SQL Server Audit availability by version

Version Server audit availability = Database audit availability
2008 Enterprise Enterprise

2012,2014, and 2016 before SP1 Al editions Enterprise

2016 SP1, 2017, and 2019 All editions All editions
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SQL Server Audit Requirements

To make SQL Server auditing work, you need two or three things depending on what you
want to audit. You are required to create an audit. This will determine where you store
audit data. You will also need one server and/or one database audit specification that
defines what you want to capture. Each audit can have one server specification and/
or one database specification per database. Those server and database audits are not
dependent on each other.

The screenshot in Figure 3-1 shows you the locations of the audits.

B W Auditing
[# ™ Database Diagrams
@ ™ Tables
B ™ Views

[E2 External Resources
@ ™ Synonyms
[# ¥ Programmability
# W Service Broker
[# ¥ Storage
= W Security
Users
Roles
Schemas
Asymmetric Keys
Certificates
Symmetric Keys
Always Encrypted Keys
[ Database Audit Specifications
l o DatabaseAuditSpecification_auditingI
@ = Security Policies
E W Security
@ ™ Logins
@ ™ Server Roles
=2 Credentials
[+ ¥ Cryptographic Providers
= _Audits
Ip AuditSpecification I
= ™ Server Audit Specifications
[ ServerAuditspecification |

I H E B ERE®

1

Figure 3-1. SQL Server audits

Note that the SQL Server audits highlighted in Figure 3-1 aren’t there by default.
I created those to give you a point of reference for where you can find them.

The audit specification is where you will configure where to store your audit, how
much data to keep, if you want to filter to capture only certain kinds of data, and what
you want to happen on audit logging failure. You can set up an audit specification
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under Security » Audits in SQL Server Management Studio. You can have multiple
audit specifications, and each of them can hold one server audit specification and one
database audit specification per database. You can have an audit specification hold only
one server audit, one database audit per database, or both.

The server audit specification is where you will configure what you want your audit
to collect at the server level and, optionally, at the database level. You can set up a
server audit specification under Security » Server Audit Specifications in SQL Server
Management Studio. You can have multiple server audit specifications, but they will
each need a separate audit specification since each audit specification can only hold
one server specification audit. This server audit can audit server-level objects, but it can
also audit all your database the same way. If you have more specific auditing needs for
each of your databases, you will want to use only server-level actions in your server audit
specification. There’s more information on audit actions later in this chapter.

The database audit specification is where you will configure what you want your
audit to collect at a database level. You can set up a server audit specification under each
database under Security » Database Audit Specifications in SQL Server Management
Studio. You can have multiple database audit specifications on each database, but they
will each need a separate audit since each audit specification can only hold one database
audit specification per database.

Setting up and configuring the audit specifications will be covered in Chapter 4,
“Implementing SQL Server Audit via the GUI.”

Note You don’t need sysadmin permissions to set up SQL Server Audit, but

you will need some custom permissions to set it up. For the audit and the server
audit specifications, you will need either CONTROL SERVER or ALTER ANY SERVER
AUDIT permission. For the database audit specification, you will need ALTER

ANY DATABASE AUDIT or CONTROL SERVER permission. Of course sysadmin
permissions will also work to set up all the audit components.
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SQL Server Audit Use Cases

The server audit is generally good for auditing server-level changes and/or all the
databases at the same time. The database audit is good for auditing one database or a
subset of activities in one database. The following list takes you through some scenarios
for auditing with multiple audit specifications and server and database audits:

e Auditing schema and permissions changes at the server and all
databases the same way

This will require an audit specification and a server audit
specification.

¢ Auditing everything a specific user does

This will require an audit specification with a filter to capture only
that user’s activities and a server audit specification.

¢ Auditing everyone querying or modifying a table

This will require an audit specification and a database audit
specification that specifies this one table with the associated actions
you want to capture.

¢ Auditing schema and permissions changes at the server level and
only a specific database

This will require an audit specification, a server audit specification,
and a database audit specification.

Audit Categories

There are three categories of audit actions: server, database, and audit.

o Server-level actions - Captures permission changes and the creation
of databases. Includes any audit action that doesn’t start with
SCHEMA_ or DATABASE_

o Database-level actions - Captures DML and DDL changes, which
includes auditing actions at the database level. Includes audit actions
that start with SCHEMA _ or DATABASE _
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Audit-level actions - Captures actions in the auditing process, such
as creating or dropping an audit specification. This is the
AUDIT_CHANGE_GROUP option.

Audit Action Groups

Within each of these audit categories, there are groups of actions you can capture. Some

actions are audited automatically, and you don’t need to set up any auditing actions

to capture them, such as Server Audit State Change (setting State to ON or OFF). This

corresponds to when you start or stop an audit.

Server Audit Action Groups

For server audits, these are the groups I find the most useful for auditing changes at the

server level. They can only be chosen in a server audit specification. The following list

outlines these groups:

AUDIT_CHANGE_GROUP - Captures when an audit is created,
modified, or deleted

DBCC_GROUP - Captures when a user executes a DBCC command

SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP - Captures
when the owner of a server object is changed

SERVER _OBJECT_PERMISSION_CHANGE_GROUP - Captures
when GRANT, REVOKE, or DENY on a server object permission

SERVER_OPERATION_GROUP - Captures changes like altering
settings, resources, external access, or authorization

SERVER_PERMISSION_CHANGE_GROUP - Captures when
GRANT, REVOKE, or DENY for permissions are set at the server level

SERVER_PRINCIPAL_CHANGE_GROUP - Captures when server
principals are created, altered, or dropped

SERVER_ROLE_MEMBER_CHANGE_GROUP - Captures when a
login is added or removed from a fixed server role, like sysadmin
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o SERVER_STATE_CHANGE_GROUP - Captures when the SQL Server
service state is modified, like when it’s restarted after patching

e« LOGIN_CHANGE_PASSWORD_GROUP - Captures when a login
password is changed

Note Additional server audit action groups can be used. Descriptions of each are
available in the following link:

https://docs.microsoft.com/en-us/sql/relational-databases/
security/auditing/sql-server-audit-action-groups-and-
actions?view=sql-server-veris#server-level-audit-
action-groups

Database Audit Action Groups

For database audits, these are the groups I find the most useful for capturing schema
and permission changes at the database level. They can be chosen in a server audit
specification, which will allow for auditing of all the databases on the server the same
way. If you only want to audit one database with these actions, don’t use them in your
server audit, and instead only set them up in your database audit. The following list
outlines these groups:

o DATABASE_CHANGE_GROUP - Captures when a database is
created, altered, or dropped

o DATABASE_OBJECT_ACCESS_GROUP - Captures when database
objects such as certificates and asymmetric keys are accessed

o« DATABASE_OBJECT_CHANGE_GROUP - Captures when CREATE,
ALTER, or DROP statements are executed on database objects, such
as schemas

o DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP - Captures
when a change of owner for objects occurs within a database
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DATABASE_OBJECT_PERMISSION_CHANGE_GROUP - Captures
when a GRANT, REVOKE, or DENY has been issued for database
objects, such as assemblies and schemas

DATABASE_OWNERSHIP_CHANGE_GROUP - Captures when you
use the ALTER AUTHORIZATION statement to change the owner of a
database

DATABASE_PERMISSION_CHANGE_GROUP - Captures when a
GRANT, REVOKE, or DENY is issued for a statement permission

DATABASE_PRINCIPAL_CHANGE_GROUP - Captures when
principals, such as users, are created, altered, or dropped from a
database

DATABASE_ROLE_MEMBER_CHANGE_GROUP - Captures when a
login is added to or removed from a database role

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP - Captures
whenever a password is changed for an application role

DBCC_GROUP - Captures when a user executes a DBCC command

SCHEMA_OBJECT_CHANGE_GROUP - Captures when a CREATE,
ALTER, or DROP operation is performed on a schema

SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP - Captures
when the permissions change to the owner of a schema object

SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP - Captures
whenever a grant, deny, or revoke is issued for a schema object

The following actions can be used when you want to capture everything happening

in a database or on a database server. I only use these action types if I'm filtering the

audit to get only one user or to see if a schema or database is no longer in use. Be very

careful with these actions, though. They can quickly get out of control collecting so much

audit data that you will never be able to weed through.

DATABASE_OBJECT_ACCESS_GROUP - Captures when any action
is taken in the database being audited

SCHEMA_OBJECT_ACCESS_GROUP - Captures when any action is
taken in the schema being audited
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Note Additional database audit action groups can be used. Descriptions of each
are available in the following link:

https://docs.microsoft.com/en-us/sql/relational-databases/
security/auditing/sql-server-audit-action-groups-and-
actions?view=sql-server-veris#database-level-audit-
action-groups

When you are working with database audits, you have some actions that aren’t
available at the server audit level. These will capture actions taken on the database
schema and schema objects such as tables, views, stored procedures, and functions. The
following list outlines these groups:

o SELECT - Captures SELECT statements
o UPDATE - Captures UPDATE statements
o INSERT - Captures INSERT statements
o DELETE - Captures DELETE statements

o EXECUTE - Captures EXECUTE statements

Note Additional database audit actions can be used. Descriptions of each are
available in the following link:

https://docs.microsoft.com/en-us/sql/relational-databases/
security/auditing/sql-server-audit-action-groups-and-
actions?view=sql-server-veriS#database-level-audit-actions

SQL Server Audit Examples

Here are some concrete examples of how you can implement the use cases I outlined in
this chapter.

If you want to audit schema and permissions changes at the server and all databases
the same way, implement a server audit specification with these actions:
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AUDIT_CHANGE_GROUP
SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP
SERVER_OBJECT_PERMISSION_CHANGE_GROUP
SERVER_OPERATION_GROUP
SERVER_PERMISSION_CHANGE_GROUP
SERVER_PRINCIPAL_CHANGE_GROUP
SERVER_ROLE_MEMBER_CHANGE_GROUP
SERVER_STATE_CHANGE_GROUP
LOGIN_CHANGE_PASSWORD_GROUP
DATABASE_CHANGE_GROUP
DATABASE_OBJECT_ACCESS_GROUP
DATABASE_OBJECT_CHANGE_GROUP
DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP
DATABASE_OBJECT_PERMISSION_CHANGE_GROUP
DATABASE_OWNERSHIP_CHANGE_GROUP
DATABASE_PERMISSION_CHANGE_GROUP
DATABASE_PRINCIPAL_CHANGE_GROUP
DATABASE_ROLE_MEMBER_CHANGE_GROUP
APPLICATION_ROLE_CHANGE_PASSWORD_GROUP
DBCC_GROUP

SCHEMA_OBJECT_CHANGE_GROUP
SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP
SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP

If you want to audit schema and permissions changes at the server, but not any of

the databases because you implement different database auditing on each database,

implement a server audit specification with these actions:
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e AUDIT_CHANGE_GROUP

e SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP
o SERVER_OBJECT_PERMISSION_CHANGE_GROUP
e SERVER_OPERATION_GROUP

e SERVER_PERMISSION_CHANGE_GROUP

e SERVER_PRINCIPAL_CHANGE_GROUP

e SERVER ROLE_MEMBER CHANGE_GROUP

e SERVER_STATE_CHANGE_GROUP

¢ LOGIN_CHANGE_PASSWORD_GROUP

If you want to audit everything a specific user does, you will use a couple of
additional audit actions. I like to keep the usage of these to a minimum unless you are
filtering on a smaller subset of activities on your server. You will use all the actions that
are listed earlier for auditing all the schema and permissions changes, and in addition,
you will include these audit actions:

o DATABASE_OBJECT_ACCESS_GROUP
o SCHEMA_OBJECT_ACCESS_GROUP

If you want to audit everyone querying or modifying a table, you will need to use
a database audited specification for this. You will use the following audit actions in
this audit:

e SELECT

o UPDATE

o INSERT

e DELETE

o EXECUTE

If you want to audit everyone making schema and permissions changes at the
server level and only a specific database, you will need a server audit specification and
a database audit specification. Your server audit will include only server audit actions
listed as follows:
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AUDIT_CHANGE_GROUP
SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP
SERVER_OBJECT_PERMISSION_CHANGE_GROUP
SERVER_OPERATION_GROUP
SERVER_PERMISSION_CHANGE_GROUP
SERVER_PRINCIPAL_CHANGE_GROUP
SERVER_ROLE_MEMBER_CHANGE_GROUP
SERVER_STATE_CHANGE_GROUP
LOGIN_CHANGE_PASSWORD_GROUP

Your database audit for this case will include the following audit actions only on the

database you want to audit:

DATABASE_CHANGE_GROUP
DATABASE_OBJECT_ACCESS_GROUP
DATABASE_OBJECT_CHANGE_GROUP
DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP
DATABASE_OBJECT_PERMISSION_CHANGE_GROUP
DATABASE_OWNERSHIP_CHANGE_GROUP
DATABASE_PERMISSION_CHANGE_GROUP
DATABASE_PRINCIPAL_CHANGE_GROUP
DATABASE_ROLE_MEMBER_CHANGE_GROUP
APPLICATION_ROLE_CHANGE_PASSWORD_GROUP
DBCC_GROUP

SCHEMA_OBJECT_CHANGE_GROUP
SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP
SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP
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Multiple Audit Setups

If you need multiple different audits on the same server, there is a way to configure
them such that you have little to no overlap in auditing. You may need some overlap
depending on auditing requirements, though, but you want to avoid as much overlap as
possible. Here are some audit specification setups that could work in conjunction with
each other:

¢ Auditing DDL and perms changes at the server level
e Audit specification name - Audit_ DDLPerms
¢ Server audit specification name - ServerAudit_DDLPerms

For this audit, make sure to not include any audit actions that
start with DATABASE or SCHEMA.

e Audit everything a specific user does
¢ Audit specification name - Audit_user

Make sure to filter the audit specification so it only captures
actions made by the user account.

o Server audit specification name - ServerAudit_user

Make sure to audit all the database and server-level actions the
same way and add in the DATABASE_OBJECT_ACCESS_GROUP
and SCHEMA_OBJECT_ACCESS_GROUP actions.

¢ Auditing schema and perms changes for a specific database
e Audit specification name - Audit_DatabaseChanges

o Database audit specification name - DatabaseAudit_
DatabaseChanges

Make sure to add all the audit actions starting with DATABASE
and SCHEMA into your database audit specification.

¢ Audit everyone changing a table
¢ Audit specification name - Audit_tblChanges

o Database audit specification name - DatabaseAudit_
tblChanges
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Make sure to use the audit action types of INSERT, UPDATE,
DELETE, SELECT, and/or EXECUTE.

In the next chapter, you will learn how to set up and configure these audits in SQL
Server Management Studio.
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Implementing SQL Server
Audit via the GUI

To make SQL Server auditing work, you need two or three components depending on

what you want to audit. Chapter 3, “What Is SQL Server Audit?’; covered what each

of these components are and the audit categories and groups associated with them.

In this chapter, you will learn how to set up the audit in SQL Server Management
Studio (SSMS).

Setting Up the Audit

For a quick recap, to make SQL Server auditing work, you need two or three things

depending on what you want to audit.

You're required to create an audit. This will determine where you
store audit data, how much audit data to keep, and several other
settings associated with auditing.

You will also need one server and/or one database audit to collect
audit data. The server and database audits must be associated with
an audit. Each audit can have one server and one database audit

per database. These server and database audits are not dependent
on each other. The server audit specification is generally good for
auditing server-level changes and/or all the databases at the same
time. The database audit specification is good for auditing one
database or a subset of activities in one database.

Figure 4-1 shows how to create an audit in SSMS by right-clicking Audits under the

Security section.

© Josephine Bush 2022
J. Bush, Practical Database Auditing for Microsoft SQL Server and Azure SQL,
https://doi.org/10.1007/978-1-4842-8634-0_4
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=1 ¥ Security
™ Logins
Server Roles
% Credentials

IMPLEMENTING SQL SERVER AUDIT VIA THE GUI

& Cryptographic Providers

Serve MNew Audit...
i Server Filter »
fH i Replicat Start PowerShell
@« PolyBas{
B Always M
i = Manage Refresh

Figure 4-1. Creating an audit

By choosing New Audit, you will get a dialog box to choose the options of your audit
as shown in Figure 4-2.

i Create Audit

0 Ready

Select a page
ﬂ General

J& Filter

Connection
§F \[sa)

View connection properties
Progress
Ready

[T script - | @ Help

Audit name:

Queue delay (in
milliseconds):

On Audit Log
Failure:

Audit destination:
Path:

Audit File
Maximum Limit:

Maxdmum file
size:

|Mdi!S£§giﬁcalion
1000

@ Continue
O Fail operation
O Shut down server

|File

ie:\audils

O Maximum rollover files:
Unlimited

@ Maximum files:

Number of files: 4

50 S @m

[] Unlimited

(@)}

[] Reserve disk space

Cancel

Figure 4-2. Configuring an audit dialog box
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Here are some suggestions on how to configure your audit:

Audit name - I tend to name it AuditSpecification or
AuditSpecification_servername. This is entirely up to you based on
how descriptive you want to name it. You can create multiple audits,
though, so it may make sense to make it a more descriptive name if
you plan to add additional audits.

Queue delay - This is the wait time in milliseconds before it audits.
You can set this to 0, 1000, or something greater than 1000. I leave it
at 1000.

On audit log failure

e Continue - If the audit can’t capture the statement, it keeps
auditing. You might miss a statement here and there, but I doubt
that happens often, if at all.

o Fail operation - If it can’t audit, it’s going to cause the statement
to fail. The user or application executing that statement will get

an error.

e Shutdown server - If it can’t audit, it’s going to do what it says,
it'’s going to shut down the server. All users and applications will
no longer have access to the server.

I choose Continue on this option. I think Fail operation and
Shutdown server are too drastic. I'll have people screaming at
me that there’s something wrong with the server if I don’t choose
Continue. You may want to choose Fail operation or Shutdown
server if auditing is of the utmost importance like in a legal or
financial database.

Audit destination

o File - I always write to the file choice because it’s easiest for me.
I don’t have a lot of auditing restrictions. Yes, the auditors want
to know what happened, but they don’t think that we're going in
there secretly deleting audit files and not reporting on audit data.
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e Application log - I could see storing audit data in the application
log if you have a log scraping application like Splunk that reads all
the logs and gathers them in a central repository.

o Security log - This has more restrictions than writing to the
application log, but the same concept applies. This is the most
secure option for storing audit data because it’s the least likely to

have anyone tamper with it.

o Path - If you chose File for Audit Destination, you need to choose
a path. Make sure don’t put audit files on the C drive. Even though
we're going to limit the audit file sizes in the next steps, you don’t
want it accidentally filling up the C drive. I don’t recommend putting
audit files on data drives or log drives either. We have an E drive for
applications where I work; that’s a great place for audit files to go.

¢ Maximum files - 4
¢ Maximum file size - 50 MB

I never let the audit collect unlimited files and unlimited file sizes.
This makes it difficult to query them. I've found 4 files of 50 MB
each is good for my needs when collecting permissions and schema
changes. Your number and sizing of files depend on your needs.

o Reserve disk space - Since my files are quite small, I never
check that.

Caution Don’t set SQL Server Audit to collect unlimited files or allow unlimited
file sizes. They will be gigantic and next to impossible to query.

If you want to store your audit data in the application log, you will set up your audit
like in the screenshot in Figure 4-3.
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U4 Create Audit - ) X
6 Ready
Select a page IT Script - | @ Help
B General
J& Filter } , e
Audit name: |AudrlSpecrﬁcatlon_applog
Queue delay (in 1000 =
milliseconds):
On Audit Log @ Continue
Failure:

O Fail operation
O Shut down server

Audit destination: | Application Log v

le
Maximum Limit: Unlimited
Maximum files
Eonnection Number of files 2147483647

¢F \[sa]

4k

Maximum file _G =

Reserve disk space

View connection properties
Progress
Ready

ok [[ Gl |[ vep ]
Figure 4-3. Configuring an audit that writes to the application log

The same goes for the security log, but instead, you choose Security Log from the
Audit destination drop-down as shown in Figure 4-4.
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4 Create Audit - D
@Ready
Select a page LT Script - | @ Help
B General
@ Fiter Audit name: |AuditSpecification_seclog|
Queue delay (in _1(}(}0 “3“
milliseconds):

On Audit Log @ Continue
Failure:

O Fail operation
O shut down server
Audit destination: | Security Log

Path l}
Audit File Maximum rollover files
Maximum Limit: —— —
Maximum files
Connection Number of files: [2147483647 =
¥ \[sa] - L o - =
Maximum file | -

View connection properties
Progress
Ready

| OK | Cancel Help

Figure 4-4. Configuring an audit that writes to the security log

Note All audits are disabled when initially created.

Once your audit is created, you will need to enable it. You can right-click it and

choose Enable Audit as shown in Figure 4-5. It won’t collect any data if you don’t
enable it.
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= 1 Security
+ ™ Logins
+ = Server Roles

H # Credentiale :
@ Crypt New Audit...

3 Audit Enable Audit

Jo! View Audit Logs

= ¥ Server Script Audit as 4

Figure 4-5. Enabling audit

You will get an error when you try to enable the audit that’s configured to use the

security log as shown in Figure 4-6.

. |
L Enable Audit — O X
1 Total
v o3 Completed with errors 0 Success
Details:
Action Status Messaq
&) Enable Audit 'AuditSpecification_seclog' Error Enable
1
Microsoft.SqlServer.Smo X

|® Enabile failed for Audit 'AuditSpecification_seclog'.
Additional information:

L An exception occurred while executing a Transact-SQL statement or batch.
(Microsoft. SglServer.Connectioninfa)

L Audit 'AuditSpecification_seclog’ failed to start . For more information, see the SQL Server error log.
You can also query sys.dm_os_ring_buffers where ring_buffer_type = 'RING_BUFFER_XE_LOG'.
(Microsoft SQL Server, Error: 33222)

©) Help ~ 13 Copy message ] Show details

|

Figure 4-6. Error when creating audit that writes to the security log

The SQL Server Logs will give you additional information about the error as shown

in Figure 4-7.
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F) 2/11/20224:25:13 ...  spid66 | SQL Server Audit could not write to the security [og.
B 2112022 4:25:113 spid6  Error 33204, Severity: 17, State: 1
[ 2/11/20224:25:13 ...  spid66  Audit: Server Audit: 65541, State changed from: START_FAILED to: TARGET_CREATION_FAILED
[ 211/2022 4:25:13 .. spid66  Audit: Server Audit: 65541, Initialized and Assigned State: START_FAILED

L4

Selected row details:

Date 2/11/2022 42513 PM

Log SOL Server (Cument - 2/9/2022 1:52:00 PM)

Source spid66

Message

SQL Server Audit could notwrite to the security log.

Figure 4-7. Additional information about the error when creating an audit that
writes to the security log

To resolve the Error: 33204 SQL Server Audit could not write to the security log, you
will need to configure additional items based on this Microsoft document: https://
docs.microsoft.com/en-us/sql/relational-databases/security/auditing/write-
sql-server-audit-events-to-the-security-log?view=sql-server-ver15

If you chose the file destination for your audit, an audit file is placed on disk after you
enable the audit as shown in Figure 4-8. This is where the data will live for your server
and database audits that are associated with that audit.

Mame Date modified Type Size

|| AuditSpecification_D0BBDSA4-96BE-468F-AS8F-41CCC3BCIEST_0_132576453114750..  2/12/2021 4:15 PM SQLAUDIT File 0 KB

Figure 4-8. Audit files on disk

As the data collects, this file is going to grow to the size specified in the audit. Then
it'll create another file up to the number of files specified in the configuration. Once the
last file is full, it will delete the oldest file and create another new file. You will need to
know how fast your files fill up so you won’t miss collecting the data from them before
they are deleted.

Setting Up the Server Audit Specification

The first of two optional audits is the server audit. You set this up under the security
section of the server. Right-click to create a new one as shown in Figure 4-9.
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Figure 4-9. Creating a server audit specification
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This will bring up a dialog box to configure your server audit specification as shown

in Figure 4-10.

37 Create Server Audit Specification

0 Ruady

Select a page
B Goneral

¥F \sal

View connection properties

Renady

Figure 4-10.

| T script - @ Help

Name:
Audit:

|ServeshudiSpecification

EMMCIEUN

Actions.

=]

ZRESBREER

Audit Action Type

Object Class

APPLICATION_ROLE_CHANGE_PASSWORD_GROUP

AUDIT_CHANGE_GROUP

Object Sche...

Object Name

Principal Mame

DATABASE _CHANGE_GROUP

DATABASE_OBJECT_CHANGE_GROUP

DATABASE _OBJECT OWNERSHIP_CHANGE_GROUP

DATABASE_OBJECT_PERMISSION_CHANGE_GROUP

DATABASE_OWNERSHIP_CHANGE_GROUP

DATABASE IN_CHANGE_GROUP

DATABASE_PRINCIPAL_CHANGE_GROUP

DATABASE_PRINCIPAL_IMPERSONATION_GROUP

0

DATABASE_ROLE _t _CHANGE_GROUP

DBCC_GROUP

LOGIN_CHANGE_PASSWORD_GROUP

SCHEMA_OBJECT_CHANGE_GROUP

SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP

SCHEMA_OBJECT _PERMISSION_CHANGE_GROUP

SERVER_OBJECT_CHANGE_GROUP

SERVER_OBJECT_OWNERSHIP_CHANGE_GROUP

U

SERVER_OBJECT_PERMISSION_CHANGE _GROUP

SERVER_PERMISSION_CHANGE_GROUP

SERVER_PRINCIPAL_IMPERSONATION_GROUP

SERVER_ROLE_MEMBER_CHANGE_GROUP

SERVER_STATE_CHANGE_GROUP

USER_CHANGE_PASSWORD_GROUP
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Configuring server audit specification

Cancel Help
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Suggestions on how to configure your server audit specification:

e Name - [ tend to name it ServerAuditSpecification or
ServerAuditSpecification_servername. This is entirely up to you
based on how descriptive you want to name it. You can create
multiple server audits, though, so it may make sense to make it a
more descriptive name if you plan to add additional audits.

e Audit - You need to associate it with your audit. There is a drop-
down with your audits listed. You need this association because this
is where your audit data will live.

e Actions - I'm capturing permissions and schema changes at the
server level and in all the databases on the server. I'm also capturing
if someone changes a password, changes an audit, or if someone
issues a DBCC command. You don’t have to fill out any of the other
columns. They do not apply to these action types. As an example, if
you want to capture only server changes, you'd remove all the actions
starting with database and schema. Chapter 3, “What Is SQL Server
Audit?’, has a section on Server Audit Action Groups to help you
determine what each action audits.

The server audit specification is also disabled by default. You can right-click to
enable it as shown in Figure 4-11. It doesn’t collect any data if it’s disabled.

= = Audits
P AuditSpecification
[= 7 Server Audit Specifications

il ServerAuditSpagification
@ 0 Server Objects New Server Audit Specification...
)

Replication | Enable Server Audit Specification

(£ © PolyBase Script Server Audit Specificationas »

Figure 4-11. Enabling server audit specification

Setting Up the Database Audit Specification

The second of two optional components is the database audit. You have to go into each
database’s security section, and then right-click as shown in Figure 4-12.
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£ AuditSpecification
Server Audit Specifications
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Figure 4-12. Creating database audit specification

IMPLEMENTING SQL SERVER AUDIT VIA THE GUI

This brings up a dialog box to configure the database audit specification as shown in

Figure 4-13.
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i/ Create Database Audit Specification - o
6Raody
Select a page LT script - | @ Help
BB General
MName: DatabaseAuditSpecification_audiing|
Audit: JudiSpecification]
Actions:
[T Audit Action Type ObjectCl. ObjectSc..  ObjectName  PrincipalName |
»01 |DATABASE ROLE MEMBER_CHANGE_GROUP ~ ~
02 |AUDIT_CHANGE_GROUP w ~
03 |DBCC_GROUP . o
04 [DATABASE_PERMISSION_CHANGE_GROUP ~ ~
05 [CATABASEIOR ECH PERMISSION CHANGE CROUE i £
06 |SCHEMA_OBJECT_CWNERSHIP_CHANGE_GROUP - ~
07 [USER_CHANGE_PASSWORD_GROUP ~ ~
T 08 [DATABASE CHANGE GROUP ~ ~
¥ localhost, 1438 [sa] 09 |DATABASE_OBJECT_CHANGE_GROUP - -
10 |DATABASE_PRINCIPAL_CHANGE_GROUP ~ -
n EEN_DBJEGT_G'WGE_GRUJP ~ ~
12 |APPUCATION FOLE_CHANGE PASSWORD GROVP Z
View connection properties 13 |DATABASE_OWNERSHIP_CHANGE GROUP ~ ~
Progress. | #14 | ot =
Ready

Help

Figure 4-13. Configuring database audit specification
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Suggestions on how to configure your database audit specification:

Name - I always name it underscore database name because it helps
identify what database it’s auditing like DatabaseAuditSpecification_
Auditing. This is entirely up to you based on how descriptive you
want to name it. You can create multiple audits, though, so it may
make sense to make it a more descriptive name if you plan to add
additional audits. One thing to note is that if you don’t put the name
of the database in the name of the database audit, you won'’t be able
to easily query the system views that store the audit information.
Those views are very helpful if you've named your audits
descriptively. Querying the system views will be covered in more
detail in Chapter 5, “Implementing SQL Server Audit via SQL Scripts.”

Audit - You need to associate it with your audit. There is a drop-
down with your audits listed. You need this association because this
is where your audit data will live.
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e Actions - I'm capturing permissions and schema changes at the
database level. Chapter 3, “What Is SQL Server Audit?’, has a section
on Database Audit Action Groups to help you determine what each
action audits. Don’t use this if you're already getting permissions
and schema changes at the server audit level. This will produce
duplicate audit records.

Where the database audit shines is if you want to audit objects. With a database
audit, you can audit things like insert, update, delete, select, and execute statements
on objects in the current database, like tables, views, and stored procedures. You can
also audit an entire schema or database. These action types do require you to fill in all
the additional columns for the audit actions depending on the object class as shown in
Figure 4-14.

[ Creste Database Audit Specification - 0o w
0 Reazy
Select a page L Seript = @ Help
5o Generd i e — .
Name: A ) ]
Audt: [[rudtSpecticaton_fudeingTables] ~]
Actions
Audt Action Type Otject Class Object Schema  OtjectMame  Principal Name |
1 |ImserT ~ |OBJECT ~|dbo | ODLEverts | pubc E
2 |UPDATE ~ |OBJECT v | o | AudtChanges pubbc |
3 |EXECUTE | 0BJECT v e | PudtData - putic .|
Connection 4 |DELETE ~ | SCHEMA - @o . | sjaudtng e
W »5 |UPDATE ~ |DaATABASE v | Audting public
= = 7] _ |
Y Be very careful auditing entire schemas or
Mhew connecton propedtes 4
o databases. They can overload your audit and/or
Ready server.

Cancel  Help |

Figure 4-14. Configuring a database audit specification to capture DML actions
Suggestions on how to configure your database audit specification when auditing
specific objects, schemas, or databases:

e Name - I always name it underscore something descriptive to its
purpose because it helps identify what it’s auditing.

e Audit - You need to associate it with your audit. There is a drop-
down with your audits listed. You need this association because this
is where your audit data will live.
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e Audit Action Type - Chapter 3, “What Is SQL Server Audit?’, has a
section on Database Audit Action Groups to help you determine what
each action audits.

« INSERT - Audits who inserts to a table, schema, or database
o UPDATE - Audits who updates a table, schema, or database

o EXECUTE - Audits who executes on a stored procedure, schema,
or database

o SELECT - Audits who selects from a table, view, function,
schema, or database

« DELETE - Audits who deletes from a table, schema, or database
e Object class

e OBJECT - Choose this to see queries against a specific table,

view, stored procedure, or function.

o SCHEMA - Choose this to see queries against any object in
a schema.

o DATABASE - Choose this to see queries against any object in the
current database.

e Object Schema - Required for OBJECT class

e Object Name - Required for OBJECT, SCHEMA, and
DATABASE classes

o Principal Name - Required for OBJECT, SCHEMA, and DATABASE
classes Use public if you want to audit everyone. If you want to audit
multiple users, you need one line for each user.

Once you create the database audit, it’s also disabled by default. You can right-click
to enable it as shown in Figure 4-15. It won’t collect data when it’s disabled.

] Always Encryptea Keys
= 1 Database Audit Specifications

-] DatabaseAuditSpe atio New Database Audit Specification...
# 1 Security Policies | Enable Database Audit Specification I
SECU“W .l."‘.-ini- Matalbimmn Avidid Commmifimmbimm mm ]

Figure 4-15. Enabling database audit specification
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Adding Multiple Audits

Ifyou try to add another server audit to an existing audit that already has a server audit,
it will fail with an error that states the audit already exists as shown in Figure 4-16. This
means you can’t add another server audit to it.

B¢ Create Server Audit Specification

a @Ready

Select a page LT Script - | @ Help

J& General
Name: ServerAuditSpecificationAddOn ]
Audit [AuditSpecification] v]
Actions:

Audit Action Type Object Cl... Object Sc... Object Na...
I =L =) I 1
Microsoft SQL Server Management Studio X

Create faled for ServerAuditSpedification 'ServerAuditSpedificationAddOn'. (Microsoft.SqlServer.Smo) i
'w-/ Additional information: N

L An exception occurred while executing a Transact-SQL statement or batch.
(Microsoft.SqlServer.ConnectionInfo)

L An audit specification for audit 'AuditSpecification’ aready existz. (Microsoft SQL Server, Error: 33230)

¥ | @) Help - 13 Copy message %] Show details |I|

View conneclion properties
Progress
N/ Create failed for
ServerAuditSpecific

oK Cancel Help

Figure 4-16. Error when trying to add a second server audit specification to
an audit

That doesn’t stop you from having multiple server and database audits because

you can have multiple audits. Chapter 3, “What Is SQL Server Audit?’, has a section on
multiple audit setups and gives you some example scenarios you can follow.
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Querying Audit Logs
You can query the audit via SSMS by right-clicking the audit as shown in Figure 4-17.

= = Audits

L -
= Serve New Audit...

A se Disable Audit
71 Server O View Audit Logs

1 0 Renlirat

..... PO R | .

Figure 4-17. View audit logs

{E] Log File Viewer - localhost, 1438 = o X [
Selectlogs (&7 Load Log @il Export [£] Refresh T Filter .. 4 Search ... [%] Stop [ Help }
v E‘rs'ec“‘_;:auc“ Log file summary. No filter apphed

an Date v Event Time Server Instance Name  Action 1D Al
| © 2172021100530 PM | 22:05:39.1600474 f1e384caBe3s AUDIT SESSION CHANGED
© 2172021 100539PM  22.0539.1568155 {le384caBe3s AUDIT SESSION CHANGED
© 2172021100539 PM  2205:39.1068008 fle384caBeds ALTER
© 2172021100528PM 2205283435811 fle384caBelds SELECT
2117/202110.0528PM 2205283435811 (le384caBels SELECT
© 2172021 100528PM 2205283435811 fle384caBe3s SELECT
© 21772021 100528PM 2205283435811 fle384cabels SELECT
© 21172021 10.04:56 PM  22:04:56.1744390 {le384caBe3s ALTER
© 2172021 10.0451PM 2204518110921 {le384caBeds ALTER
© 2172021 10.04:48PM  22.04:48 8949143  {le384caBe3s SELECT
© 21772021 1004:48PM  22.04:48 8940143  fle384cabels SELECT
© 20172021 10.04:48PM  22.04:488949143 (le384caBeds SELECT
© 2172021 100448PM 2204488949143 fle384caBe3s SELECT
© 2172021 10.04:26PM  22:04:26 5922084 {1e384caBels VIEW SERVER STATE
© 2172021 1004:26PM  22.04:265830081 (le384caBe3s VIEW SERVER STATE
m 5 VTTF 1NNAE DA D-NA-IR BTN AR A~ DATE ANEW CEDAED CTATE
< >
Eas frefrash Selected row detals:
21712021 3:52:11 PM Dale 21712021 10:05:39 PM A
Log Audit Collection (AuditSpecification)
Fitor; Nons Event Time 22.05:39.1600474
Server Instance Name fle384cade3s
v [ View fiter ggi!!' gE ‘Action 1D AUDIT SESSION CHANGED
: : Class Type SERVER AUDIT
Progress Sequence Number 1
: Succeeded True
(¥)  Done(1000 records) Permission Bil Mask 0x00000000000000000000000000000000
Column Permission False
Session ID 56
Server Principal ID 1 N
Close

Figure 4-18. Audit log results

A dialog box pops up with the 1000 most recent events, as shown in Figure 4-18.
There may be nothing listed because nothing auditable happened yet. There may be a
lot of auditing data because there’s a bunch of stuff happening in the background that
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collected by your audit. There is a way to filter audit data before it collects, which will be

covered soon.

If you stored your audit logs in the application or security log, you will get a different

view on the Log File Viewer, which instead queries the audit data from the application or

security log as shown in Figure 4-19.

{E) Log File Viewer - \

Select logs
@ [JAudit Collection

=] Windows NT
l~|Application

Csecurity

Status
Last Refresh:

21172022 4:23:04 PM

Filter: None

Y View filter settings
Progress

Done (251
4 records).

[y Load Log il Export (2] Refresh T Filter.. % Search ..

Log file summary: No filter applied

Date v
"""" 201112022 4:20:15 ...
2011/2022 4:20:15 ...
2111/2022 4:20:15 ...
201112022 4:20:15 ...
21112022 4:20-15 ...
201112022 4:18:24 .
2011/2022 4:18:24 ...
2111/2022 4:18:24 ...
201112022 4:18:24 ...
21112022 4:18:24 ..
211112022 4:18:24 .

2111/2022 4:18:24 .
201112022 4:18:24 ...
201112022 4:18:24 ...
21112022 4:18:24 ...
211112022 4:18:24 .
2111/2022 4:18:24 .

LI T T T T O O T T O O O I O N

<
Selected row details:

Source

s 2/11/20224:20:15 ... | MSSQLSERVER

MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER
MSSQLSERVER

Audit event audit_schema_version:1
event_time:2022-02-11 23:20:15.2784383

sequence_number:1
action_id:SL

succeededtue
is_column_permissionitrue
session_id:67
server_principal_id:1
database_principal_id:1
larget_server_pnincipal_id:0
larget_database_principal_id:0

b Eed ML

Stop ﬁ Help

Message
Audit event: audit_schema_version:1 event_time:2022-02-11 23:2
Audit event: audit_schema_version:1 event_time:2022-02-11 23:2
Audit event: audit_schema_version:1 event_time:2022-02-11 23:2
Audit event: audit_schema_version:1 event_time:2022-02-11 23.:2
Audit event: audit_schema_version:1 event_time:2022-02-11 23:2
Audit event: sudit_schema_version:1 event_time:2022-02-11 23:2
Audit event: audit_schema_version: 1 event_time:2022-02-11 231
Audit event: audit_schema_version:1 event_time:2022-02-11 23:1
Audit event: audit_schema_version:1 event_time:2022-02-11 23:1
Audit event: audit_schema_version: 1 event_time:2022-02-11 23:1
Audit event: sudit_schema_version:1 event_time:2022-02-11 23:1
Audit event: audit_schema_version: 1 event_time:2022-02-11 231
Audit event: audit_schema_version:1 event_time:2022-02-11 231
Audit event: audit_schema_version: 1 event_time:2022-02-11 23:1
Audit event: audit_schema_version:1 event_time:2022-02-11 23:1
Audit event: sudit_schemas_version: 1 event_time:2022-02-11 231
Audit event: audit_schema_version: 1 event_time:2022-02-11 23:1
Audit event: audit_schema_version:1 event_time:2022-02-11 23:1
>

Close

Figure 4-19. Audit log results stored in the application log

If you stored your audit logs in the application or security log, you can also view them

from the Event Viewer on Windows as shown in Figure 4-20.
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[&] Event Viewer

File Acticn View Help L}
o= 72 5m B
&l Event Viewer (Local) Application  Mumber of events: 44,330 (1) New events available
7 Custom Views
« (& Windows Logs Level Date and Time Source Event ID  Task Category ~
m Application @lnformaticn 2/11/2022 £1818 PM MSSQLSERVER 33205 None
l:] Security @lnformation 2/11/2022 £1818 PM MSSQLSERVER 33205 None
] setup 1 Information 2/11/2022 418:18 PM MSSQLSERVER 33205
[+] system (i) Information 2/11/2022 4:18:18 PM MSSQLSERVER 33205 None
B [] Forwarded Events @Information 2/11/2022 41818 PM MSSQLSERVER 33205 Mone
= Applications and Services Lo §| JInformation 2/11/2022 41818 PM MSSQLSERVER 33205 None s

i1 Subscriptions Event 33205, MSSQLSERVER :

General Details

Audit event: audit_schema_version:1 A
event_time:2022-02-11 23:18:17.1158991
sequence_number1

action_id:SL

succeeded:true
is_column_permission:true
session_id:56

server_principal_id:1
database_principal_id:1
target_server_principal_id:0

Log Name: Application

Source: MSSQLSERVER Logged: 2/11/2022 41818 PM
Event ID: 33205 Task Category: None

Level: Information Keywords: ClassicAudit Success

Figure 4-20. Audit log results are shown in the application log in Event Viewer

Columns Available in SQL Server Audit

There are many columns available in the audit. These columns are available to you when
you query or filter the audit. Different versions have different columns available. The
following list contains the columns I find most useful:

e SQLServer 2012/2014/2016
e event_time
e action_id
e succeeded
e server_principal name
e server_instance_name
e database_name
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¢ schema_name
e object_name
e statement

o file_name

e SQL Server 2017 - All columns in 2016 and earlier, plus these
additional columns

o client_ip
e application_name

¢ SQL Server 2019 - All columns in 2017 and earlier, plus this
additional column

e host_name

Note There are a lot more columns than those in the previous list and every
version adds new columns. The following links provide more information on the
columns available in the audit data depending on the location you chose to store
your audit.

https://docs.microsoft.com/en-us/sql/relational-databases/
security/auditing/sql-server-audit-records?view=sql-
server-veris
https://docs.microsoft.com/en-us/sql/relational-databases/
system-functions/sys-fn-get-audit-file-transact-sql?view=sql-
server-veris

Filtering SQL Server Audits

You can use the audit dialog box to filter as shown in Figure 4-21.

55


https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-records?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-records?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-records?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-functions/sys-fn-get-audit-file-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-functions/sys-fn-get-audit-file-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-functions/sys-fn-get-audit-file-transact-sql?view=sql-server-ver15

CHAPTER 4  IMPLEMENTING SQL SERVER AUDIT VIA THE GUI

U4 Audit Properties bl a X
) Ready
Select a page LT Script ~ | @) Help

K& General
K Fiter

session_server_principal_name <> 'domain‘\monioringtool’

and session_server_principal_name <> ‘domain\sqlserveraccounts’
and session_server_principal_name <> ‘domain‘\sglserviceaccount’
and object_name <> Yelemetry_xevents’

and database_name <> tempdb’

Connection
¥ sqll [sa]

View connection properties
Progress
Ready

o[ et |[ e

Figure 4-21. Adding a filter to an audit

You can filter on any column that’s available in the audit collection. This way,
you can filter out things like monitoring tools or service accounts. SQL Server has a
servername$ account that does all kinds of stuff in the background. These types of
accounts can fill up your auditing files fast making it hard to find the things you wanted
to audit. For filtering, use the name of the column and what you don’t want it equal to or
what you want it equal to. For example, if you wanted to audit only sa, you can filter on
that here. This is like a WHERE clause in a SQL statement, so you can do anything you
can do in a where clause, except you don’t use the WHERE keyword.
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Tip If you want to audit on a version of SQL Server that doesn’t have the column
you need, like client_ip or host_name, you can try to use extended events for

that instead. Chapter 7, “Implementing Extended Events via the GUI,” covers this
information.

Deleting Audits

To delete an audit, you right-click the audit as shown in Figure 4-22.

B = Audits
SIE——
O ¥ Server Au Nfew Audlt,,,r
4 Server D_:sable A_udlt
[ ¥ Server Obje View Audit Logs
[ ¥ Replication Script Audit as »
& M PolyBase Policies )

[ = Always On H
@ ™ Managemen i
[ ™ Integration § Start PowerShell

£ SQL Server A
® [ XEvent Profi

Facets

Reports »

Rename
Delete

I~
L

[P,

Figure 4-22. Deleting an audit

You will get a dialog box, and what'’s very nice about this dialog box is you can choose
to disable it with a checkbox as shown in Figure 4-23. You need to disable an audit before
you can delete it.
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X Delete Object

Select a page T Script * @ Help
& General

Object to be deleted

Object Name Object Type Owner  Status
|| AuditSpecification  Audit

Connection

Server:

Connection:
= N

¢¥ View connection properties

Progress <

Ready
Disable server audit

Figure 4-23. Disabling the audit before deleting it

Message

When you delete the audit, the files remain on disk. I deleted the audit and thought
the files were gone, too. No, the files are still there. This is in case you need them later for

auditing purposes. You must go manually delete them.

When deleting audits, you can orphan your server and database audits. The server
and database audits will stay there and seem fine, but no data will collect because the
audit is gone. Figure 4-24 shows you server and database audits are still in place even

though there is no audit.
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I = AIWAYS ENCTYRLEQ REYS
= 1 Database Audit Specifications

¥ DatabaseAuditSpecification_auditing
1 Security Policies

(= ©1 Security
# ™ Logins
I Server Roles
i Credentials
@ = Cryptographic Providers
B udits]
[= ¥% Server Audit Specifications [}

A ServerAuditSpecification

Figure 4-24. Audit is gone, but server and database audits seem fine

If you go into the server or database audits, they will have a blank audit as shown in
Figure 4-25.

i Server Auﬁ Specification Properties - ] X
@ Server audit was not provided
Select a page LT Script - | @ Help
ﬁ General
Name: ServerAuditSpecification
Audit: b
Actions:
Audit Action Type Object Cl... Object Sc... Object Na... Princig
» 01 |DATABASE OBJECT ACCESS_GROUP b Bt |
02 |SCHEMA_OBJECT_ACCESS_GROUP v v
03 |DATABASE_ROLE_MEMBER_CHANGE ... b
04 |SERVER_ROLE_MEMBER_CHANGE GR... |~ ~
05 |AUDIT_CHANGE_GROUP ~ b
06 |DATABASE_PERMISSION_CHANGE_GR... v v
07 |SCHEMA_OBJECT_PERMISSION_CHAN... |~ v
c e 08 |SERVER_OBJECT_PERMISSION_CHAN... |~ b
¥ Asal 03 |SERVER_PERMISSION_CHANGE_GROUP |~ ~
' 10 |DATABASE_CHANGE_GROUP ~ ~
11 |DATABASE_OBJECT CHANGE_GROUP  ~ R
12 |DATABASE_PRINCIPAL_CHANGE_GROUP N
View connection properties 13 |SCHEMA_OBJECT_CHANGE_GROUP . M |
14 |SERVER_OBJECT_CHANGE_GROUP v v
15 |SERVER_PRINCIPAL_CHANGE_GROUP v v
Readly 16 |ISERVER OPERATION GROUP b b £
A2 >
OK Cancel Help

Figure 4-25. Server audit specification is missing the audit
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There is a message at the top left of Figure 4-25 telling you “Server audit was not
provided” and it needs that to collect data.

Even if you recreate the audit with the same name, the server and database audits
don’t automatically associate with the new audit. The server and database audits rely on
the GUID of the audit. There is a way to recreate an audit with the same GUID. This is
covered in Chapter 5, “Implementing SQL Server Audit Via SQL Scripts.”

Disabling Audits

You can disable the audit by right-clicking it and choosing disable in the GUI as shown in
Figure 4-26.

= ¥ Audits
. el New Audit...
2 JS;l’;"ff AU Dicable Audit
erverd = - by’
, Server Oble View Audit Logs

Figure 4-26. Disabling an audit

Caution If you want to disable the audit, it won’t disable until it’s done auditing
actions. This can prove difficult if you are auditing a lot of actions. Technically, you
are able to disable any audit, but it may take a while for the audit to finish auditing
before it can disable itself.

Because you can'’t disable the audit while it’s auditing actions, be very careful how
and what you audit. You can overload or freeze up a production server. It happened to
me. [ didn’t think it was possible to crash a production server with an audit. I thought
I could stop the audit in between things it was auditing. Even if it’s not hard to disable
your audit, if it’s auditing too much, it’s going to be hard to weed through all the data.

It will be like trying to find a needle in a haystack, then you might as well not audit at all.
I go with the less is more method of auditing.

My audit disabling horror story happened when I tried to stop an audit on a very
busy production server, and it locked up. The audit wouldn’t disable, then, all of a
sudden, queries couldn’t complete, then I couldn’t even get into the server via SSMS.

I had to restart the service and caused a production outage. Thankfully, a very short
outage. Technically, that should not happen, though.
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Note Always enable the dedicated administrator connection (DAC) in SQL Server.
This way, you can always connect via DAC if you encounter connection issues. To
learn more, visit https://docs.microsoft.com/en-us/sql/database-
engine/configure-windows/diagnostic-connection-for-database-
administrators?view=sql-server-veri5#connecting-with-dac

You should get a lock request timeout period exceeded error as shown in Figure 4-27.

- Loomm ==
53 Disable Audit - O
1 Total 1 Emor
@ Completed with emors 0 Success 0 Warming
=
Details
Action Status Message
| &3 Disable Audit 'AuditSpecification’ Error Disable failed for Audit 'AuditSpeci
Microsoft.SglServer.Smo X ‘

0 Disable failed for Audit ‘AuditSpecification’
4 Additional information:

"+ An exception occurred while executing a Transact-SQL statement or batch. :
(Microsoft. SqiServer. Connectioninfo)

L+ Lock request time out period exceeded. (Microsoft SQL Server, Error: 1222)

©) Help ~ 2 Copy message %] Show details

et I S B A I

Figure 4-27. Error disabling audit

I couldn’t get it to crash in 2019 because I couldn’t mimic that load. The auditing
doesn’t care about long-running statements because it captures the statement and waits
for the next one. The issue is when you audit statements that just keep coming one after
the other and the audit never has a chance to disable in between statements. I was on a
SQL Server 2014 when my horror story happened, so it may be the nature of the version I
was on or how busy the server was. I also had very specific PCI auditing requirements, so
I couldn’t minimize the auditing as I've shown in this chapter.
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CHAPTER 4

Modifying Audits

Once an audit is created, you can modify it by right-clicking it and choosing Properties as

shown in Figure 4-28.

HEHE®BE®®

8
@ B

A Procertes

“n -

© Audits

IMPLEMENTING SQL SERVER AUDIT VIA THE GUI

bl AuditSpecifics New Audit..

Server Audit Spe

A ServerAuditSp
Server Objects
Replication
PolyBase
Always On High Avz
Management
Integration Services|
SQL Server Agent (A
XEvent Profiler

Disable Audit
View Audit Logs

Script Audit as

»

Policies
Facets
Start PowerShell

Reports

Rename
Delete

Refresh

Figure 4-28. Modifying an audit

You can’t modify it while it’s enabled as shown by the error in Figure 4-29.

62




CHAPTER 4  IMPLEMENTING SQL SERVER AUDIT VIA THE GUI

Ji¢ Audit Properties o U X
% © Ready
Select a page LT Script -~ @ Help
J¥ General
B Fiter Audit name: AuditSpecification
Queue delay (in 10000 =

milliseconds):

On Audit Log @ Continue
Failure:

O Fail operation

Microsoft SQL Server Management Studio X

Alter faied for Audit "AuditSpedification’. (Microsoft.SqlServer.Smo)
Additional information:

L An exception occurred whie executing a Transact-SQL statement or batch.
(Microsoft.SqtServer.ConnectionInfo)

L This command requires audit to be disabled. Disable the audit and rerun this command. (Microsoft SQL
| Server, Error: 33071)

©) Help ~ 13 Copy message ‘] Show details

T

[] Reserve disk space
View connection properties

Progress

Alter failed for Audit
'AuditSpecification'.

OK Cancel || Help

Figure 4-29. Error modifying audit while it's enabled

The only thing you can’t modify is the name. You must delete it and recreate it to
change the name.
In the next chapter, you will learn how to make your life easier by scripting out the

audits you want to place on your servers. It's much easier than all of this clicking and
right-clicking.
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Implementing SQL Server
Audit via SQL Scripts

To make SQL Server auditing work, you need two or three components depending on
what you want to audit. Chapter 3, “What Is SQL Server Audit?’; covered what each

of these components are and the audit categories and groups associated with them.

In this chapter, you will learn how to set up the audit with SQL scripts. Chapter 4,
“Implementing SQL Server Audit via the GUI,” covered how to set up SQL Server Audit
via the GUI in SSMS. In this chapter, you will learn how to set up SQL Server Audit via
scripts.

Scripting Existing Specifications

An easy way for you to learn how to script audits is to script out existing audits. You can
right-click any of the specifications created in Chapter 4, “Implementing SQL Server
Audit via the GUI,” and choose Script Audit as, then CREATE To, then New Query Editor
Window, as shown in Figure 5-1.

= Audits
P New Audit..
= 1 Server Au Disable Audit
A Server, isable Aud
B ¥ Server Objec View Audit Logs _
B I Replication Script Audit as » | CREATE To New %ery Editor Window
B 1 PolyBase o E —
i Py P Policies » ALTER To File
H ways On . 2
Facets CREATE OR ALTER To "
B ™ Managemen ettt Clipboard
7 ¥ Intearation S Start PowerShell BREEIO

Figure 5-1. Scripting out existing audit
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This will bring a script version of your audit into a tab in SSMS. The scripts will be
covered in this chapter, so you will have a better understanding of how you can create,
modify, and delete them.

Setting Up the Audit

For a quick recap, to make SQL Server auditing work, you need two or three things
depending on what you want to audit:

e You're required to create an audit. This will determine where you
store audit data, how much audit data to keep, and several other
settings associated with auditing.

¢ You will also need one server and/or one database audit per
database to collect audit data. The server and database audits
must be associated with an audit. Each audit can have one server
and one database audit. These server and database audits are not
dependent on each other. The server audit specification is generally
good for auditing server-level changes and/or all the databases at the
same time. The database audit specification is good for auditing one
database or a subset of activities in one database.

Listing 5-1 shows how to create an audit via script.

Listing 5-1. Creating an audit

USE [master];
CREATE SERVER AUDIT [AuditSpecification]
TO FILE
( FILEPATH = N'e:\audits\'
,MAXSIZE = 50 MB
>MAX FILES = 4
,RESERVE DISK SPACE = OFF
) WITH (QUEUE DELAY = 1000, ON_FAILURE = CONTINUE);
ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = ON);
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Let’s look at each of the pieces of the script in Listing 5-1:

Database context - USE [master];
All audits are created in the master database.
Audit name - CREATE SERVER AUDIT [AuditSpecification]

I tend to name it AuditSpecification or AuditSpecification_
servername. This is entirely up to you based on how descriptive you
want to name it. You can create multiple audits, though, so it may
make sense to make it a more descriptive name if you plan to add
additional audits.

Audit destination

e TO FILE -Talways write to the file choice because it’s easiest for
me. I don’t have a lot of auditing restrictions. Yes, the auditors
want to know what happened, but they don’t think that we're
going in there secretly deleting audit files and not reporting on
audit data.

e TO APPLICATION_LOG -1 could see storing audit data in the
application log if you have a log scraping application like Splunk
that reads all the logs and gathers them in a central repository.
This has different options, much fewer options, to configure than
TO FILE. An example is provided in the next section.

e TO SECURITY_LOG - This has more restrictions than writing to the
application log, but the same concept applies. This is the most
secure option for storing audit data because it’s the least likely
to have anyone tamper with it. This has different options, much
fewer options, to configure than TO FILE. An example is provided
in the next section.

Queue delay - QUEUE_DELAY = 1000

This is the wait time in milliseconds before it audits. You can set this
to 0, 1000, or something greater than 1000. I leave it at 1000.

On audit log failure - ON_FAILURE = CONTINUE
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e CONTINUE - If the audit can’t capture the statement, it keeps
auditing. No statements will fail because of this option. You might
miss a statement here and there, but I doubt that happens often,
ifat all.

o FAIL_OPERATION - If it can’t audit, it’s going to cause the
statement to fail. The user or application executing that statement

will get an error.

e SHUTDOWN - If it can’t audit, it’s going to do what it says; it’s
going to shut down the server. All users and applications will no
longer have access to the server.

I choose Continue on this option. I think Fail operation and
Shutdown server are too drastic. I'll have people screaming at me that
there’s something wrong with the server if I don’t choose Continue.
You may want to choose Fail operation or Shutdown server if auditing
is of the utmost importance like in a legal or financial database.

Path - FILEPATH = N'e:\audits\'

If you chose File for Audit Destination, you need to choose a path.
Make sure don’t put audit files on the C drive. Even though we're
going to limit the audit file sizes in the next steps, you don’t want

it accidentally filling up the C drive. I don’t recommend putting
audit files on data drives or log drives either. We have an E drive for
applications where I work; that’s a great place for audit files to go.

Maximum files - MAX_FILES = 4
Maximum file size - MAXSIZE = 50 MB

I never let the audit collect unlimited files and unlimited file sizes.
This makes it difficult to query them. I've found 4 files of 50 MB
each is good for my needs when collecting permissions and schema
changes. Your number and sizing of files depend on your needs.

Reserve disk space - RESERVE_DISK SPACE = OFF

Since my files are quite small, I leave this set to OFF.
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« Enabling your audit - ALTER SERVER AUDIT [AuditSpecification]
WITH (STATE = ON)

You will need to enable it, so it will collect audit data.

Caution Don’t set SQL Server Audit to collect unlimited files or allow unlimited
file sizes. They will be gigantic and next to impossible to query.

If you want to store your audit data in the application log, you will set up your audit
as shown in Listing 5-2.

Listing 5-2. Configuring an audit that writes to the application log

USE [master];

CREATE SERVER AUDIT [AuditSpecification]

TO APPLICATION LOG

WITH (QUEUE DELAY = 1000, ON_FAILURE = CONTINUE);

ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = ON);

If you want to store your audit data in the security log, you will set up your audit as
shown in Listing 5-3.

Listing 5-3. Configuring an audit that writes to the security log

USE [master];

CREATE SERVER AUDIT [AuditSpecification]

TO SECURITY_LOG

WITH (QUEUE DELAY = 1000, ON_FAILURE = CONTINUE);

ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = ON);

You will get an error when you try to enable the audit that’s configured to use the
security log as shown in Listing 5-4.

Listing 5-4. Error when creating audit that writes to the security log

Msg 33222, Level 16, State 1, Line 7
Audit 'AuditSpecification3' failed to start. For more information, see the
SOL Server error log.
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The SQL Server Logs will give you additional information about the error as shown
in Figure 5-2.

2/11/2022 4:25:13 ... spid66 | SQL Server Audit could not write to the security log.

211142022 4:25:113 spid66  Error: 33204, Severity: 17, State: 1

2/11/2022 4:25:13 ... spid66  Audit: Server Audit: 65541, State changed from: START_FAILED to: TARGET_CREATION_FAILED
2/11/2022 4:25:13 ... spid66  Audit: Server Audit: 65541, Initialized and Assigned State: START_FAILED

omo

L4
Selected row details:

Date 2/11/2022 4:25:13 PM

Log SOL Server (Cument - 2/9/2022 1:52:00 PM)
Source spid66

Message

SQL Server Audit could notwrite to the security log.

Figure 5-2. Additional information about the error when creating an audit that
writes to the security log

To resolve the Error: 33204 SQL Server Audit could not write to the security log, you
will need to configure additional items based on this Microsoft document:
https://docs.microsoft.com/en-us/sql/relational-databases/security/
auditing/write-sql-server-audit-events-to-the-security-log?view=sql-
server-veris

If you chose the file destination for your audit, an audit file is placed on disk after you
enable the audit as shown in Figure 5-3. This is where the data will live for your server
and database audits that are associated with that audit.

Mame Date modified Type Size

|| AuditSpecification_D0BBDSA4-96BE-468F-AS8F-41CCC3BCIEST_0_132576453114750..  2/12/2021 4:15 PM SQLAUDIT File 0 KB

Figure 5-3. Audlit files on disk

As the data collects, this file is going to grow to the size specified in the audit. Then
it'll create another file up to the number of files specified in the configuration. Once the
last file is full, it will delete the oldest file and create another new file. You will need to
know how fast your files fill up so you won’t miss collecting the data from them before
they are deleted.
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Setting Up the Server Audit Specification

The first of two optional audits is the server audit specification. Listing 5-5 shows how to
create a server audit specification via script.

Listing 5-5. Creating a server audit specification

USE [master];

CREATE SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
FOR SERVER AUDIT [AuditSpecification]

ADD (DATABASE OBJECT ACCESS GROUP),

ADD (SCHEMA OBJECT ACCESS_GROUP),

ADD (DATABASE ROLE MEMBER CHANGE GROUP),

ADD (SERVER ROLE_MEMBER CHANGE GROUP),

ADD (AUDIT_ CHANGE_GROUP),

ADD (DBCC_GROUP),

ADD (DATABASE PERMISSION CHANGE GROUP),

ADD (SCHEMA OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER PERMISSION CHANGE GROUP),

ADD (DATABASE_CHANGE_GROUP),

ADD (DATABASE_OBJECT CHANGE_GROUP),

ADD (DATABASE PRINCIPAL CHANGE GROUP),

ADD (SCHEMA OBJECT CHANGE_GROUP),

ADD (SERVER OBJECT_CHANGE_GROUP),

ADD (SERVER PRINCIPAL CHANGE GROUP),

ADD (SERVER OPERATION GROUP),

ADD (APPLICATION ROLE_CHANGE_PASSWORD GROUP),
ADD (LOGIN CHANGE PASSWORD GROUP),

ADD (SERVER STATE_CHANGE_GROUP),

ADD (DATABASE OWNERSHIP CHANGE GROUP),

ADD (SCHEMA OBJECT OWNERSHIP CHANGE GROUP),
ADD (SERVER OBJECT OWNERSHIP CHANGE_GROUP),
ADD (USER_CHANGE_PASSWORD GROUP)

WITH (STATE = ON);

Suggestions on how to configure your server audit specification:
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o Database context - USE [master];
All server audit specifications are created in the master database.

e Name - CREATE SERVER AUDIT SPECIFICATION
[ServerAuditSpecification]

I tend to name it ServerAuditSpecification or
ServerAuditSpecification_servername. This is entirely up to you
based on how descriptive you want to name it. You can create
multiple server audits, though, so it may make sense to make it a
more descriptive name if you plan to add additional audits.

e Audit- FOR SERVER AUDIT [AuditSpecification]

You need to associate it with your audit. You need this association
because this is where your audit data will live.

e Actions - ADD (AUDIT ACTIONS)

I'm capturing permissions and schema changes at the server level
and in all the databases on the server. I'm also capturing if someone
changes a password, changes an audit, or if someone issues a DBCC
command. Chapter 3, “What Is SQL Server Audit?’, has a section

on Server Audit Action Groups to help you determine what each
action audits.

o Enabling your audit - WITH (STATE = ON);

You will need to enable it, so it will collect audit data.

Setting Up the Database Audit Specification

The second of two optional components is the database audit. Listing 5-6 shows how to
create a database audit specification via script.

Listing 5-6. Creating a database audit specification

USE [dbname];
CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification dbname]
FOR SERVER AUDIT [AuditSpecification]
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ADD (DATABASE ROLE_MEMBER_CHANGE GROUP),

ADD (AUDIT CHANGE_GROUP),

ADD (DBCC_GROUP),

ADD (DATABASE_PERMISSION CHANGE GROUP),

ADD (DATABASE_OBJECT PERMISSION CHANGE_GROUP),
ADD (SCHEMA OBJECT PERMISSION CHANGE GROUP),
ADD (DATABASE_CHANGE_GROUP),

ADD (DATABASE_OBJECT CHANGE_GROUP),

ADD (DATABASE PRINCIPAL CHANGE GROUP),

ADD (SCHEMA OBJECT CHANGE_GROUP),

ADD (APPLICATION ROLE CHANGE_PASSWORD GROUP),
ADD (DATABASE OWNERSHIP CHANGE GROUP),

ADD (DATABASE_OBJECT OWNERSHIP CHANGE GROUP),
ADD (SCHEMA OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (USER_CHANGE_PASSWORD GROUP)

WITH (STATE = ON);

Suggestions on how to configure your database audit specification:

Database context - USE [dbname];

All database audit specifications are created in the database you want
to audit.

Name - CREATE DATABASE AUDIT SPECIFICATION
[DatabaseAuditSpecification_dbname]

I always name it underscore database name because it helps identify
what database it’s auditing like DatabaseAuditSpecification_Auditing.
This is entirely up to you based on how descriptive you want to name
it. You can create multiple audits, though, so it may make sense to
make it a more descriptive name if you plan to add additional audits.
One thing to note is that if you don’t put the name of the database

in the name of the database audit, you won't be able to easily query
the system tables that store the audit information. Those tables are
very helpful if you've named your audits descriptively. Querying the
system tables will be covered in more detail in this chapter.

Audit - FOR SERVER AUDIT [AuditSpecification]
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You need to associate it with your audit. You need this association
because this is where your audit data will live.

e Actions - ADD (AUDIT ACTIONS)

I'm capturing permissions and schema changes at the database level.
Chapter 3, “What Is SQL Server Audit?’, has a section on Database
Audit Action Groups to help you determine what each action audits.
Don’t use this if you're already getting permissions and schema
changes at the server audit level. This will produce duplicate audit
records.

« Enabling your audit - WITH (STATE = ON);

You will need to enable it, so it will collect audit data.

Where the database audit shines is if you want to audit objects. With a database
audit, you can audit things like insert, update, delete, select, and execute statements on
objects in the current database, like tables, views, and stored procedures. You can also
audit an entire schema or database. Listing 5-7 shows how to create a database audit
specification to audit DML actions via script.

Listing 5-7. Creating a database audit specification to audit DML actions

USE [Auditing];

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification
AuditingTables]

FOR SERVER AUDIT [AuditSpecification AuditingTables]

ADD (INSERT ON OBJECT::[dbo].[testing] BY [public]),

ADD (EXECUTE ON OBJECT::[dbo].[SelectTestingTable] BY [public]),
ADD (SELECT ON OBJECT::[dbo].[TestingTop10] BY [public]),

ADD (DELETE ON SCHEMA::[dbo] BY [auditing]),

ADD (UPDATE ON DATABASE::[Auditing] BY [public])

WITH (STATE = ON);

Suggestions on how to configure your database audit specification when auditing
specific objects, schemas, or databases:

o Database context - USE [dbname];
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All database audit specifications are created in the database you want
to audit.

Name - CREATE DATABASE AUDIT SPECIFICATION
[DatabaseAuditSpecification AuditingTables]

I always name it underscore something descriptive to its purpose
because it helps identify what it’s auditing.

Audit - FOR SERVER AUDIT [AuditSpecification AuditingTables]

You need to associate it with your audit. You need this association
because this is where your audit data will live. I tend to create a
separate audit for these types of audits because I don’t want this audit
data stored along with permissions and schema changes.

Audit Action Type - Chapter 3, “What Is SQL Server Audit?’; has a
section on Database Audit Action Groups to help you determine what
each action audits.

o INSERT - ADD (INSERT ON OBJECT::[dbo].[testing] BY
[public])

Audits who inserts to a table, schema, or database. In this case,
it'’s capturing inserts on the object dbo.testing by public. Public,
in this case, means anyone who inserts to this table. If you want to
audit one user, you can change that to a specific user. If you want
to audit more than one user, you need to add one line for each
user like so:

ADD (INSERT ON OBJECT::[dbo].[testing] BY [user1]),
ADD (INSERT ON OBJECT::[dbo].[testing] BY [user2])

o UPDATE - ADD (UPDATE ON DATABASE::[Auditing] BY
[public])

Audits who updates a table, schema, or database. In this case,
it’s capturing updates on the entire auditing database by anyone
who updates it. Be very careful auditing entire schemas or
databases. They can overload your audit and/or server.
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« EXECUTE - ADD (EXECUTE ON OBJECT::[dbo].
[SelectTestingTable] BY [public])

Audits who executes a single stored procedure, schema, or
database. In this case, it's capturing anyone who executes the
dbo.SelectTestingTable stored procedure.

o SELECT - ADD (SELECT ON OBJECT::[dbo].[TestingTop10] BY
[public])

Audits who selects from a table, view, function, schema, or
database. In this case, it’s capturing anyone who selects from the
dbo.TestingTop10 object.

« DELETE -ADD (DELETE ON SCHEMA::[dbo] BY [auditing])

Audits who deletes from a table, schema, or database. In this
case, it’s capturing deletes on the entire dbo schema in the
auditing database by anyone who deletes. Be very careful
auditing entire schemas or databases. They can overload your

audit and/or server.

Note You can use INSERT, EXECUTE, UPDATE, SELECT, and DELETE on an
OBJECT, SCHEMA, or DATABASE.

Querying System Views

You can query system views to see the settings of your audits. This can make it easier to
see the audit settings without having to go in via the GUL
Listing 5-8 gives you the query to get a listing of the audits and their settings.

Listing 5-8. Querying system view to list audits

USE master;
SELECT * FROM sys.server file audits;

Figure 5-4 shows you a cross-section of results from the sys.server_file_audits view.
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_desc queue_delay max_file_size max_files log_file_path
1 I_6552_16|' AuditSpecification  FILE 1000 50 4 Cilaudits!

Figure 5-4. System view results listing audits

log_file_name
AuditSpecification_A39BS0EF

Tip To get a description of all the columns in the sys.server_file_audits table,
visit https://docs.microsoft.com/en-us/sql/relational-databases/
system-catalog-views/sys-server-file-audits-transact-
sql?view=sql-server-ver1s

Listing 5-9 gives you the query to get a listing of the server audit specifications and

their settings.

Listing 5-9. Querying system view to list server audit specifications

USE master;
SELECT

sas.name as ServerAuditSpecName,
sfa.name as AuditSpecName,
sasd.audit_action_name,
sas.is state enabled
FROM sys.server audit specifications sas
LEFT JOIN sys.server audit specification details sasd
ON sas.server specification id = sasd.server specification id
LEFT JOIN sys.server file audits sfa
ON sas.audit guid = sfa.audit guid;

Figure 5-5 shows you a cross-section of results from the query in Listing 5-9.

B8 Results 2 Messages

ServerAuditSpecName

' ServerAuditSpecification

ServerAuditSpecification
ServerAuditSpecification
ServerAuditSpecification

L T

ServerAuditSpecification

AuditSpecName

: AuditSpecification

AuditSpecification
AuditSpecification
AuditSpecification
AuditSpecification

audit_action_name
DATABASE_OBJECT_ACCESS_GROUP
SCHEMA_OBJECT_ACCESS_GROUP
DATABASE_ROLE_MEMBER_CHANGE_GROUP
SERVER_ROLE_MEMBER_CHANGE_GROUP
AUDIT_CHANGE_GROUP

Figure 5-5. System view results listing server audit specifications

is_state_enabled
1

P RN i gy
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Tip To get a description of all the columns in the server audit system views, visit
https://docs.microsoft.com/en-us/sql/relational-databases/
system-catalog-views/sys-server-audit-specifications-
transact-sql?view=sql-server-veri15s

https://docs.microsoft.com/en-us/sql/relational-databases/
system-catalog-views/sys-server-audit-specification-details-
transact-sql?view=sql-server-veri1s

Listing 5-10 gives you the query to get a listing of the database audit specifications
and their settings.

Listing 5-10. Querying system view to list database audit specifications

USE dbname;
SELECT
das.name,
sfa.name,
dasd.audit_action_name,
das.is_state_enabled
FROM sys.server file audits sfa
LEFT JOIN sys.database audit specifications das
ON sfa.audit guid = das.audit guid
LEFT JOIN sys.database audit specification details dasd
ON das.database specification id = dasd.database specification id;

Figure 5-6 shows you a cross-section of results from the query in Listing 5-10.

B8 Resulls @i Messages

name o name audit_action_name is_state_enabled
| DatabaseAuditSpecification_Auditing | AuditSpecification  DATABASE_ROLE_MEMBER_CHANGE_GROUP 1
_Dal-aba sefuditSpecification_Auditing  Au dilSpecifi:hn AUDIT_CHANGE_GROUP
DatabaseAuditSpecification_Auditing  AuditSpecification DBCC_GROUP
DatabaseAuditSpecification_Auditing  AuditSpecification DATABASE_PERMISSION_CHANGE_GROUP
DatabaseAuditSpecification_Auditing  AuditSpecification DATABASE_OBJECT_PERMISSION_CHANGE_GROUP
DatabaseAuditSpecification_Auditing  AuditSpecification SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP
DatabaseAuditSpecification_Auditing  AuditSpecification DATABASE_CHANGE_GROUP
DatabaseAuditSpecification_Auditing  AuditSpecification DATABASE_OBJECT_CHANGE_GRQUP
DatabaseAuditSpecification_Auditing  AuditSpecification DATABASE_PRINCIPAL_CHANGE_GROUP

[ R B = I & L

Figure 5-6. System view results listing database audit specifications
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Tip To get a description of all the columns in the database audit system views,
visit https://docs.microsoft.com/en-us/sql/relational-databases/
system-catalog-views/sys-database-audit-specifications-
transact-sql?view=sql-server-veri15s

https://docs.microsoft.com/en-us/sql/relational-databases/
system-catalog-views/sys-database-audit-specification-
details-transact-sql?view=sql-server-ver15

Adding Multiple Audits

Ifyou try to add another server audit to an existing audit that already has a server audit,
it will fail with an error that states the audit already exists as shown in Figure 5-7. This
means you can’t add another server audit to it.

PE Messages

fsg 33230, Level 16, State 1, Line 5

An audit specification for audit 'RuditSpecification' already exists.

Figure 5-7. Error when trying to add a second server audit specification to
an audit

That doesn’t stop you from having multiple server and database audits because
you can have multiple audits. Chapter 3, “What Is SQL Server Audit?’, has a section on
multiple audit setups and gives you some example scenarios you can follow.

Columns Available in SQL Server Audit

There are many columns available in the audit. These columns are available to you when
you query or filter the audit. Different versions have different columns available. The
following list contains the columns I find most useful:

e SQL Server 2012/2014/2016
e event_time

e action_id

79


https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-database-audit-specifications-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-database-audit-specifications-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-database-audit-specifications-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-database-audit-specification-details-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-database-audit-specification-details-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-catalog-views/sys-database-audit-specification-details-transact-sql?view=sql-server-ver15

CHAPTER 5

¢ SQL Server 2017 - All columns in 2016 and earlier, plus these

IMPLEMENTING SQL SERVER AUDIT VIA SQL SCRIPTS

succeeded
server_principal_name
server_instance_name
database_name
schema_name
object_name
statement

file name

additional columns

e SQL Server 2019 - All columns in 2017 and earlier, plus this

client_ip

application_name

additional column

host_name

Note There are a lot more columns than those in the previous list and every
version adds new columns. The following links provide more information on the
columns available in the audit data depending on the location you chose to store
your audit.

https://docs.microsoft.com/en-us/sql/relational-databases/
security/auditing/sql-server-audit-records?view=sql-

server-veris

https://docs.microsoft.com/en-us/sql/relational-databases/
system-functions/sys-fn-get-audit-file-transact-sql?view=sql-

server-veris
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Querying Audit Logs

You can query the audit files with a SQL Server system function, sys.fn_get_audit_file.
This will give you a lot of different information about your audit and its associated
metadata. Listing 5-11 gives you a query to get the most relevant columns of the audit
returned for the last four hours.

Listing 5-11. Query audit logs

USE master;
SELECT DISTINCT
event_time,
aa.name as audit_action,
statement,
succeeded,
database_name,
server_instance name,
schema_name,
session_server principal_name,
server principal name,
object Name,
file name,
client ip,
application_name,
host_name,
file name
FROM sys.fn_get audit file ('E:\audits\*.sqlaudit',default,default) af
INNER JOIN sys.dm audit actions aa
ON aa.action id = af.action id
WHERE event time > DATEADD(HOUR, -4, GETDATE())
ORDER BY event_time DESC;

Figure 5-8 shows you a cross-section of the results from the query in Listing 5-11.
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B Results gl Messages b

_ever e . audit_action statement succeeded  database_name
1 | 2022-03-17 21:49:00.8681610 | ADD MEMBER ALTER ROLE [db_datareader] ADD MEMBER [testingaudit] 1 Auditing
2 2022-03-17 21:49:00.8580276 CREATE CREATE USER [testingaudit] FOR LOGIN [testingaudit] 1 Auditing

3 2022-03-17 21:29:09.8486870 CREATE CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpeci... 1 Auditing

Figure 5-8. Audit query results

Tip Find out more about sys.fn_get_audit_file by visiting https://docs.
microsoft.com/en-us/sql/relational-databases/system-
functions/sys-fn-get-audit-file-transact-sql?view=sql-
server-veris

Find out more about sys.dm_audit_actions by visiting https://docs.
microsoft.com/en-us/sql/relational-databases/system-dynamic-
management-views/sys-dm-audit-actions-transact-sql?view=sql-
server-veris

There may be nothing listed because nothing auditable happened yet. There may be
a lot of auditing data because there’s a bunch of stuff happening in the background that
you didn’t realize was happening. SQL Server has a lot of internal processes that may be
collected by your audit. There is a way to filter audit data before it collects, which will be
covered soon.

Note SQL Server Audit data is stored in UTC time zone.

If you stored your audit logs in the application or security log, you will need to view
those with the Log File Viewer or Windows Event Viewer, which instead queries the audit
data from the application or security log. This is covered in more detail in Chapter 4,
“Implementing SQL Server Audit via the GUI”

Filtering SQL Server Audits

You can filter on any column that’s available in the audit collection. This way, you can
filter out things like monitoring tools or service accounts. SQL Server has a servername$
account that does all kinds of stuff in the background. These types of accounts can fill
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up your auditing files fast, making it hard to find the things you wanted to audit. For
filtering, use the name of the column and what you don’t want it equal to or what you
want it equal to. For example, if you wanted to audit only sa, you can filter on that here.
This is like a WHERE clause in a SQL statement, so you can do anything you can do in a
WHERE clause using the columns that are available in the audit.

Listing 5-12 uses a WHERE clause to add a filter to the audit.

Listing 5-12. Adding a WHERE clause to filter an audit

USE [master];

CREATE SERVER AUDIT [Audit AuditingUser]

TO FILE

(FILEPATH = N'E:\sqlaudit\auditinguser\'

,MAXSIZE = 100 MB

,MAX_FILES = 4

,RESERVE_DISK SPACE = OFF

) WITH (QUEUE DELAY = 1000, ON FAILURE = CONTINUE)
WHERE ([server principal name]='auditing'
AND [schema_name]<>'sys")

ALTER SERVER AUDIT [Audit AuditingUser] WITH (STATE = ON);

In Listing 5-12, the WHERE clause will filter such that only the auditing database is
audited and it will filter out the sys schema.

Tip If you want to audit on a version of SQL Server that doesn’t have the columns
you need like client_ip or host_name, you can try using extended events for

that instead. Chapter 7, “Implementing Extended Events via the GUI,” covers this
information.

Deleting Audits

To delete an audit, you can execute the query in Listing 5-13.
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Listing 5-13. Deleting an audit

USE [master];
DROP SERVER AUDIT [AuditSpecification];

The query in Listing 5-13 will produce an error if the audit isn’t disabled first, as
shown in Figure 5-9.

g¥ Messages

Msg 33071, Level le, State 1, Line 2
This command reguires audit to be disabled. Disable the audit and rerun this command.

Figure 5-9. Error deleting an audit while it’s enabled

When you delete the audit, the files remain on disk. I deleted the audit and thought
the files were gone, too. No, the files are still there. This is in case you need them later for
auditing purposes. You must go manually delete them.

When deleting audits, you can orphan your server and database audits. The server
and database audits will stay there and seem fine, but no data will collect because the
audit is gone. Figure 5-10 shows you server and database audits are still in place even
though there is no audit.

&

AIWdYS ENUYPLEU Reys

Database Audit Specifications

o® DatabaseAuditSpecification_auditing
[# ¥ Security Policies

= ¥ Security

Logins

Server Roles

Credentials

Cryptographic Providers

= 7 Server Audit Specifications [}

A ServerAuditSpecification

m

HE®E

®

Figure 5-10. Audit is gone, but server and database audits seem fine

If you go into the server or database audits via the GUI, they will have a blank audit
as shown in Figure 5-11.
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;-Q Server Auﬁ. Specification Properties - [m] %
@ Server audit was not provided
Select a page LT Script - | @ Help
ﬁ General
Name: SeverAuditSpecification
Audit: =
Actions:

| Audit Action Type Object Cl.. Object Sc... Object Na... Princig ~
»01 |DATABASE_OBJECT ACCESS_GROUP ]
02 [SCHEMA_OBJECT_ACCESS_GROUP

03 [DATABASE_ROLE_MEMBER_CHANGE_...
04 [SERVER_ROLE_MEMBER_CHANGE_GR...
05 [AUDIT_CHANGE_GROUP

05 |DATABASE_PERMISSION_CHANGE_GR...
07 |SCHEMA_OBJECT_PERMISSION_CHAN
08
09

SERVER_OBJECT_PERMISSION_CHAN _
SERVER_PERMISSION_CHANGE_GROUP
10 |DATABASE_CHANGE_GROUP

11 |DATABASE_OBJECT_CHANGE_GROUP

12 |DATABASE_PRINCIPAL_CHANGE_GROUP
13 |SCHEMA_OBJECT_CHANGE_GROUP

14 |SERVER_OBJECT_CHANGE_GROUP

15 |SERVER_PRINCIPAL_CHANGE_GROUP

Reddy 16 |SERVER OPERATION GROUP

Connection
v¥ \[sa]

View connection properties

Progress

L K4 B R S e S S e I I I e
L R4 K4 B4 K4 s I S K8 K e s S S I

OK Cancel Help

Figure 5-11. Server audit specification is missing the audit

There is a message at the top left of Figure 5-11 telling you “Server audit was not
provided” and it needs that to collect data.

Even if you recreate the audit with the same name, the server and database audits
don’t automatically associate with the new audit. The server and database audits rely on
the GUID of the audit. There is a way to recreate an audit with the same GUID as shown
in Listing 5-14.

Listing 5-14. Recreating audit with the same GUID

USE [master];
CREATE SERVER AUDIT [AuditSpecification]
TO FILE
( FILEPATH = N'C:\audits\'
,MAXSIZE = 50 MB
,MAX FILES = 4
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,RESERVE DISK SPACE = OFF
) WITH (QUEUE DELAY = 1000, ON_FAILURE = CONTINUE,
AUDIT GUID = 'a39b9oef-dc26-486b-b297-1571161dfdal")
ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = ON);

You can get the GUID by scripting out an existing audit in the GUI as discussed
earlier in this chapter.

There’s slightly different syntax for deleting server and database audits. Listing 5-15
show these scripts.

Listing 5-15. Deleting server and database audits

USE [master];
DROP SERVER AUDIT SPECIFICATION [ServerAuditSpecification];

USE [Auditing];
DROP DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification Auditing];

The scripts in Listing 5-15 will also produce an error if the specifications aren’t
disabled as shown in Figure 5-9 earlier in this section.

Disabling Audits

You can disable the audits via script as shown in Listing 5-16.

Listing 5-16. Disabling an audit

USE master;
ALTER SERVER AUDIT AuditSpecification
WITH (STATE = OFF);

USE master;
ALTER SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
WITH (STATE = OFF);

USE Auditing;
ALTER DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification Auditing]
WITH (STATE = OFF);
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Listing 5-16 shows the different variations for disabling the server and database audit

specifications.

Caution If you want to disable the audit, it won’t disable until it’s done auditing
actions. This can prove difficult if you are auditing a lot of actions. Technically, you
are able to disable any audit, but it may take a while for the audit to finish auditing
before it can disable itself.

Modifying Audits

Once an audit is created, you can modify it by executing an ALTER statement on it. You
will need to disable it first. The only thing you can’t change is the name of the audit. To
change the name, you need to delete and recreate it. Listing 5-17 shows the script you
can use to modify an audit.

Listing 5-17. Modifying an audit

USE [master];
ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = OFF);
ALTER SERVER AUDIT [AuditSpecification]
TO FILE
( MAXSIZE = 25 MB
,MAX FILES = 3
)ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = ON);

You can also modify server and database audits similarly, but they require a slightly
different syntax. Listing 5-18 shows this syntax. Like the audit, you will need to disable
the audit before making changes, and then reenable it when done.

Listing 5-18. Modifying a server or database audit

USE Auditing;

ALTER DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification Auditing]
WITH (STATE = OFF);

ALTER DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification Auditing]
ADD (TRANSACTION_GROUP),
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ADD (SUCCESSFUL_DATABASE_AUTHENTICATION GROUP);
ALTER DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification Auditing]
WITH (STATE = ON);

USE master;

ALTER SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
WITH (STATE = OFF);

ALTER SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
ADD (LOGOUT GROUP),

ADD (FULLTEXT GROUP);

ALTER SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
WITH (STATE = ON);

In the next chapter, you will learn about extended events and how you can use them
to audit actions on your SQL Server.
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What Is Extended Events?

Extended events, abbreviated as XEvents, is a built-in auditing and monitoring
functionality available via SQL Server Management Studio GUI or SQL scripts. You can
set up and configure it to capture pretty much anything that happens on SQL Server. It’s
quite flexible and fairly easy to set up.

Extended events was intended as a replacement for Profiler, which was supposed to
be deprecated in some future SQL Server version. Profiler is a way to create a trace that
can capture everything happening on your SQL Server.

Extended events was first introduced in SQL Server 2008. In SQL Server 2012, a
graphical interface was added for ease of use. It’s available in every edition of SQL Server.
It doesn’t have restrictions based on edition like SQL Server Audit.

Extended Events Default Sessions

When you look at extended events in SSMS, you will see that there are some there
already. These come with SQL Server by default and the SQL Server engine uses them.
You may see different default sessions based on your version of SQL Server. Figure 6-1
shows you an example of the default sessions you may see.

= ¥ Extended Events
= Sessions
# @ AlwaysOn_health
# '@ system_health
# = telemetry_xevents

Figure 6-1. Default extended event sessions

system_health uses the ring buffer to store the information it’s collecting and uses an
event file. More information about extended events storage locations will be covered in
Chapter 7, “Implementing Extended Events via the GUI” AlwaysOn_health is disabled
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by default unless you are using an availability group set up in SQL Server. system_
health and telemetry_xevents, in 2016 version and later, mainly gather information on
errors, deadlocks, and waits. Don’t disable or change these extended events. They are
needed by SQL Server. I've read that even if you delete telemetry_xevents, Microsoft

has mechanisms to put it back in place within 60 seconds. You are not prevented from
querying them if they are gathering what you already need. I'm not going to cover
querying these default sessions because they don’t collect the audit data. I will show you
how to collect in Chapter 7, “Implementing Extended Events via the GUI”

Extended Event Components

To make extended events work, you need to configure a session. This session will collect
the information you want to audit.

Note You will need sysadmin permissions to set up extended events via the
SSMS GUL. If you create them via scripts, you need ALTER ANY EVENT permissions.
If you only need to query them, you will need VIEW SERVER STATE.

Here are the components you need to use to configure a session.

Extended Events Templates

Extended events comes with many different templates from which to choose. This allows
for easier configuration, especially if you aren’t comfortable using or don’t know exactly
what you need to configure to collect event data. Figure 6-2 shows a list of the templates
available by default.
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Template: |<Blark> ~
A
<From File...>
Locks and Blocks
Count Query Locks
Profiler Equivalents
SP_Counts
Standard
TSQL
TSQL SPs
TSQL_Duration
TSQL_Locks
TSGL_Replay
: Tuning
e Query Execution
[ Statthe evel  Query Batch Sampling
[ Start the eve x"’ g‘:‘: ;""d‘“w'q
ry amp
[ Watch “] Query Detail Tracking
Query Wat Statistic
System Monitoring
Activity Tracking
Connection Tracking
Database Log Fie 10 Tracking

Figure 6-2. Default templates available with extended events

When you choose a template while creating an extended event in the GUI, you will
get a description of what each template does as shown in Figure 6-3.

Template: SP_Counts v

This template matches the 'SP_Counts'template in Profiler. Captures stored
procedure execution behavior over time.

Figure 6-3. Default templates description

For auditing with extended events, we won'’t be using the templates, but they are
useful for understanding how events can be captured.

You can create a custom template by exporting a session. If you know you will want
to use a custom extended event session over and over, it may make sense to add it as a
template. You can export a session by right-clicking on it in SSMS and choosing Export

Session as shown in Figure 6-4.
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— s Ses e g e e me

@ =
Start Session
= Stop Session

= Watch Live Data f'lt!
3 Mal New Session... )
. SQ ql Export Session... ‘

~ e

Figure 6-4. Export extended event session

As long as you store your template XML file in the default location, which is
something like C:\Users\[user]\Documents\SQL Server Management Studio\
Templates\XEventTemplates, it should automatically appear in the templates list as
shown in Figure 6-5.

Template: <Blank> v

Standard ~
TSQL
TSQL SPs
TSQL_Duration
TSQL_Locks
TSQL_Replay
Tuning
Query Execution
Query Batch Sampling
Query Batch Tracking
Query Detail Sampling
Query Detail Tracking
Schedule: Query Wait Statistic
' System Monitoring
[ Start the eve Activity Tracking
[ Stat the eve Connection Tracking
W a.Eile 10 Tracking

Y User Templates
aud xml

Figure 6-5. User create templates

If you don’t see it listed under User Templates, you can choose <From File...> in the
Template drop-down as shown in Figure 6-6.
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Session name: |

Please enter a session name

Template:

<Blank>

#Blanl-~

Figure 6-6. Import a template

Extended Events Event Library

The event library in extended events is quite extensive. It enables you to capture events

happening in SQL Server.

A package is a container for extended event objects. There are many types of

packages. Packages can include channels, categories, and events, all of which will be

covered in this section. Figure 6-7 shows you the packages available in extended events.

nnel | | Package | Vv

n

A
1g|[M] filestream
I qds
| sqlclr

[ (Select All)

I SQLSatellite

i{[F] sqlserver
{[] sqlsni v

|4 XtpRuntime v

Figure 6-7. Extended event package drop-down
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Note For more information about packages and their contents, please visit
https://docs.microsoft.com/en-us/sql/relational-databases/
extended-events/sql-server-extended-events-packages?view=sql-
server-veris

There are four channels of events helping to organize events in logical groupings.
Figure 6-8 shows you the channel drop-down that’s part of the extended event setup. By
default, debug is unchecked.

Jory L| Channel |V | F

% (Select All) E

Admin s
Analytic =
[C] Debug

SC

Operational
st

S(

SC

tiAr Armshdin er

Figure 6-8. Extended event channel drop-down

The four channels of events are

e Admin - Primarily targeted to the end users, administrators,
and support

e Operational - Used for analyzing and diagnosing a problem or
occurrence

e Analytic - Describe program operation and are typically used in
performance investigations

o Debug - Used solely by developers to diagnose a problem for
debugging

There are many categories of events. Figure 6-9 shows you a cross-section of the
categories available in the extended event library.
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Category

[]
(Select All) PN
] |
[] access_methods
| alwayson
3 [] appdomain
Y agp
h{[] automatic_tuning |
backup_restore v
M P. h

ate data exect tion

Figure 6-9. Extended event category drop-down

The events listed in the following are the events I recommend for auditing user
actions. You can use other events if you choose, but these events I always use in my
extended event audits:

e rpc_completed
e sqgl_batch_completed

You don’t need to filter the category, channel, or package drop-downs to use these
events. You can search for them in the search box shown in Figure 6-10. The event will be
listed under Name.

Event library:
|'p°- | in | Event names and descriptions v

Category | v | Channel || Package [ v ]

T T e P

L T s s b R e

Figure 6-10. Searching for an event in the event library

Extended Events Global Fields and Predicates

For each of the events you select, you will need to choose global fields to capture event
data. Global events are also known as actions. When you first select an event to include
in your extended event session, it will default to 0 global fields shown in Figure 6-11. This
doesn’t mean it won’t capture any information, though, because there are fields that are
captured by default. Global fields give you more control over what you are capturing.
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Selected events:

Name - B 4
e —

Figure 6-11. Extended events selected events with no global fields

You need to click the configure button to see the global fields for your selected event,
which is shown in Figure 6-11.

After you click configure, you will be brought to a configuration screen where you
can choose your global fields. Figure 6-12 shows you rpc_completed and its associated
global fields.

.4 Seled] Configure the events to collect addtional fields and specify fiters.
Selected events: Event configuration options:
Name 7 7 # Global Fields (Actions) <7 Fiter (Precicate) Event Fields

o comited | 0] | p—

s btchconietd 0 |:l
client_app_name Collect client application name
|:| client_connection_id Collects the optional identfier provided at conne...
[] dlent_hostname Collect client hostname
O clent_pid Collect client process ID
[0 collect_cpu_cycle_time Collect the cument CPU's cycle count
M maMech micmami dheaad 1d [ TP SRR T T S TP S— | Y

Figure 6-12. Extended events rpc_completed without any global fields selected
I recommend using these global fields to capture the information you will need for

your event:

e client_app_name

e client_hostname

o database_name

e server_instance_name

e server_principal _name

o sql_text
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Also note in Figure 6-12 there is a filter tab. Filter is also known as a predicate. This
is where you can filter your extended events to capture only certain users, databases,
schemas, objects, and many more. Once you have a filter on your selected event, it will
show a checkmark under the filter symbol as shown in Figure 6-13. You will also see
that the lightning bolt icon has six listed under it because I've chosen six global fields for

each event.
4 Select Configure the events to collect addtional fields and speciy filters. Configure D
Selected events: Event configuration options:

PAE < 7 Global Fields (Actions) " Filter (Predicate) Event Fields

lan sod0r i Opesor e
sql_batch_completed sqlserver.server_prncipal_name = sa

Click here to add a clause

Figure 6-13. Extended events rpc_completed with filter

You will also need to add this filter to the sql_batch_completed event to ensure you
are getting the same filter across all your events. You can filter on many different fields.

How to set up an extended event with these settings will be covered in Chapter 7,
“Implementing Extended Events via the GUI”

Extended Events Targets

You need to select a target for your extended event. This target type will store your
session data. This is set under the Data Storage page as shown in Figure 6-14.
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-9 - -
.5 Session Properties

© Ready

Select a page | I Script ~ | @ Help

5 General ;

J Events

& Data Storage SQL Server Extended Events targets store ¢
J Advanced Targets:

Type Desc

<Please choose a target type>

<Please choose a target ty
etw_classic_sync_target
event_counter

event_file

histogram

pair_matching

ing_buffer

Figure 6-14. Target options for extended events
You have several choices for storage location. These locations will differ based on
your version of SQL Server.

o etw_classic_sync_target - Interoperates with Event Tracing for
Windows (ETW) to monitor system activity.

o event_counter - Counts how many times each specified event occurs.
« event_file - Writes event session output from buffer to a disk file.
o histogram - Fancier than the event_counter target.

o pair_matching - Detects start events that occur without a
corresponding end event.

« ring buffer - Good for quick and simple event testing. Holds data in
memory on a first-in-first-out basis. When you stop the event session,
the stored output is discarded.

Note For more information about targets, please visit https://docs.
microsoft.com/en-us/sql/relational-databases/extended-
events/targets-for-extended-events-in-sql-server?view=sql-
server-veris
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How to set up an extended event with event_file target will be covered in Chapter 7,
“Implementing Extended Events via the GUI”

Extended Events Advanced Settings

There are some additional settings on the Advanced page of the extended event session
setup. These can only be changed when you first set up your extended event. They can’t
be modified later. If you need to change them later, you need to drop and recreate your
extended event. I never change these settings. If you decide to change these settings, be
very careful since different settings can cause performance issues on your SQL Server.
Figure 6-15 shows the settings from the Advanced page. These are the default settings.

-9 -
.+ New Session

@ Ready

:Seled a page LT Script ~ | @) Help
& General
& Events

J Data Storage Event retention mode: @ Single event loss
& O Wultiple event loss

(O No event loss (not recommended)

Maximum dispatch latency:

Max memory size: 4| IMB V|

Max event size: ] 0| ‘MB Vl
Memory partition mode: @ None

O Pernode

O PerCPU

' Restore Defaults |

Figure 6-15. Advanced options for extended events

You have several advanced options. It’s best to leave these on the default values, but
here are some descriptions to understand what each means.
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¢ Event retention mode - This will determine how SQL Server handles
event loss. If the system is really busy, this will tell it whether it’s
acceptable to lose some or no event data.

o Single event loss - This means SQL Server will lose one event if
the system is too busy to audit with extended events at that time.

e Multiple event loss - This means SQL Server will lose multiple
events if the system is too busy to audit with extended events at
that time.

¢ No event loss (not recommended) - This won’t lose any events,
but can overload your system especially if it’s busy. This is why it’s
not recommended.

¢ Maximum dispatch latency - This flushes memory to the target at a
specified interval.

o Inseconds - This will flush the memory at the specified interval
in seconds.

e Unlimited - This will only flush the memory once the buffer
is full.

e Max memory sizes - It's best to keep this at the default of 4 MB. The max
can’t exceed 2 GB, but it’s not recommended to set this in the GB range.

¢ Max event size - It’s best to keep this as the default value of 0.
Specifies the maximum allowable size for events.

e Memory partition mode - Specifies the location where event buffers
are created.

Note For more information about advanced settings, please visit https://
docs.microsoft.com/en-us/sql/t-sql/statements/create-event-
session-transact-sql?view=sql-server-ver15#with--event
session options--n-

Again, it’s best to leave these advanced settings at the defaults to avoid issues with
performance on your SQL Server.
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CHAPTER 6  WHAT IS EXTENDED EVENTS?

Extended Events Use Cases

The following list takes you through some scenarios for auditing with extended events:

Audit everything a user does

Events to capture: rpc_completed and sql_batch_completed
Global fields:

e client_app_name

¢ client_hostname

o database_name

e server_instance_name

e server_principal_name

o sql_text

This requires a filter on server_principal_name for each of your
selected events.

Audit everything happening in a specific database

Events to capture: rpc_completed and sql_batch_completed
Global fields:

e client_app_name

e client_hostname

e database_name

e server_instance_name

e server_principal_name

o sql_text

This requires a filter on database_name for each of your selected
events, but be careful with this because it can create a lot of audit
data. [ usually only use this if I'm trying to figure out if a database
is no longer used.
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e Audit everything happening on the database server
Events to capture: rpc_completed and sql_batch_completed
Global fields:

e client_app_name

e client_hostname

e database_name

e server_instance_name

e server_principal_name

sql_text

This does not require a filter, but be careful with this because it
can create a lot of audit data. I usually only do this if I'm trying to
figure out if a SQL Server is no longer used.

e Audit everyone using a stored procedure or table
Events to capture: rpc_completed
Global fields:
e client_app_name
e client_hostname
e database_name
e server_instance_name
e server_principal_name

e sql_text
This requires a filter on object_name for each of your selected events.
In the next chapter, you will learn how to set up and configure extended events in
SQL Server Management Studio. You also learn how to query extended events to find out
what’s happening on your database server.
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CHAPTER 7

Implementing Extended
Events via the GUI

To make extended events work, you need to set up a session. Chapter 6, “What Is
Extended Events?’, covered the parts and pieces that comprise a session. In this
chapter, you will learn how to set up an extended event in SQL Server Management
Studio (SSMS).

Caution Just because you can audit everything, doesn’t mean that you should. If
you audit everything and anything, you will have a hard time weeding through it all,
and you could cause performance issues on your system.

Setting Up an Extended Event via the New Session
Wizard Option

The new session wizard will help to walk you through the setup of your extended event.
Figure 7-1 shows how to create an extended event in SSMS by right-clicking Sessions
under the Extended Events section in the Management section. During this setup, you
will learn how to audit one user with extended events.
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CHAPTER 7 IMPLEMENTING EXTENDED EVENTS VIA THE GUI

= = Management
= & Policy Management
= @ Data Collection
= &2 Resource Governor
= @ Extended Events

& @ New Session Wizard

o] E';‘} Al Mew Session...

=Es Start PowerShell
® = te Reports »

® Malnt Refresh

Figure 7-1. Creating an extended event with the New Session Wizard

Note Not all extended event options are available in the New Session Wizard;
most are, but not all. If you want to see all available options, use the New Session

option instead.

By choosing New Session Wizard, you will get a dialog box that takes you step by

step through filling out the details and options of your extended event as shown in

Figure 7-2.
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] New Session Wizard: Introduction

&c Ill Introduction

Set Session Properties This wizard helps you create an Extended Event session by selecting the events you want to capture.

Ch Templat
ooselleprane You can use Extended Event sessions to monitor your database or server, which helps you accomplish

Select Events To Capture taskssuchas:
1. Application tuning
Capture Global Fields 2. Troubleshooting performance
3. Transact-SQL query perfomance analysis
Set Session Event Filters
Specify Session Data Storage
Summary

Create Event Session

] Do not show this page again

< Previous Net> | Finish | Cancel :

Figure 7-2. New Session Wizard Introduction screen

The Introduction screen gives you an overview of how you can use extended events.
Clicking Next will bring you to the first configuration screen, Set Session Properties,
shown in Figure 7-3. This screen requires you to name your extended event. You can also
choose whether you want it to start the session at server startup. I recommend you check
this box; otherwise, your extended event will be stopped on a restart, and you will have

to manually start it.

105



CHAPTER 7 IMPLEMENTING EXTENDED EVENTS VIA THE GUI

[#] New Session Wizard: Set Session Properties = a X
i . i
\ ] Set Session Properties b
Introduction © Heip
Enter a name for the event session and the time when you want the session to start.

Choose Template

T
Select Events To Capture Session name: [audi_sa

Capture Global Fields

Set Session Event Filters Schedule:

Specify Session Data Storage [ Start the event session at server startup.
Summary

Create Event Session

. < Previous I Neat > Finish Cancel

Figure 7-3. New Session Wizard Set Session Properties screen

After you click Next on the Set Session Properties screen, you will see the Choose
Template screen as shown in Figure 7-4. I've chosen Do not use a template because
I want to capture all the activity from one user, and most of these templates won't
accomplish that. Chapter 6, “What Is Extended Events?’, covers a bit more on templates.
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[#] New Session Wizard: Choose Template - | X

M ’J Choose Template

Introduction @ Help

Set Session Properties To help you monitor your server, SQL Server provides a list of pre-corfigured event session templates you
can select from, or you can configure your own session.

Select Events To Capture

Capture Global Fields (O Use this event session template:
Set Session Event Fiters Lo oS

; . This template counts the number of locks acquired by each query based on the query_hash
poeclySessonibaaiiceass value. You can use this template to identify the most lock intensive queries for investigation and
Summary tuning.

Create Event Session

® Do not use a template.

| <Previous | [ Ne¢> | fash Cancel |

Figure 7-4. New Session Wizard Choose Template screen

After you click Next on the Choose Template screen, you will see the Select Events to
Capture screen as shown in Figure 7-5. On this screen, you will choose rpc_completed
and sql_batch_completed. These events are covered in more detail in Chapter 6, “What
Is Extended Events?” You can search for each of these events in the Event Library
text box. Select them, and then click the right arrow (>) to move them to the Selected
events panel.
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Lé_j Mew Session Wizard: Select Events To Capture

AJ. * Select Events To Capture
=

Introduction

Set Session Properties Select the events you want to capture from the event ibrary.

Choose Template

Select Events To Capture Evert library:

Capture Global Fields [wed J i [Event names only 4
Set Session Event Filters Name Category z, Channel E] Package E
Specily Session Data Storage pe_starting execution Anaific sqlserver
Summary | me_stating_agaregate Anaiic sdlsenver

Create Event Session pe_starting_aggregate_xdb

~ [EventFields ~

Anzific sqlsenver

Description

= [m] X
@ Hebp
Selected events:
Name
sql_batch_completed
rpc_completed
RPC completed

[ <grovous | [[hea> ][ gon | [ Conce

Figure 7-5. New Session Wizard Select Events To Capture screen

After clicking Next on the Select Events to Capture screen, you will see the Capture
Global Fields screen as shown in Figure 7-6. When you first come to this screen, nothing
will be checked. At this point, you must select the global fields you want to collect for

each of your selected events.
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|#] New Session Wizard: Capture Global Fields - o X

M l} Capture Global Fields

Introduction @ Help
St Sedlon Froperbes You can capture global ields (slso called actons), which are common to 3l events. Select the global fields you want to capture i this event
Choose Template $E330N..
Select Events To Capture
Neme Descrson .
Set Session Event Fiters O calstack Collect the cument cal stack
Specdy Session Data Rorage [  client_app_name Collect chient application name
Srmey O client_connection_id Collects the optional identdfier provided at connection time by a client

1 client_hostname Collect cert hostname
Create Event Session

O client_pid Collect cliert process ID

O collect_cpu_cycle_time Collect the cument CPU's cycle count

[0 collect_cument_thread_id Collect the cument Windows thread 1D

0 collect_system_time Collect the cument system time with 100 microsecond precision and intemrupt tick resalution

O compile_plan_guid Collect compiled plan guid. Use this to uniquely identify the compiled plan

W [contetio [ Colectthe same value as the CONTEXT_INFOfunction

O epuid Collect cument CPU ID

[0 database_id Collect database ID

database_name Collect cument database name

J:I datapodl ddl quid Collect quid datapool DDL query S v

[ <broviows | [ New> [ gosn | [ Conce
Figure 7-6. New Session Wizard Capture Global Fields screen
I recommend using these global fields to capture the information you will need for

your event:

e client_app_name

¢ client_hostname

e database_name

e server_instance_name

e server_principal_name

o sql_text

These global fields are covered in more detail in Chapter 6, “What Is Extended
Events?”

If you don’t select any global fields, your extended event will still collect event data,
but it may not include everything you may want to see associated with that event. This is
why I like to select specific global fields to ensure I'm getting the global fields I need.
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After clicking Next on the Capture Global Fields screen, you will see the Set Session
Event Filters screen as shown in Figure 7-7. When this screen loads, there will be no
filters set. This is where you can filter your extended events to capture only certain users,
databases, objects, and many more. I've set a filter on sqlserver.session_server_principal
= sa. This will ensure only actions taken by sa will be audited. Of course, you may want
or need to audit different users or objects. You can add multiple filters by adding another

line on this screen also shown in Figure 7-7.
|#] New Session Wizard: Set Session Event Filters - m] X

i :| d s :
A\).'l Set Session Event Filters
=

Introduction @ Help

Set Session Properies - . -
You can apply fiters (also called predicates) on events to limit the data you want to capture. You can speciy fiter options for the entire

Choose Template session.

Select Events To Caplure _

Capture Global Felds And/Or Field Operator Value

Set Session Event Fiters sqlserver server_prncipal_name = sa

Specily Session Data Siorage W ] - [ |
Click Hiau guse
Summary o Y

Create Event Session

| crovoss | [ Mee> ]| msh [ Conedl |
Figure 7-7. New Session Wizard Set Session Event Filters screen

If you want a different operator than equal (=), you can click the Operator drop-
down and see all the different choices as shown in Figure 7-8. You can think of this like a
WHERE clause in a SQL query.
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[#] New Session Wizard: Set Session Event Filters = [m] X

N '] Set Session Event Filters

L

Introduction @ Help
Set Session Properties - . :
You can apply fiters (also called predicates) on events to limt the data you want to capture. You can speciy filter options for the entire
Choose Template session.
Select Events To Capture .
Capture Global Fields AndiOr Field Operator Value
T eesenemopirne S
Specify Session Data Storage Click here to add a clause :) ~
>
Summary -
Create Event Session -
equal_i_sql_unicode_string
eq.ld_i_l._licode_s_minu
emal_umde_sﬂmg . )
greater_than_equal_i_sal_unicode_stiing
greater_than_equal_i_unicode_string
greater_than_equal_unicode_string
greater_than _i_sql_unicode_slring
greater_than_i_unicode_siring
< lareater than unicede siino ) Ko
|sqlserver.server_principal_name (package0.unicode_string)
Get the name of the Server Principal in whose context the event is being fired.

Figure 7-8. New Session Wizard Set Session Event Filters Operator drop-down

You can have multiple filters. For example, you could add another filter on sqlserver.
database_name = master. This way, you are only auditing actions done by sa on the

master database. This example is shown in Figure 7-9.
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|2] New Session Wizard: Set Session Event Filters

I_L ] Set Session Event Filters
N s

Introduction

SetiSesson e You can apply fiters (also called predicates) on events to limit the data you want to capture. You can specify fiter options for the entire
Choose Template session.

Select Events To Capture .
Capture Global Fields And/Or Field Operator Value

Set Session Event Fiters sqlserver.server_prncipal_name = sa

Specify Session Data Storage And sqlserver database_name . master

Click here to add a clause
Summary

Create Event Session

| <Previous | [ New> || Bnsh || Cancel
Figure 7-9. New Session Wizard Set Session Event Filters multiple filters

If you need to add or remove clauses, you can right-click them and choose your

option from a pop-up menu as shown in Figure 7-10.
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[#] New Session Wizard: Set Session Event Filters - m] %
| 1 = .
{ % ] Set Session Event Filters
Introduction @ Help
Set Sessi peries ‘You can apply fiters (also called predicates) on events to imit the data you want to capture. You can speciy fiter options for the entire
Choose Template $255I0N.
Select Events To Capture .
Capture Global Fields And/Or Field Operator Value
Set Session Event Fiters sqlserver server_prncipal_name = sa
Specty Session Deta Sorage X -] |
5 ] Insert Clause Above
S Click here to add g
~/ Insert Clause Below
Create Event Session Add Clause
Delete Clauses
Group Clauses
Ungroup Clauses
< Teggle Not Operator >
Next > Finish I Cancel

Figure 7-10. New Session Wizard Set Session Event Filters modify filters

If you choose Toggle Not Operator, the filter you set will be the opposite. For
example, if you added sqlserver.database_name = master, but then chose Toggle Not
Operator, it will get all databases except master as shown in Figure 7-11. The exclamation

mark (!) shows this filter is toggled to not.
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|+7] New Session Wizard: Set Session Event Filters

M '1 Set Session Event Filters

L
Introducticn @ ke
Set Sessicn Properties You can apply fiters (dso called predicates) en eventsto lm? the data you want to capture. You can speciy fiter options for the entine
Choose Template session.
Select Events To Caplure
Capture Gicbal Fields And/Or Field
Set Session Event Rlters sqlserver.server_princpal_name - aa
Speciy Session Data Storage Dﬂd sqlserver.database_neme = master

Click here to add a clause

Operator WValue

Summary
Create Event Session

<Brevious | g | [ Conce
Figure 7-11. New Session Wizard Set Session Event Filters Toggle Not Operator

You can also group clauses together by selecting more than one row and choosing
Group Clauses. These rows would then be connected by a bracket ([) as shown in

Figure 7-12.
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[7] New Session Wizard: Set Session Event Filters = m] X

f II Set Session Event Filters

Introduction @ Help

SRR You can apply filters (also called predicates) on events to imit the data you want to capture. You can specify fiter options for the entire
Choose Template session. t},-

Select Events To Capture .

Capture Global Fields AndiOr Field Operator Value
[ sosevr e e rame . .
Specify Session Data Storage ! And salserver database_name = master

Click here to add a clause

Summary

Create Event Session

| <Brvows | [ Bet> ][ Bnsn | [ Cancel
Figure 7-12. New Session Wizard Set Session Event Filters Group Clauses

After clicking Next on the Set Session Event Filters screen, you will see a Specify
Session Data Storage screen. You will set your storage options here. This is where the
New Session Wizard is more limited than the New Session dialog box setup. The New
Session option is covered later in the chapter. There are only two options for storage
in the New Session Wizard: file and ring buffer as shown in Figure 7-13. I tend to store

events in a file, so that option is chosen.
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[#] New Session Wizard: Specify Session Data Storage = O X
1 = 3
;AJ.-‘ Jl Specify Session Data Storage
Introduction @ Hebp
Setl o Boostics Specify how you want to collect the data for analysis.
Choose Template
Select Events To Capture
[+/] Save data to a file for later analysis (event_file target).
Capture Global Fields This is useful for large data sets and creating historical records.
Set Session Event Fitters e tramte On goaver 'E:\audils\audl_sa el I | Boree |
.
Maximum fle size: | 0] V|
S
= [+ Enable file rollover
Create Event Session [ =
Maimum number of files: | 55
[[] Work with only the most recent data (ing_buffer target).
This is useful for smaller data sets or continuous data collection.
| oz]
0 |MB w
Number of eve o keep (pe e | D:
| <Previous | [ Net> || Fnush || Cancel

Figure 7-13. New Session Wizard Specify Session Data Storage screen

Here are some suggestions for file storage:
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Don'’t store the files on the C drive or other drives SQL Server is using

for data and log files.

Set the maximum file size to something small like 10 MB and enable
file rollover of 5-10 files. If you set large file sizes with many rollover

files, they will be next to impossible to query.
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You can also store the data in the ring buffer or just the ring buffer. The ring buffer is
more difficult to query because it’s stored in XML. With a file, you have more control of
how long the data will be around, whereas, with the ring buffer, you may lose data before
you realize it because the ring buffer only stores a certain number of events and those
events can come from more than just this extended event you are setting up.

After clicking Next on the Specify Session Data Storage screen, you will see the
Summary screen. This will outline all the settings you've chosen. This screen also has a
Script button, so you can script out all your settings. Figure 7-14 shows you the expanded

view of the summary.

[] New Session Wizard: Summary - O X

&{,l ’J Summary

Introduction [ @ Help

Set Session Properties Verify that your selections are comect for this event session.

To close this wizard and create the event session, click Finish.

Choose Template

Select Events To Capture o- Sgssion Properies

Capture Global Fields i~ Session Name: audt_sa
i - Auto Start: On

Set Session Event Filters E! Template

Specify Session Data Storage - Do Not Use Template

E - Events to Capture
- salserverme_completed
) | ‘-sqlserver.sql_batch_completed
Create Event Session E| ) G_I obal Fields to Capture
| --sqlserverclient_app_name

sqlserver.client_hostname

- sqlserver.database_name

- sqlserver.server_instance_name

- sqlserver.server_principal_name
. ‘-sqlserversql_text
(=~ Session Event Filters
| [ Fiters from Template
| [#)- Additional Filters (Applied to All Events)
(=)~ Session Targets

.- package0.event_file

| <Previous Ned o || mnsh || cancel |

Figure 7-14. New Session Wizard Summary
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To create the extended event, click Finish. The extended event will be set up and you
will have the option to start it after creation and watch live data on screen as shown in
Figure 7-15.

[#] New Session Wizard: Create Event Session = O X

&{\ ]] Create Event Session

Introduction @ Help

Set Session Properties

A
Choose Template |.@ S uccess

Select Events To Capture

Capture Global Fields

. The event session has been successfully created.
Set Session Event Filters Click Close to close this wizard.

Specify Session Data Storage

Summary
Start the event session immediately after session creation

] Watch live data on screen as it is captured.

Create Event Session

Figure 7-15. New Session Wizard Create Event Session screen

Each of these options in Figure 7-15 is not checked by default. It’s best practice to
start the session after creation. It’s not required, but no event data will collect when it’s
stopped. Also, you can watch live data on screen at this point, or you can view that data
later, which is covered later in this chapter.

You can determine if your extended event is enabled by looking at the icon on the
extended event. If there is a green arrow, then it’s enabled. If there is a red box, then it’s
disabled. Each of these states is shown in Figure 7-16.
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= @ Extended Events
= AlwaysOn_health |}
= = audit_sa
= = system_health
= = telemetry_xevents

Figure 7-16. Extended event state

AlwaysOn_health is disabled and the rest of the extended events are enabled in
Figure 7-16.

Setting Up an Extended Event via the New
Session Option

The New Session dialog box will help you set up your extended event. Figure 7-17 shows
how to create an extended event in SSMS by right-clicking New Session under the
Extended Events section in the Management section. This option allows you to configure
the full suite of extended event options. It’s similar to the wizard. It doesn’t step you
through the configuration, but instead has all the pages for configuration in one easily
accessed dialog box with a listing of pages on the left side. During this setup, you will
learn how to audit one user with extended events.

= [ Extended Events
A SeSS|0nS New Session Wizard
=t Always|  NewSession..
® system Start PowerShell
@\ teleme} Repos |
@ = Maintenan(__Rereh

Figure 7-17. Creating an extended event with the New Session dialog box

By choosing New Session, you will get a dialog box that has similar screens to the
New Session Wizard. On the General screen as shown in Figure 7-18, you will

e Nameit

e Choose a template (in this case, we will leave it blank)
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e Decide on a schedule for starting

o Choose whether you want to watch live data after it’s created
e Choose if you want causality tracking

- i
o4 New Session

= (m] X
(£ Cannot create a session without any events.
Select a page LT Script ~ | @ Help
K General
£ Events
& Data Storage Session name: |aud|t_sa
Advanced =
S Template: | <Biank> 7]
Schedule:
Connection [4] Start the event session at server startup.
¢ . [DESKTOP-15BFKLR\jbran] [ Statt the event session immediately after session creation.

[ Watch live data on screen as it is captured.

View connection properties Causality tracking:
Progress [] Track how events are related to one another.
Ready

OK [Cancel Help'

!

Figure 7-18. New Session General page

I don’t use templates. I always choose to Start the session at server startup and Start
the event session after creation. I never watch live data as it’s captured because I can
view it later, which will be covered in this chapter. I don’t use causality tracking, but it
can help you determine all the events associated with a query.

Once you have the General page configured, you can click on the Events page. This is
where you will select your events like rpc_completed and sql_batch_completed, covered
in more detail in Chapter 6, “What Is Extended Events?’, as shown in Figure 7-19.
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a Ready

Select a page
K General

A Evenls

& Data Storage
Ao Advanced

Connection
¥¥ . [DESKTOP-15BFKLR bran]

Mew ign

Ready

Figure 7-19. New Session Events page
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- m} X
-f‘TS:ript ~ @ Help
| 4 Select | Select the events you want to capture from the event Forary. Corfigwe I
Event bbragy: Selected gvents:
[sal_batch |in [Event names only Name 7 v
=5 ooy [+ o [+ poe [+ [N
sq_batch_starting execution Anzhtic salserver Sd_bmd!_mrr&klﬁl 0
sql_batch_starting_aggregate Anabtic salserver
sql_batch_stading_aggregate_xdb Anahytic: salserver
uncached_sql_balch_statistics execution Anahfic sqlsenver
< >
| EventFields Description Eeoiasd -
RPC completed

(Cancel | Help

Once you add your events to the Selected events, no Global Fields, also known as
Actions, are configured for these events, yet. You can see that under the lightning bolt

icon. It shows 0. To configure these, you must click Configure.

Since I'm recommending capturing the same fields for both events, select them both

before clicking Configure as shown in Figure 7-20.

Figure 7-20. Select both events to configure them the same

it
Selected events:
‘ Name -

sql_batch_completed | o] |

7 7|
| of /|
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After clicking Configure, you are brought to a configuration page with global fields.

There are default fields included with each event, but I recommend using these global

fields to capture the information you will need for your event:

client_app_name
client_hostname
database_name
server_instance_name
server_principal_name

sql_text

These global fields are covered in more detail in Chapter 6, “What Is Extended

Events?”

Figure 7-21 shows you how the events and fields will look once you've selected the

fields I listed earlier.

47 Session Properties - m] X
0 Ready
Select a page LT Seript ~ @ Help
& General
B Events 4 Select Configure the events to collect addiional fields and specify fiters. Configure |
& Data Storage )
& Advanced Selected events: Evertt configuration options:
o = f' \?] # Global Fields (Actions) 7 Filter (Predicate) Event Fields
pecoess | o| - (I e -
oo coices ol Josos oecmmomcstox |
chient_app_name Collect client application name
[0 cient_connection_jd Collects the optional identifier provided at conne...
[ client_hostname Collect client hostname
Ezmection’ O centpid Callect client process 1D
¥¥ -\ [DESKTOP-1BFKLR oran] O colect_cpu_cycle fime  Collectthe curent CPUs cycle count
& > |0 ocollect_ourent thread_id  Collect the curent Windows theead ID
|0  collect_system_time Collact the cument system time with 100 microse...
View ion i [0 compie_plan_guid Collect compiled plan guid. Use this to uniquelyi...
Progress [0 contest_info Callect the same value as the CONTEXT_INFOL...
Ready [0 epuid Cllect eurent CPU ID "

[ OK | cancel | Help |

Figure 7-21. New Session Events page Configure Global Fields
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You can see in Figure 7-21 that rpc_completed and sql_batch_completed both have

six global fields.

There is a tab for Filter, also known as Predicate. Figure 7-22 shows you what it looks
like when the filter is set. I've set a filter on sqlserver.server_principal_name = sa. Like
with global fields, it’s best to keep your filter the same for each event.

47 Session Properties

View connection properties
Progress
Ready

- [m] X
Select a page LJ Script = | @ Help
K General - -
J Events 4 Select Configure the events to collect addtional fiekds and specify fiters. Configure [
A Dala Storage ' )
K Advanced Selected events: Event corfiguration options:
| Name, 7 7 # Global Fields (Actions) W Fiter (Predicate)  Event Fields
e TG)
Fiter on event name (deselect to filer on id).
T m—C
And/Or  Field Operator Value
sglserver server_prncipal_name equal i_sql_unic... 2
o i Click here to 2dd a clause
§§ .\ [DESKTOP-15BFKLR‘jbran]
< >

OK | Cancel Help |

Figure 7-22. New Session Events page filter

If you needed to add more events to your selected events, you can click the Select
button shown in Figure 7-22. This will take you back to the Event Library. If you are
satisfied with your events and their global fields and filters, you can click the Data
Storage page. This brings you to a page where you can configure your storage options.
You have more storage options than in the New Session Wizard. These options are
covered in more detail in Chapter 6, “What Is Extended Events?” Figure 7-23 shows you
how I set up the storage for my extended events.
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- :
o4 New Session

= o
© Ready
Select a page iQScript = | @ Help
K& General
& Events
& Data Storage SQL Server Extended Events targets store event data. Targets can perform actions such as writing to a file and aggregating
K& Advanced event data.
Targets:
Type Description
:event_ﬁle b4l Use the event _file target to save the event data to an XEL file, which can be archived ang
Click here to add a target
< >
. 2dd || Bemove |
FProperties:
| File name on server: ]m_53| ] Browse... |
¢¥ - [DESKTOP-15BFKLR bran] Magmum fle size: MB |
Enable file rollover
Maximum number of files: | 5-:-?-
View connection propedies
Drogress - N
Ready

: Cancel ‘ Help

Figure 7-23. New Session Data Storage page

Here are some suggestions for file storage:

Don'’t store the files on the C drive or other drives SQL Server is using
for data and log files.

Set the maximum file size to something small like 10 MB and enable
file rollover of 5-10 files. If you set large file sizes with many rollover
files, they will be next to impossible to query.

There is also an Advanced page. I suggest leaving that alone. There is more
explanation of these options in Chapter 6, “What Is Extended Events?”

When you are satisfied with your session configuration, click the OK button, as
shown in Figure 7-23, and the session will create.
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Extended Event Files

If you chose the file destination for your extended event, the .xel file is placed on disk
after you enable the extended event as shown in Figure 7-24. This is where the event data
will live.

This PC > apps(E:) > audits

~

) Name Date modified Type Size

[£] audit_sa_0_132937560460800000.xel 4/6/2022 4:07 PM Microsoft SQL Ser... 11K8

Figure 7-24. Extended event files on disk

As the data collects, this file is going to grow to the size specified in the extended
event. Then it'll create another file up to the number of files specified in the
configuration. Once the last file is full, it will delete the oldest file and create another new
file. You will need to know how fast your files fill up so you won’t miss collecting the data

from them before they are deleted.

Querying Extended Event Data

You can query the extended event via SSMS by right-clicking the extended event session
as shown in Figure 7-25.

= @ Extended Events
=« Sessions

= AlwaysOn_health
= = system_health
= = telemetry_xevents
@ Start Session

@ = Maintenan|  seop session

@ @ SQL Servqj Watch Live Data

Figure 7-25. View extended event data
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A new tab opens in the SSMS query window area as shown in Figure 7-26. Watch live
data is always empty at first. It only displays events going forward, not those in the past.
There may be nothing listed because nothing auditable happened yet. There may be a
lot of auditing data because there’s a bunch of stuff happening that you didn’t realize was
happening.

You can also expand the extended event and see the files inside of it, as shown
in Figure 7-26. This will give you the same view as Watch Live Data, but for this
specific file.

='maudit_sa
A paCKageoevent—ﬂ |: View Target Data... “

= 'm AuditLogins ‘ Start Powershell

< b= ovietarmm hanalth I ~

Figure 7-26. View larget Data

Figure 7-27 shows you a default view of the event data, but this might not be a great
way to view the data.
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-audit_Live Data - - [

Displaying 147 Events

name

sql_batch_completed

timestamp

2822-084-066

45.8370884

sql_batch_completed 2022-04-06 16:50:45.8375326
sql_batch_completed 2022-04-06 16:50:45.8448407
rpc_completed 2822-84-86 16:50:45.8566895
sql_batch_completed 2022-04-06 16:50:45.8670775
rpc_completed 2022-04-06 16:50:45.8960204
rpc_completed 2022-04-06 16:50:45.9718955
sql_batch_completed 2822-04-086 16:50:45.9348368
sql_batch_completed 2822-084-086 16:50:45.9898565
sql_batch_completed 20822-04-06 16:508:45.9933525
sql_batch_completed 2822-84-086 16:50:45.9958301
sql_batch_completed 2822-084-06 16:50:45.9978982
rpc_completed 2022-04-06 16:50:46.0056028
sql_batch_completed 2022-04-06 16:51:36.08236053
Event:sql_batch_completed (2022-04-86 16:50:45.8370884)

Details

Field Value

batch_text SELECT CASE WHEN has_dbaccess(N'satest’) =...

client_app_name Microsoft SQL Server Management Studioc - T...

client_hostname DESKTOP-

cpu_time 2]

database_name satest

duration 380

logical reads e

page_server_reads @

physical_reads e

result oK

row_count 1

server_instance_name DESKTOP-

server_principal_name sa

spills e

Figure 7-27. Watch Live Data results
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You can add additional columns to the top panel so you can more easily see
what each event captured instead of having to click on each one to look at its details.
Figure 7-28 shows you how you can right-click the details and have the column load as
part of the top panel.

Event:sql_batch_completed (2022-04-06 16:50:45.8370884)
Details

Field Value

batch_text ZEsEox _cace st Le= Suaccess(N'satest’) =...
i Show Column in Table
client_app_name

client_hostname

Hide Column from Table

cpu_time

Copy
database_name SATEST

Figure 7-28. Modify columns in Watch Live Data results

Once you choose Show Column in Table, you will see that column in the top panel as
shown in Figure 7-29.

-audit__Live Data - |

Displaying 147 Events
name timestamp batch_text |
3 sql_batch_completed 2022-84-86 16:50:45.837088 SELECT CASE WHEN has_dbaccess(N'satest') = 1 THEN “tr...
sql_batch_completed |2022-04-06 16:50:45.8375326 |SELECT (select schema_name()) AS [DefaultSchema)
.s-ql_-_batch;completed iiezz-a«-es 16:5@:45.8448487 -SE-LECT SCHEJ\IA_MAME(tbi.schema__id) AS [Schema], tbl.na.u.
.rpc_completed izezz-ea-eﬁ 16:5@:45.8566895 NULL h
sql_batch_completed i2322-84-86 16:56:45.8678775 |SELECT SCHEMA_ NAME(obj.schema_id) AS [Schema], obj.na...
.rp:c-_-c.or;ple-t-ed a ia-!azz--aa-eﬁ 16:50:45.8960204 NL;L-L - - - o
.rpc_completed i2022—94—06 16:5@:45.9718955 NULL
:ql_batch_completed |2022-84-86 16:508:45.9848868 |SELECT SCHEMA_NAME(s.schema_id) AS [Schema], s.name A...
.sql_bat:h_completed izezzlea.es 16:50:45.9898565 |SELECT SCHEMA_NAME(xproc.schema_id) AS [Schema], xpro...
sql_batch_completed izazz-m-as 16:50:45.9933525 |SELECT sst.name AS [Schema], st.name AS [Mame] FROM s...
.sql_hat:h_:cmpleted izezz-ea-es 16:5€:45.9958301 |SELECT SCHEMA_NAME(tt.schema_id) AS [Schema], tt.name...
.sql:batch:completed i2322-34-66 16:508:45.9978982 .SELECT sat-ype;.name as [Sche;a], aty;aes.nam; AS [Name.. A.
rpc_completed izezz—ea-es 16:50:46.0056028 NULL
sql_batch_completed iEGZE-M-Bﬁ 16:51:36.8236053 select @@trancount

Event:sql_batch_completed (2022-84-05 16:50:45.8378884)

Detads

Field Value

batch_text SELECT CASE WHEN has_dbaccess(N'satest’) =...
client_app_name Microsoft SQL Server Management Studic - T...

Figure 7-29. Modified columns in Watch Live Data results
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You can also add or remove other columns in Watch Live Data as shown in

Figure 7-30.

.- audit...Live Data = x -

Displaying 59 Events

name

timestamn

'sql_batch_compl|

» sql_batch_compl

sql_batch_compl

MR

sql_batch_compl

Sort Ascending
Sort Descending

Group by this Column

Calculate Aggregation 3

Remove this Column

sql_batch_compl

Choose Columns...

4

sql_batch_compl| 5

P

Find in this Column...

B I S O

AANT AA AT AA.AT LA

Figure 7-30. Watch Live Data tab and add or remove columns

When you have the Watch Live Data tab open, you will have access to a new menu

item in SSMS, Extended Events. In particular, this menu makes it easy to export the data

with the Export to option as shown in Figure 7-31.
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Extended Events | Project Tools Window Help

¢ » Start Data Feed -\m\ -j;u
Stop Data Feed | 3| _
| ClearData _audit...Live Data -
[ Enable Auto-Scroll Dioglaying 59 Events. SQL server events sessio
-[E Show Details Pane ],"m
“ . |sql_batch_completed
%v Filters... Ctrl+R ¢
['I| Clear All Filters ;sql_batch_cmpleted
Y Grouping... Shift+Alt+G |391_batch_completed
A ti :sql_batch_cmpletea
; e ggrega lon... ;sql_batch_cmpleted
Ny Toggle Bookmark Shift+Alt+B sq1_batch_completed
o Previous Bookmark  Shift+Alt+P | |rec_conpleted
v Next Bookmark Shift+Alt+N ""i::
II"PC_-COI'HD ete
e: Clear All Bookmarks ;sql_batch_:mpleted
€ » Quick Find Ctrl+F |sql_batch_completed
'"" Choose Columns... |291_batch_completed
3 . i |sql_batch_completed
:)| Dlsplay Settlngs » _]
e| Export to » XELFile... 2
; Table...
CSV File...
ierta [cTfent aop ... Microsoft SOL !

Figure 7-31. Watch Live Data tab and Extended Events menu item

shown in Figure 7-32.

You can filter on a value by right-clicking on it and choosing Filter by this Value as

Displaying 59 Events

.- audit...Live Data = x _

| name

timestamp

|sql_batch_completed

3 sql_batch_completed
lsql_batch_completed

jsql_hatch_completed

_i_ sql_batch_completed
!sql_batch_completed

i N
—

N

2022-04-07 14:05:0:

Sort Ascending
Sort Descending

Toggle Bookmark E
FE

Copy >

|
lemal hatsh camalarad

N’ Filter by this Value ]I i

Figure 7-32. Filtering values in Watch Live Data results
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Filter by this Value will bring up a dialog box for you to set your filter options. It will
add the value you chose when you clicked Filter by this Value as shown in Figure 7-33.
You can also set other filters in this dialog box as needed.

Y Filters ? X
[ Set time fiiter:
4/ 7/2022 2:05:02 PM = 4/ 7/2022 2:05:02 PM S
Addttional filters:
And/Or Field Operator Value
name i ¥ sq_batch_completed

Click here to add a clause

CearAl | ey | | Concel |
Figure 7-33. Filtering values dialog box in Watch Live Data results

If you find you are filtering a lot of event data when you watch live data, you will want
to modify your extended event session’s properties so the event data is filtered before
being captured into your .xel event file, if you are using the file target. You may have
seen that SQL Server does a lot in the background to support the actions being taken by
a user. This is a good time to discuss modifying your extended event because you may
need to tweak some of the settings and add additional filters to limit event data.

Modifying Extended Events

Once an extended event is created, you can modify it by right-clicking on the session and
choosing Properties as shown in Figure 7-34. You can modify an extended event when
it's started or stopped.

131



CHAPTER 7

Figure 7-34. Modifying an extended event

IMPLEMENTING EXTENDED EVENTS VIA THE GUI

o [ Extended Events

o @ Sessions

»  AlwaysOn_health

= = system|

@ = telemet

w = Maintenan
)« SQL Serve
& Database N
@ Distributed
1 Integration S
1 8 SQL Server 4

O]

Start Session

Stop Session

Watch Live Data

New Session...

Export Session...
Script Session as
Start PowerShell
Reports

Delete

Refresh

D(

1 @ XEvent Profi

Properties

Note Unlike SQL Server Audit, you can modify an extended event while it’s
started.

There will be multiple things you can’t change after you create the extended event, so

those will be grayed out as shown in Figure 7-35. When you modify your extended event,

the dialog box will look just like the New Session dialog box.
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- a X

© Ready

Select a page LT Script ~ | @ Help

& General

K Events

K Data Storage Session pame: |audi_sa

# Ao Tewplste:  <Blark>
Connection Schedule:

¥ . [DESKTOP-15BFKLR\jbran]

View connection propedies
Progress
Ready

[ Start the event session at server startup.
Start the event session immediately after hx o

[[] Watch live data on screen as it is captured.

Causaltty tracking:
[[] Track how events are related to one another.

N creation

OK

Figure 7-35. Modifying an extended event dialog box

You can’t change these items after creation:

¢ Session name

o Template

‘Cancel | Help

o Startimmediately after creation (since you aren’t creating, but

modifying)

e Advanced settings

If you need to change any of these items, you will have to delete and recreate your

extended event.
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Stopping and Starting Extended Events

You can stop an extended event by right-clicking on it and choosing Stop Session in the
GUI as shown in Figure 7-36. Once it’s stopped, it won’t collect any event data.

= @ Extended Events
= = Sessions
= & AlwaysOn_health
@8 System - .SmpSe;s'mn ]
® .I:ﬂ telemed Watch Live Data

Figure 7-36. Stopping an extended event

You can start an extended event by right-clicking on it and choosing Start Session in

the GUI as shown in Figure 7-37.

= @ Extended Events
= = Sessions
= = AlwaysOn_health
N TQ [— Start Session |
== SySt Stop Session
R tele .Watch Live Data

Figure 7-37. Starting an extended event

Note Unlike SQL Server Audit, you can stop an extended event even if it’s
auditing events.
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IMPLEMENTING EXTENDED EVENTS VIA THE GUI

To delete an extended event, you can right-click the session and choose Delete as shown

in Figure 7-38.

= [ Extended Events

= v Sessions
= % AlwaysOn_health

= =
= ‘= Syste
= = telen
w = Maintens:
@ = SQL Ser
& Databas
5 Distribut

Start Session

Stop Session
Watch Live Data

New Session...
Export Session...

Script Session as
Start PowerShell

Reports

Integration

Delete

£ SQL Serve
@ XEvent Pr

Refresh
Properties

Figure 7-38. Deleting an extended event

You will get a dialog box as shown in Figure 7-39. Clicking the OK button in this

dialog box will delete the extended event.
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X Delete Object — O 14
Selecta page ! .
Seript ¥

% el | IJ Scipt v @ Help

Object to be deleted

\w(‘)‘igjed MName Object Type Ow... Status Message

E-.,_} audit_sa Session
Connection

Server:
DESKTOP-15BFKLR |

Connection:
DESKTOP-15BFKLR\jbran

¢ View connection properties

Progress
Ready

Figure 7-39. Deleting extended event dialog box

When you delete the extended event, the files remain on disk. I deleted the extended
event and thought the files were gone, too. No, the files are still there. This is in case you
need them later for auditing purposes. You must go manually delete them.

In the next chapter, you will learn how to make your life easier by scripting out the

extended events you want to place on your servers.
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Implementing Extended
Events via SQL Scripts

To make extended events work, you need to set up a session. Chapter 6, “What Is
Extended Events?’, covered the parts and pieces that comprise a session. Chapter 7,
“Implementing Extended Events via the GUI,” covered how to set up a session in the
GUL. In this chapter, you will learn how to set up an extended event session with SQL
scripts.

Caution Just because you can audit everything, doesn’t mean that you should. If
you audit everything and anything, you will have a hard time weeding through it all,
and you could cause performance issues on your system.

Scripting Existing Extended Events

An easy way for you to learn how to script extended events is to script out existing ones.
You can right-click on the session created in Chapter 7, “Implementing Extended Events
via the GUI,” choose Script Session as, then CREATE To, and then New Query Editor
Window as shown in Figure 8-1.
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= @ Extended Events
= w1 Sessions
» ' AlwaysOn_health
» @ system_health
» ' telemetry_xevents

® Tﬁr Start Session
» @ Maintenang]  StopSesion
@ SQL Sewer Watch Live Data
& Database V| "o
. A Export Session... .
B DIStrlpUted Script Sessionas  » |ﬁrAé?E:’r:fro » [T New Query Editor Window
o« Integration S¢ oo | oRoPTe  » =
22 SQL SeNer p Reports » I @ Clipboard
» 1 XFvent Profilé  ~...

Figure 8-1. Scripting out existing extended event session

This will bring a script version of your extended event into a tab in SSMS. How to
create the scripts will be covered in this chapter, so you will have a better understanding
of how you can create, modify, and delete extended event sessions via script.

Setting Up an Extended Event

Listing 8-1 shows how to create an audit specification via script.

Listing 8-1. Creating an extended event

CREATE EVENT SESSION [audit sa] ON SERVER
ADD EVENT sqlserver.rpc_completed(
ACTION(sqlserver.client app name,
sqlserver.client _hostname,
sqlserver.database name,
sqlserver.server instance name,
sqlserver.server principal name,
sqlserver.sql text)
WHERE ([sqglserver].[server principal name]=N'sa')),
ADD EVENT sqlserver.sql batch completed(
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ACTION(sqlserver.client app name,
sqlserver.client _hostname,
sqlserver.database name,
sqlserver.server instance name,
sqlserver.server principal name,
sqlserver.sql text)

WHERE ([sqlserver].[server principal name]=N'sa'))
ADD TARGET packageo.event file(
SET filename=N'e:\audits\audit sa',
max_file size=(10),
max_rollover files=(5))
WITH (STARTUP_STATE=ON);

ALTER EVENT SESSION [audit sa] ON SERVER
STATE=START;

Let’s look at each of the pieces of the script in Listing 8-1:
o Extended event name
CREATE EVENT SESSION [audit sa] ON SERVER

I tend to name it something descriptive with audit at the front, so I
know what it’s auditing, if possible.

¢ Auditing events
ADD EVENT sqlserver.rpc completed
ADD EVENT sqlserver.sql batch completed

You can add many different types of events here. These are the two I
use for auditing. There is a longer description of these in Chapter 6,
“What Is Extended Events?”

o Auditing event actions (global fields)

ACTION(sqlserver.client app name,sqlserver.client
hostname,sqlserver.database name,sqlserver.server instance
name,sqlserver.server principal name,sqlserver.sql text)
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You can add many different types of actions here. These are the actions I
use for auditing events. There is a longer description of these in Chapter
6, “What Is Extended Events?” Each event needs actions associated with
it to ensure you see the information you need. You can leave off these
actions, but then you are left with default fields for your events, which
may or may not be useful to you.

o Filtering events
WHERE ([sqlserver].[server principal name]=N'sa'))

Filtering is a very important part of auditing. You will want to filter
your auditing data before it’s written to a file; otherwise, you can

get overloaded by too much auditing data. I tend to filter on a user
or a database. You need to be careful auditing an entire database. I
usually only do this if I'm trying to determine if the database is being
used at all, so there will most likely be very little audit data.

¢ Writing events out to disk

filename=N'e:\audits\audit sa',max _file size=(10) ,max_
rollover files=(5))

There are many different options for writing your event data out from
your extended event. These are covered in more detail in Chapter 6,
“What Is Extended Events?” This script is writing events out to disk.
This will write to e:\audits\audit_sa with a max file size of 10 MB and 5
rollover files. This means you will get a total of 50 MB of storage for your
events. Here are some suggestions for file storage:

e Don’t store the files on the C drive or other drives SQL Server is
using for data and log files.

o Set the maximum file size to something small like 10 MB and
enable file rollover of 5-10 files. If you set large file sizes with
many rollover files, they will be next to impossible to query.

Caution If you have large files and many rollover files, they can get gigantic and
be next to impossible to query.
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e Advanced options
WITH (STARTUP STATE=ON);

There are more options you can set in advanced options, but I prefer
to not change any of those settings. Changing these settings can
cause performance issues on your database server. The advanced
options are covered in more detail in Chapter 6, “What Is Extended
Events?” The only advanced option I set is STARTUP_STATE=ON,
which means the extended event will start again after any restart of
SQL Server.

o Starting your extended event session

ALTER EVENT SESSION [audit sa] ON SERVER
STATE=START;

When an extended event session is stopped, it doesn’t collect any
data. This is why I always start it after creating it.

Querying System Tables and Views

You can query a system view to see what events and actions are available to use. Listing
8-2 shows these queries.

Listing 8-2. Querying system tables to list extended events available events
and actions

SELECT name, description
FROM sys.dm xe objects
WHERE object type ='Event'
ORDER BY name

SELECT name, description
FROM sys.dm xe objects
WHERE object type ='Action'
ORDER BY name
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sys.dm_xe_objects, with a filter on ‘Event, will list the events you can use in your
extended event session. A cross-section of the query results from Listing 8-2 are shown
in Figure 8-2. There over 1800 events available in SQL Server 2019. The number of events
available to you depends on your version of SQL Server.

FH Results a‘i Messages

name description
1 | adaptive_join_query ' Occurs when a query using at least one adaptive j...
2 adaptive_join_skipped Adaptive join is not possible in some scenarios.
3 add_file_in_database Occurs when a file is being added to the database ...
4 add_new_file_operation_error Error during AddFileRedo
5 add_xact_outcome XEvent used to indicate that transaction outcome i...
6 additional_memory_grant Occurs when a query tries to get more memory gra...
7 adr_cleanup_test_deallocated_pages For ADR cleanup test to record the deallocated pa...
8 adr_sweep_aborted_transactions_snapshot_done The ADR sweep has snapshotted the list of aborte...
9 adr_sweep_for_skip_pages_started The ADR sweep for skipped pages in ADR started.
10 ae_deferred_databases_add XEvent used to indicate that database is added to ...
11 ae_deferred_databases_remove XEvent used to indicate that database is removed f...
12 after_changestatetx_event Fires after transaction changes state.

|13 after_natively_compiled_proc_entry_removal_on... Fired after the procedure cache entry is flushed wh...

Figure 8-2. Extended events listing of events

sys.dm_xe_objects, with a filter on ‘Event, will list the actions you can use in your
extended event session. A cross-section of the query results from Listing 8-2 are shown
in Figure 8-3. There 68 actions available in SQL Server 2019. The number of actions
available to you depends on your version of SQL Server.
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BB Resuts i Messages
. name description
1 attach_activity_id Attach an activity ID to an event
2 attach_activity_id_xfer Attach an activity ID transfer to an event
3 callstack Collect the current call stack
4 client_app_name Collect client application name
5 client_connection_id Collects the optional identifier provided at connectio...
6 client_hostname Collect client hostname
7 client_pid Collect client process ID
8 collect_cpu_cycle_time Collect the current CPU's cycle count
9 collect_current_thread_id Collect the current Windows thread ID
10 collect_system_time Collect the current system time with 100 microsecon...
11 compile_plan_guid Collect compiled plan guid. Use this to uniquely iden...
12 context_info Collect the same value as the CONTEXT_INFO() fun...

Figure 8-3. Extended events listing of actions

You can also query system views to see the settings of your extended events sessions.
This can make it easier to see the settings without having to go in via the GUI prompts.

Listing 8-3 gives you the query to get a listing of the extended events and some of
their settings. There are more columns included in sys.server_event_sessions, but they
are advanced settings that I recommend you never change.

Listing 8-3. Querying system table to list extended events

SELECT event_session_id, name, startup state
FROM sys.server_event_sessions;

Figure 8-4 shows you the results from the sys.server_event_sessions query. You may
have a different list of extended events depending on your version of SQL Server.

EH Resuts ¥ Messages
event_session_id name startup_state
1 |65536 | system_health 1
2 65537 AlwaysOn_health 0
3 70044 telemetry_xe\ants 1
4 70049 audit_sa 1

Figure 8-4. Extended events listing
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Once you get the event_session_id for the audit_sa extended event from the query
in Listing 8-3, you can place it into the WHERE clause in the queries in Listings 8-4, 8-5,
and 8-6.

Listing 8-4. Querying system tables to list extended events details

SELECT es.name AS ExtendedEventName,
se.name AS EventName,
sa.name AS GlobalFieldName,
se.predicate AS Filter
FROM sys.server_event_session_events se
INNER JOIN sys.server event sessions es
ON se.event session id = es.event session id
INNER JOIN sys.server event session_actions sa
ON sa.event session id = es.event session id
AND sa.event id = se.event id
WHERE es.event session id = 70049;

Listing 8-4 returns the results for the extended event session’s settings configured
events, global fields, and filters. Figure 8-5 shows you what the query in Listing 8-4

returns.
BB Resuts ¥ Messages
ExtendedEventName EventName GlobalFieldName Filter

1 Eaudit_sa | rpc_completed client_app_name ([sqlserver].[server_principal_name]=N'sa")
2 audit_sa rpc_completed client_hostname {[sqlser%r]_[server _principal_name]=N'sa')
3 audit_sa rpc_completed database_name ([sqlserver].[server_principal_name]=N'sa')
4 audit_sa rpc_completed server_instance_name  ([sqlserver]. [server_principal_name]=N'sa')
9 audit_sa rpc_completed server_principal_name ([sqlserver].[server_principal_name]=N'sa')
6 audit_sa rpc_completed sql_text ([sglserver].[server_principal_name]=N'sa")
7 audit_sa sql_batch_completed client_app_name ([sqlserver].[server_principal_name]=N'sa')
8 audit_sa sql_batch_completed client_hostname ([sqlserver].[server_principal_name]=N'sa')
9 audit_sa sql_batch_completed database_name ([sglserver].[server_principal_name]=N'sa')
10 audit_sa sql_batch_completed server_instance_name ([sqlserver].[server_principal_name]=N'sa')
mn audit_sa sql_batch_completed server_principal_name ([sqlserver].[server_principal_name]=N'sa')
12 audit_sa sql_batch_completed sql_text ([sqlserver].[server_principal_name]=N'sa')

Figure 8-5. Extended events details about events and their global fields and filters
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Figure 8-5 shows you that the extended event named audit_sa has two events
associated with it. Those events each have six global fields associated with them. Also,
each event has a filter to only capture events if the event action was done by the sa user.

Listing 8-5 shows you how to query the target for the extended event.

Listing 8-5. Querying system tables to list extended event target

SELECT es.name AS ExtendedEventName,

st.name AS TargetlLocation
FROM sys.server event session_targets st
INNER JOIN sys.server event sessions es
ON st.event session id = es.event session id
WHERE es.event session_id = 70049;

Figure 8-6 shows you what the query in Listing 8-5 returns.

R Results Eii Messages
ExtendedEventName TargetLocation

1 audit_sa - event_file

Figure 8-6. Extended events target

Figure 8-6 shows you that the extended event named audit_sa has a target location of
event_file.

Listing 8-6 shows you how to query additional settings for the extended event like
filename and max file size.

Listing 8-6. Querying system tables to list extended events settings

SELECT es.name AS ExtendedEventName,
sf.name AS SettingName,
sf.value AS SettingValue
FROM sys.server event session fields sf
INNER JOIN sys.server event sessions es
ON sf.event session id = es.event session id
WHERE es.event session_id = 70049;
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Figure 8-7 shows you what the query in Listing 8-4 returns.
FH Resuts ¥ Messages
ExtendedEventName SettingName  SettingValue

1 audit_sa i filename e\audits\audit_sa

2 audit_sa max_file_size 10

Figure 8-7. Extended events additional settings

Figure 8-7 shows you that the extended event named audit_sa has two settings in the
system views. filename shows where the file is stored. max_file_size shows it’s set to 10 MB.

Tip To get a description of all the columns in the extended event system views,
visit https://docs.microsoft.com/en-us/sql/relational-databases/
extended-events/xevents-references-system-objects?view=sql-
server-verl5#system-catalog-views

Extended Event Files

Ifyou chose the file destination for your extended event, the .xel file is placed on disk
after you enable the extended event as shown in Figure 8-8. This is where the event data

will live.

This PC > apps (E) > audits

o~

A Name Date modified Type Size
[-jj audit_sa_0_132937560460800000.xel 4/6/2022 4:07 PM Microsoft SQL Ser... 11KB

Figure 8-8. Extended event files on disk

As the data collects, this file is going to grow to the size specified in the extended
event. Then it'll create another file up to the number of files specified in the
configuration. Once the last file is full, it will delete the oldest file and create another new
file. You will need to know how fast your files fill up so you won’t miss collecting the data
from them before they are deleted.
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Querying Extended Event Data

You can query your extended event session with a SQL Server system function, sys.
fn_xe_file_target_read_file. This will give you a lot of different information about your
extended event and its associated metadata. Listing 8-7 gives you a query to get the most
relevant columns of the audit returned for the last hour. There are a lot more fields in
the XML, but they would need to be parsed similarly as how I've parsed the fields out in
Listing 8-7.

Listing 8-7. Query extended event session

SELECT n.value('(@timestamp)[1]', 'datetime') as timestamp,
n.value('(action[@name="sql text"]/value)[1]', 'nvarchar(max)")
as [sqll,
n.value('(action[@name="client hostname"]/value)[1]",
'nvarchar(50)"') as [client hostname],
n.value('(action[@name="server principal name"]/value)[1]",
"nvarchar(50)') as [user],
n.value('(action[@name="database name"]/value)[1]", 'nvarchar(50)")
as [database name],
n.value('(action[@name="client app name"]/value)[1]",
'nvarchar(50)"') as [client _app name]
FROM (SELECT CAST(event data as XML) as event data
FROM sys.fn xe file target read file('e:\audits\audit sa*.xel', NULL, NULL,
NULL)) ed
CROSS APPLY ed.event data.nodes('event') as q(n)
WHERE n.value('(@timestamp)[1]', 'datetime’)
>= DATEADD(HOUR, -1, GETDATE())
ORDER BY timestamp DESC;

Figure 8-9 shows you a cross-section of the results from the query in Listing 8-6.
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T Pests | g Messages
timestamp _ sql chient_| user _name client_app_name

1 | 2022-04-14 21:06:50.500 ] " Seript for SelectTopNRows comm...  DESKTOP-13 sa MagicWandServices  Microsoft SQL Server Management Studio - Query
2 2022-04-14 21:06:50 367 SELECT @@SPID; DESKTOP-15 sa MagicWand! i M ft SQL Server M Studio - Query
3 2022-04-14 21:06:50.250 DECLARE @edition sysneme; SET @e... DESKTOP-15 sa MagicWandServices  Microsoft SOL Server Management Studio - Query
4 2022-04-14 21:06:50.220  select @@spid; select SERVERPROPE... DESKTOP-15 sa MagicWandServices  Microsoft SOL Server Management Studio - Query
5 2022-04-14 21:06:50.220 SET ROWCOUNT 0 SET TEXTSIZE 21 DESKTOP-15 sa MagicWandServices Microsoft SQL Server Management Studio - Query
[} 2022-04-14 21:06:49.647 declare @HkeylLocal nvarchar(13 DESKTOP-15 sa MagicWandSerices  Microsoft SQOL Server Management Studio

7 2022-04-14 21:06:49.610 select SERVERPROPERTY(N'servema, DESKTOP-15 s8 MagicWandServices  Microsoft SOL Server Management Studio

3 2022-04-14 21:06:49.607 (@ _msparam_0 nvarchar{4000).@_ms. DESKTOP-15 sa MagicWandServices Microsoft SQL Server Management Studio

9 2022-04-14 21:06:49.570  use [MagicWandServices] DESKTOP-15 sa MagicWandServices  Microsoft SQL Server Management Studio

10 2022-04-14 21:06:47.857  (@_msparam_0 nvarchar(4000),@ _ms... DESKTOP-15 sa MagicWandServices  Microsoft SOL Server Management Studio

11 2022-04-14 21:06:47.800  use [MagicWandServices] DESKTOP-15 sa MagicWandServices Microsoft SOL Server Management Studio

12 2022-04-14 21:06:47.797 DECLARE @edition sysname; SET @e... DESKTOP-15 sa master Microsoft SOL Server Management Studio

13 2022-04-14 21:06:47.797 SET LOCK_TIMEQUT 10000 DESKTOP-15 sa master Microsoft SOL Server Management Studio

Figure 8-9. Extended event query results

Tip Find out more about sys.fn_xe_file_target_read_file by visiting
https://docs.microsoft.com/en-us/sql/relational-databases/
system-functions/sys-fn-xe-file-target-read-file-transact-
sql?view=sql-server-ver15s

There may be nothing listed because nothing auditable happened yet. There may be
a lot of auditing data because there’s a bunch of stuff happening in the background that
you didn’t realize was happening. SQL Server has a lot of internal processes that may be
collected by your extended event. It’s important to filter as much out in the session setup
as possible to avoid excessive amounts of event data.

Note Extended event data is stored in UTC time zone.

Modifying Extended Events

Once an extended event is created, you can alter it to changing its settings. You can
modify an extended event when it’s started or stopped. Listing 8-8 shows you how to
modify your extended event session to add an event.
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Listing 8-8. Modifying an extended event

ALTER EVENT SESSION [audit sa] ON SERVER
ADD EVENT sqlserver.sql transaction(
ACTION(
sqlserver.client_app_name,
sqlserver.client_hostname,
sqlserver.database name,
sqlserver.server instance_name,
sqlserver.server principal name,
sqlserver.sql text)
WHERE ([sqlserver].[server principal name]=N'sa'));

Note Unlike SQL Server Audit, you can modify an extended event while it’s
started.

You can’t change these items after creation:
e Session name
e Template

o Start immediately after creation (since you aren’t creating, but
modifying)
e Advanced settings

If you need to change any of these items, you will have to delete and recreate your
extended event.

Tip For more information on altering an extended event, visit https://docs.
microsoft.com/en-us/sql/t-sql/statements/alter-event-session-
transact-sql?view=sql-server-veri15s
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Stopping and Starting Extended Events

You can stop an extended event by executing the query in Listing 8-9. Once it’s stopped,
itwon'’t collect any event data.

Listing 8-9. Stopping an extended event

ALTER EVENT SESSION [audit sa]
ON SERVER STATE = STOP;

You can start an extended event by executing the query in Listing 8-10.

Listing 8-10. Starting an extended event

ALTER EVENT SESSION [audit sa]
ON SERVER STATE = START;

Note Unlike SQL Server Audit, you can stop an extended event even if it’s
auditing events.

Deleting Extended Events

To delete an extended event, you can execute the query shown in Listing 8-11.

Listing 8-11. Deleting an extended event
DROP EVENT SESSION [audit sa] ON SERVER;

When you delete the extended event, the files remain on disk. I deleted the extended
event and thought the files were gone, too. No, the files are still there. This is in case you
need them later for auditing purposes. You must go manually delete them.

In the next chapter, you will learn how to track configuration changes from the SQL
Server Log. This will be particularly useful to you if you are using SQL Server Audit to
audit changes. SQL Server Audit isn’t good at capturing configuration changes made, so
collecting them from the SQL Server Log can help you track these changes.
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Tracking SQL Server
Configuration Changes

This chapter will outline the ways you can view configuration changes in SQL Server. You
will want and need to capture these changes since they can have a large impact on your
database server.

Configuration changes can include enabling SQL Agent or Database Mail. They
can also include things like changing max and min memory. There are a lot of different
configuration settings. Most server configuration options are available via SSMS. Some of
you can only access with sp_configure.

Tip To see a list of configuration options, visit https://docs.microsoft.
com/en-us/sql/database-engine/configure-windows/server-
configuration-options-sql-server?view=sql-server-
veri5#configuration-options-table

Configuration Changes History in SSMS

To see the configuration changes history in SSMS, right-click on the server connection.
Then navigate to Reports » Standard Reports » Configuration Changes History as
shown in Figure 9-1.
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Connect...
Disconnect

@ = Security Register...

w = Server Ob .Neruery

= = Replicatio Activity Monitor

= = PolyBase |  sut

o= Always Or > y
@ Managem(  resume

@ @ Integration]  Retet

® & SQL Serve :::::s ’
w [ XEvent Pr =

Performance Dashboard
Server Dashboard
Configuration Changes History

Schema Changes History
Scheduler Health

Memory Consumption
Activity - All Blocking Transactions
Activity - All Cursors

Activity - Top Cursors

Activity - All Sessions

Activity - Top Sessions

Activity - Dormant Sessions

Start PowerShell
Azure Data Studic  »

Reports » Standard Reports » Activity - Top Connections

Refresh Custom Reports... Top Transactions by Age

Properties Top Transactions by Blocked Transactions Count
Tam Teameamtinas bus | msle Cavnd

Figure 9-1. Configuration Changes History navigation

Once the Configuration Changes History Report opens, you will see any recent
changes. The screenshot in 9-2 shows you this report. It’s important to note that you
may not see ten days of history as I have in my report. This will depend on how much is
written to the default trace and how fast those files roll over. The default trace is enabled
by default in SQL Server. It collects a log of activity including configuration changes. I
don’t recommend querying it, though, because this feature will be removed in a future
version of SQL Server, per Microsoft.

Configu._168FKIR -~ [

¢ &
Confiquration Changes History SQL Server
on| 5BFKLR at 4/24/2022 11:35:30 AM

This report provides a history of all sp_configure and Trace Flag changes recorded by the Default Trace.

Configuration Changes History (Since 4/14/2022 3:30:01 PM).
Shows changes in server configuration and flags.

[Configuration Option OidValue _ [New Value _[Time [User
max server memory (MB) 5666 5667 4/24/2022 11:28:49 AM ISBFKLRjbran
max server memory (MB) 5748 5666 4/14/2022 330:01PM sa

Figure 9-2. Configuration Changes History report
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Figure 9-2 shows that max server memory (MB) was changed to 5666 by sa. It also
shows it was changed to 5667 by another user. This report is useful to have a quick look
at recent changes, but it’s not a great way to track changes in the long term.

Querying Gonfiguration Changes in the SQL
Server Logs

You can also see configuration changes in the SQL Server Log. To access this log, right-
click SQL Server Logs under Management. Then choose View » SQL Server Log as

shown in Figure 9-3.

1@ Management
= & Policy Management
= ' Data Collection
= & Resource Governor
= @ Extended Events
= = Maintenance Plans

SR SQL Server Loas
Configure N A4-AA-

BCumen o P S

B AI'C h |V| Reports » SQL Server and Windows Log
B Archiv{ et 1022 12:(

Figure 9-3. SQL Server Log navigation

Figure 9-4 shows the log with the last memory configuration change. The availability
of this information depends on how long it takes your log to fill up and how many log

files you are keeping.
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{E] Log File Viewer - , - a ple
Selectlogs [Z Load Log il Export [Z]Refresh 7 Filter.. & Search.. [ Stop [jHelp
= [1SQL Server r =
[ACument - 42472022 11:44:00 Ay || 09 fle gummary: No fiter appled
[)Archive #1- 4/22/2022 12:16:00 pIf| D¢ ¥ Source Message 2

D Archive #2 - 4/18/2022 12:00:00 AN [l 4/24/2022 11:28:49AM  spid53 E Configuration option max server memory (MB)' changed from 5666 to 5667. Run
[DArchive #3-4/15/20225:38:00 PM||  [F] 4/24/2022 11:28:36 AM  spid57  Using ‘pstar i’ version 2019.150.2000'to execute extended stored procedure
[DArchive #4 - 4/14/2022 6:03:00 PM [ 4/24/202211:28:36 AM  spid57  Attempting to load library pstar dil'into memory. This is an informational message
[Archive #5-1/22/2022 1.0000AM|| =] 4/24/2022 11:2835AM  spid54  Using Ypsqbot i version "2019.150.2000'to execute extended stored procedu

el s
. DQLMS e DRV R 4262022112835 A st Atemotingto load oy 5osalbot i o memary. This s annfomational messz ¥

< >
@ [JDatabase Mai -
& [JWindows NT Selected row details:
Date 4/24/2022 11:28:49 AM

Log SQL Server (Cument - 4/24/2022 11:44:00 AM)
< > [%tum spid53
Status
Last Refrech:
4/24/2022 12:04:48 PM

Message
Configuration option ‘max server memory (MB)' changed from 5666 to 5667, Run the RECONFIGURE statement to install.

Fiter: None

Y View filer seltings
Progress

@ Done (106 records).

Figure 9-4. SQL Server Log showing configuration change

There is also a way to query the log with a SQL script. Use the query in Listing 9-1 to
query the log for configuration changes. The comments included with the query help
you to understand what each value means.

Listing 9-1. Querying the log for configuration changes

USE master;

EXEC sys.xp_readerrorlog

0, --0 = current log file, 1 = archive file #1, etc

1, --1 or NULL = error log, 2 = SQL Agent log
N'Configuration option', --String you want to find

NULL, --String you can set to further refine results

NULL, --Start time

NULL, --End time

N'asc'; --orders results asc = ascending, desc = descending
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Figure 9-5 shows the query results from Listing 9-1. I made an additional
configuration change. This way, you can see that configuration changes come through
with “Configuration option” at the beginning of the Text.

B Resuts [l Messages
LogDPtg . Processinfo  Text
1 i 2022-04-24 11:28:49.730 , spid53 Configuration option 'max server memory (MB)' changed from 5866 to 5667. Run the RECONFIGURE statement to install.

2 2022-04-24 12:28:19.780  spid56 Conifi ion option ‘user co: * changed from 0 to 100. Run the RECONFIGURE statement to install.

9

Figure 9-5. SQL Server Log query results

This query will only get one log file at a time. There is a way to loop through them,
but a better way to capture them is with SQL Server Audit.

Using SQL Server Audit to Capture
Configuration Changes

To understand how to set up SQL Server Audit, please read Chapter 4, “Implementing
SQL Server Audit via the GUI” This will show you how to create an audit that the
database audit will use in this section.

To audit configuration changes, you will need to audit the stored procedure, sp_
configure. This stored procedure is in the master database. When you use SSMS GUI
to make changes, this stored procedure gets called. You can also call it yourself from a
query window.

To audit sp_configure, you need to set up a database audit on master. To do this,
right-click Database Audit Specifications under Security in the master database as
shown in Figure 9-6.
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= @ master
= = Tables
= = Views
Synonyms
Programmability
Service Broker
= = Storage
Security
= = Users
= = Roles
= 1 Schemas
» 11 Asymmetric Keys
Certificates
= = Symmetric Keys
) 11 Always Encrypted Keys

B B @

S Database Audit Spaaiastass

Mew Database Audit Specification...

» = Security Policies |

Filter

Figure 9-6. Menu for database audit specification in the master database

This will bring up a dialog box, and you need to fill out the options as shown in

Figure 9-7.
i Create Database Audit Specification - o b4
) Ready
Select a page LT Script ~ | @ Help
F Generdl
Name: [Databaserut
Buda: Fusdt Specification |
Actions:
i_ Fudt Action Type Object Oass Object Schema Object Name: Principal Name
Connection |»1 |execute ~ |oBJecT |@_corfigwe .| publc
¥ SBFKLRbran] | ¥l

Miew conneclion propesties

‘Cancel  Help

Figure 9-7. Set up database audit specification in the master database
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Note

I've associated this database audit specification with the audit that

also has my server audit specification. That server audit specification captures
changes to permissions and objects on SQL Server. This is covered in Chapter 4,
“Implementing SQL Server Audit via the GUI.” By associating the sp_configure
database audit with the audit that has my server audit, | can ensure | capture all
the server changes in one audit.

To configure the database audit specification in master, you will need these pieces:

Name - DatabaseAuditSpecification_spconfigure. I like to name this
specific to what I'm auditing.

Audit - You need to associate it with your audit. There is a drop-down
with your audit listed. You need this association because this is where
your audit data will live. This audit setup is covered in Chapter 4,
“Implementing SQL Server Audit via the GUI.”

Audit Action Type - Chapter 3, “What Is SQL Server Audit?’, has a
section on Database Audit Action Groups to help you determine what
each action audits. In this case, we are only using EXECUTE. This
audits who executes a stored procedure or executes on an entire
schema or database.

Object Class - Here you will choose OBJECT. There are other options
covered in more detail in Chapter 4, “Implementing SQL Server Audit
via the GUI” Choose OBJECT to see queries using a specific table,
view, stored procedure, or function.

Object Schema - Required for OBJECT class, in this case, sys.

Object Name - Required for OBJECT, SCHEMA, and DATABASE
classes. In this case, sp_configure.

Principal Name - Required for OBJECT, SCHEMA, and DATABASE
classes. Use public if you want to audit everyone. If you want to
audit multiple users, you need one line for each user. I'm using
public here because I want to capture anytime anyone makes a
configuration change.
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Note All audits are disabled when created. Make sure to enable it, so it collects
audit data.

You can also set up the database audit specification with a script, as shown in
Listing 9-2. This was covered in Chapter 5, “Implement SQL Server Audit via SQL
Scripts.”

Listing 9-2. Creating a database audit specification with SQL script

USE [master];

CREATE DATABASE AUDIT SPECIFICATION [DatabaseAuditSpecification
spconfigure]

FOR SERVER AUDIT [AuditSpecification]

ADD (EXECUTE ON OBJECT::[sys].[sp_configure] BY [public])

WITH (STATE = ON);

There is a way to query the audit via the GUI, which was covered in Chapter 4,
“Implementing SQL Server Audit via the GUI” Instead, let’s query the audit data with
a SQL script. This was covered in Chapter 5, “Implementing SQL Server Audit via SQL
Scripts.” First, make a configuration change, and then execute the script in Listing 9-3.

Listing 9-3. Querying the audit with a SQL script

USE master;

SELECT DISTINCT
event time,
aa.name as audit_action,
statement,
succeeded,
database _name,
server_instance_name,
schema_name,
session_server principal name,
server_principal name,
object_Name,
file name,
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client ip,
application_name,
host_name,
file_name
FROM sys.fn get audit file ('E:\audits\*.sqlaudit',default,default) af
INNER JOIN sys.dm audit actions aa
ON aa.action_id = af.action_id
WHERE event time > DATEADD(HOUR, -4, GETDATE())
ORDER BY event time DESC;

Figure 9-8 shows you the results of the query in Listing 9-3. Make sure you make
a configuration change. The database audit won’t pick up changes from before it was
created. Even if you make a change via the SSMS GUI, it will still use sp_configure, so it

shows up that way in the audit.

BE Resuls i Messages
event time  audit_action statement succeeded database_name
1 E 2022-04-24 19:03:51.3038436 | EXECUTE EXEC sys.sp_configure N'max server memory (MB)', N'5688' 1 master

Figure 9-8. Set up database audit specification in the master database

In the next chapter, you will learn about the additional SQL Server auditing options
like Common Criteria compliance, C2 audit trace, change data capture, successful/failed
logins, and DDL triggers.
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Additional SQL Server
Auditing and Tracking
Methods

In this chapter, you will learn about additional SQL Server auditing options. I don’t use
most of these very much, if at all. They can cause performance issues or create so much
data you can’t weed through it all. I want to show you these options to help you make an
informed decision on whether to use them at all. Depending on your use cases, they may
prove valuable when used with caution.

Common Criteria Compliance

If you don’t have an auditor requiring you to turn this on, leave it off. It can be
very impactful to server performance. Even if an auditor thinks you need it, have a
conversation with them. Explain the implications of turning it.
I'will only briefly mention C2 audit mode here because C2 will be removed in a
future version of SQL Server. Microsoft says to use Common Criteria compliance.
Common Criteria compliance was developed by the European Union. It’'s an
internationally recognized set of guidelines for security. The SQL Server functionality is
only available in Enterprise and Datacenter editions.
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With Common Criteria compliance

e Memory allocation is overwritten with a known pattern of bits
before being reallocated to a new resource. This can cause slow
performance.

e Login auditing is enabled. The login statistics can be viewed by
querying the sys.dm_exec_sessions view.

o Table-level DENY takes precedence over a column-level GRANT.

To enable Common Criteria compliance, right-click the server connection and
choose Properties as shown in Figure 10-1.

3 Connect... g

Disconnect
2w Databa A
Register...
2 .
Syste R —
[= <
= @ Mas Activity Monitor
® o T Start
@ 1 Vi Stop
_ S Pause
- Resume
ol P Restart
® S Policies 3
® 81 Facets
- S Start PowerShell
Azure Data Studie  »
Reports »
® | )
: Refresh
! Properties

- C Oy

Figure 10-1. Opening server properties

Once the properties dialog box opens, click the Security page. Then check the Enable

Common Criteria compliance box as shown in Figure 10-2.
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B Server Properties - SBFKLR = O X
ERESAE | T somt v @ Hebp
& Memory |
: Server authentication
# Connections O Windows Authentication mode
& Database Settings
£ Advanced @ SQL Server and Windows Authentication mode
& Pemissions
Login audting
O None
@ Failed logins only
(O Successful logins only
(O Both failed and successful logins
Server proxy account
Connection [[] Enable server proxy account
ma: _\....-,\.\\..:
SBFKLR T
Coannedtinn®
SBFKLR\jbran Options -
¢¥ View connection properties [ Enable Common Criteria compliance
[ Enable C2 audt tracing
[] Cross database ownership chaining
Progress |
Ready N
Cows

Figure 10-2. Checking Enable Common Criteria compliance box

When you click OK on the dialog box, you will receive a pop-up message warning

you that you need to restart SQL Server as shown in Figure 10-3.
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Microsoft SQL Server Management Studio X

'/0\' Some of your configuration changes will not take effect until SQL Server is restarted.
A Y 4

{3 Copy message III

T I = T

=

Figure 10-3. Pop-up warning that some configuration changes won't take effect
until SQL Server is restarted

Once you restart the SQL Server service, Common Criteria compliance will be
enabled.

Change Tracking

Change tracking is a lightweight method to track DML changes. This is typically used

by applications to query database changes. Change tracking has been optimized to
minimize performance impacts, but there is overhead, so be careful implementing

this, especially on tables with a lot of changes. Also, when the cleanup of change
tracking occurs, it can cause locking and blocking. In other words, think carefully before
enabling this.

Before you can use change tracking, you need to enable it at the database level as
shown in Figure 10-4. You can access this dialog box by right-clicking on the database
and choosing Properties. The Retention Period, Retention Period Units, and Auto
Cleanup options are left as is with the default values.
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@ Database Properties - Auditin X
y N

|Selecta page 5 e ' ;
& General o © Hep

K Files [

& Filegroups 9514 1

5 Op‘hons @=L =

S Change Tracking v Change Tracking _
% Pemissions True ™
& Extended Properties Retention Period 2

S Mimoring Retention Period Units Days

& Transaction Log Shipping Auto Cleanup True

& Query Store
EConnedim '

Server

5BFKLR
Connection:
5BFKLR\jbran

¢F View connection properties

' Change Tracking
Ready Indicates whether change tracking is enabled for the database.
[ok ]| cancel

Figure 10-4. Enabling change tracking at the database level
You can also enable change tracking with a SQL script as shown in Listing 10-1.

Listing 10-1. Enabling change tracking at the database level

USE [master];

ALTER DATABASE [YourDBName] SET CHANGE_TRACKING = ON
(CHANGE_RETENTION = 2 DAYS, AUTO CLEANUP = ON);
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Note Microsoft advises that any database with change tracking enabled should

be in snapshot isolation level. This ensures change tracking is consistent. Be
careful changing isolation levels because it can have unintended consequences.

Once change tracking is enabled at the database level, you must enable it for each

table you want to track. Figure 10-5 shows you how to enable it. You can access this
dialog box by right-clicking on the table and choosing Properties.

HH Table Properties - AuditData

X
N
ST T st - @1
& Pemissions
J Change Tracking @z A =1
ﬁ s‘mge == Z 1 | =] :

& Secuiity Predicates v Change Tracking =
& Extended Propetties True [v
Track Columns Updated False

Connection
Server:
SBFKLR
Connection:
SBFKLR\jbran
9? View connection properties
Progress -
Change Tracking |
Ready Indicates whether the table is enabled for change tracking. If the table is enabled, information about
changes to table data will be stored and can be used to detemine which rows have been changed.

Figure 10-5. Enabling change tracking at the table level
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Note You need a primary key on any table you want to use change tracking on.

You can also enable change tracking with a SQL script as shown in Listing 10-2,
making sure to change the database and table name to match what you want to use.

Listing 10-2. Enabling change tracking at the table level via script

USE [YourDBName];
ALTER TABLE [dbo].[YourTableName] ENABLE CHANGE TRACKING
WITH (TRACK COLUMNS UPDATED = OFF);

Note Track Columns Updated uses additional storage. It’s disabled by default for
this reason.

To view the change tracking data, execute the query in Listing 10-3.

Listing 10-3. Querying change tracking data

USE YourDBName;

SELECT CT.SYS_CHANGE VERSION,
CT.SYS_CHANGE OPERATION, EM.*
FROM CHANGETABLE

(CHANGES [AuditData],0) as CT

LEFT JOIN [dbo].[AuditData] EM

ON CT.ID = EM.ID

ORDER BY SYS CHANGE_ VERSION;

Listing 10-3 returns results of the changes to the table with change tracking enabled.
Those results are shown in Figure 10-6. Your results will vary.

BH Resuts 8 Messages

SYS_CHANGE_VERSION SYS_CHANGE_OPERATION id eventtime sql
1 I_2 ___________________________________j | 1 2022-04-29 00:00:00.000 select * from testing where col=1;
2 4 D NULL NULL NULL

Figure 10-6. Change tracking query results
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Figure 10-6 shows one row was inserted as noted by SYS_CHANGE_OPERATION =1.
It also shows that one row was deleted as noted by SYS_CHANGE_OPERATION =D.

Tip  For more information on change tracking, visit https://docs.
microsoft.com/en-us/sql/relational-databases/track-changes/
work-with-change-tracking-sql-server?view=sql-server-veris

Change tracking doesn’t allow you to see how many times it’s changed or the values
of each change. If you need to know the exact changes made and how often they were
made, then you need to use change data capture.

Tip For a comparison of change tracking and change data capture, visit
https://docs.microsoft.com/en-us/sql/relational-databases/
track-changes/track-data-changes-sql-server?view=sql-server-
veris#feature-differences-between-change-data-capture-and-
change-tracking

Change Data Capture

Change data capture (CDC) uses the SQL Server Agent to track DML changes made to

a table. This allows you to see the changes made to data, the details of which are in a
format that is easily consumed. This can be particularly useful to extract, transform, and
load (ETL) applications or processes.

CDC has been optimized to minimize performance impacts, but there is overhead,
so be careful implementing this, especially on tables with a lot of changes. In other
words, think carefully before turning this on. It will also take up storage in the database,
so you need to track storage usage carefully.

To determine if you have CDC enabled on a database, execute the query in Listing 10-4.

Listing 10-4. Determining if CDC is enabled

SELECT name, is cdc_enabled
FROM sys.databases;
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If it’s enabled, you will see is_cdc_enabled = 1; if not, it will be 0.

Note CDC requires exclusive use of the cdc schema and user because they are
used as part of the CDC processes. CDC also requires use of the SQL Agent, so
make sure that service is running and the agent is enabled and started.

To enable CDC, execute the query in Listing 10-5, making sure to use the database
name you want to enable CDC on.

Listing 10-5. Enabling CDC at the database level

USE YourDBName;
EXEC sys.sp_cdc_enable_db;

After you enable CDC on the database, you can enable it on a table with the query in
Listing 10-6.

Listing 10-6. Enabling CDC at the table level

USE [YourDBName];

EXEC sys.sp_cdc_enable table
N'dbo",
@source_name N'YourTableName',
@role name = NULL,
@filegroup_name = NULL,

@source_schema

@supports net changes = 0;

To determine if you have CDC enabled on a table, execute the query in Listing 10-7.

Listing 10-7. Determining if CDC is enabled on any tables

USE YourDBName;

SELECT name, is tracked by cdc
FROM sys.tables

WHERE is tracked by cdc = 1;

If it’s enabled, you will see is_cdc_enabled = 1; if not, it will be 0.
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Tip To understand the options in Listing 10-6, visit https://docs.
microsoft.com/en-us/sql/relational-databases/track-changes/
enable-and-disable-change-data-capture-sql-server?view=sql-
server-verl5S#enable-for-a-table
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Once you enable CDC on a table, you see a few things associated with it:

System tables in YourDBName

cdc.captured_columns - Returns one row for each column
tracked in a capture instance

cdc.change_tables - Returns one row for each change table in
the database

cdc.dbo_YourTableName_CT - Returns one row for each change
made to a captured column in the associated source table

cdc.ddl_history - Returns one row for each data definition
language (DDL) change made to tables that are enabled for
change data capture

cdc.index_columns - Returns one row for each index column

associated with a change table

cdc.lsn_time_mapping - Returns one row for each transaction
having rows in a change table. This table is used to map between
log sequence number (LSN) commit values and the time the
transaction was committed

System table stored in MSDB

dbo.cdc_jobs - Returns the configuration parameters for change
data capture agent jobs
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o Two agent jobs to capture and clean up CDC data

¢ cdc.YourDBName_capture - Executes the stored procedure
sp_MScdc_capture_job, which captures the CDC data

e cdc.YourDBName_cleanup - Executes the stored procedure
sp_MScdc_cleanup_job, which starts by extracting the configured
retention and threshold values for the cleanup job from msdb.
dbo.cdc_jobs

Tip To find out more about the CDC agent jobs, visit https://docs.
microsoft.com/en-us/sql/relational-databases/track-
changes/administer-and-monitor-change-data-capture-sql-
server?view=sql-server-veris

To find out more about the CDC system tables, visit https://docs.microsoft.
com/en-us/sql/relational-databases/system-tables/change-data-
capture-tables-transact-sql?view=sql-server-ver1s

To see the changes CDC tracks, Microsoft recommends you query the cdc.fn_cdc_
get_all_changes function instead of the system tables as shown in Listing 10-8.

Listing 10-8. Querying CDC data

USE YourDBName;
DECLARE @from lsn binary(10), @to lsn binary(10);
SET @from_lsn = sys.fn_cdc_get min 1sn('dbo YourTableName');
SET @to lsn = sys.fn_cdc_get max_1lsn();
SELECT *
FROM cdc.fn_cdc_get all changes dbo AuditData
(@from 1lsn, @to 1lsn, N'all');

Note SQL Agent needs to be enabled and started for CDC to capture data.

Your results will vary based on what changes happened on your table. Figure 10-7
shows you what the results could look like.

171


https://docs.microsoft.com/en-us/sql/relational-databases/track-changes/administer-and-monitor-change-data-capture-sql-server?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/track-changes/administer-and-monitor-change-data-capture-sql-server?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/track-changes/administer-and-monitor-change-data-capture-sql-server?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/track-changes/administer-and-monitor-change-data-capture-sql-server?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-tables/change-data-capture-tables-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-tables/change-data-capture-tables-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-tables/change-data-capture-tables-transact-sql?view=sql-server-ver15

CHAPTER 10  ADDITIONAL SQL SERVER AUDITING AND TRACKING METHODS

BE Remts G Messages

__Sstart_lsn

___Ssequal

__Soperation

id

eventlime

o __Supdate_mask sq
1 [ 0x00000026000005€30003 | 0x00000026000005E30002 4 0x04 2 2022-04-29 00:00:00.000 exec sp_codel;
2 0x00000026000005E50003 0x00000026000005E50002 4 004 2 2022-04-29 00:00:00.000 exec sp_code2:
3 0x00000026000006200003 0x00000026000006200002 4 0x04 2 2022-04-29 00:00:00.000 exec sp_codel;
4 0x000000280000062B0005 0x000000280000062B0002 1 0x07 2 2022-04-29 00:00:00.000 exec sp_codel;
5  0x00000026000006D60003 0x00000026000006D60002 2 0x07 3 2022-04-29 00:00:00.000 select coll from suditdata;

Figure 10-7. CDC query results

The __$operation column values are
e 1-Delete.
o 2 -Insert.

e 3 - Update. This will return the old value. It only works when the
row filter option 'all update old' is specified. To set this, you need to
specify N'all update old’ instead of N'all' in Listing 10-8.

e 4 -Update, but only includes the column values after the update.

Tip To get more information on cdc.fn_cdc_get_all_changes, visit https://
docs.microsoft.com/en-us/sql/relational-databases/system-
functions/cdc-fn-cdc-get-all-changes-capture-instance-
transact-sql?view=sql-server-veris

Temporal Tables

This built-in database feature allows you to see data stored in the table at any point in
time. It’s a system-versioned table that keeps a full history of data changes. The validity
of each row is managed by the system, which is the database engine. The versioning

is implemented as a pair of tables, current and history. Each of these tables has two
datetime2 type columns to define the period of validity for each row. They are called the
PERIOD columns. The current table contains the current value for each row. The history
table contains each previous value for each row and the start time and end time for
which it was valid.
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Creating a Temporal Table

To create a temporal table with a default history table, use the script in Listing 10-9.

Listing 10-9. Creating a temporal table with a default history table

CREATE TABLE dbo.AuditChangesTemporal
(
AuditID INT NOT NULL PRIMARY KEY CLUSTERED IDENTITY(1,1),
[event time] [datetime2](7) NOT NULL,
[statement] [nvarchar](4000) NULL,
ValidFrom DATETIME2 GENERATED ALWAYS AS ROW START NOT NULL,
ValidTo DATETIME2 GENERATED ALWAYS AS ROW END NOT NULL,
PERIOD FOR SYSTEM TIME (ValidFrom, ValidTo)
)
WITH (SYSTEM VERSIONING = ON (HISTORY TABLE = dbo.
AuditChangesTemporalHistory));

The script in Listing 10-9 will create a temporal table, and the history table is
accessible from under the table, as shown in Figure 10-8.

e dbo.AuditChanesTemporal (System-Versioned)

= @ dbo.AuditChangesTemporalHistory (History)
= w1 Columns
Constraints
= v Indexes
Statistics
= = Columns
= = Keys
= = Constraints
= = Triggers
= v Indexes
= = Statistics

Figure 10-8. Temporal table with its history table
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Modifying Data in a Temporal Table

If you don’t hide the PERIOD columns, ValidTo and ValidFrom, you will need to account
for them when modifying data. You can do this by specifying only the columns you want
to INSERT into as shown in Listing 10-10. This will set default values for ValidTo and
ValidFrom for you.

Listing 10-10. Inserting into a temporal table

INSERT INTO Auditing.dbo.AuditChangesTemporal

(event_time, statement)

SELECT DATEADD(mi, DATEPART(TZ, SYSDATETIMEOFFSET()), event time) as event_
time, statement

FROM sys.fn get audit file ('e:\sqlaudit\*.sqlaudit',default,default) af
WHERE DATEADD(mi, DATEPART(TZ, SYSDATETIMEOFFSET()), event time) >
DATEADD(HOUR, -4, GETDATE());

If you do hide the PERIOD columns, ValidTo and ValidFrom, you won’t need to
account for them when modifying data. In other words, you can INSERT without having
to specify columns.

Note There are more rules around modifying data in temporal tables, such as for
UPDATE and DELETE. For more information on modifying data in a temporal table,
visit https://docs.microsoft.com/en-us/sql/relational-databases/
tables/modifying-data-in-a-system-versioned-temporal-
table?view=sql-server-ver16
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Querying a Temporal Table

When you want the current data in a temporal table, you can query it the same way as
any other table as shown in Figure 10-9.

1 =ISELECT TOP (18) [AuditID

s [ValidTo]
6 | FROM [Auditing].[dbo). [AuditChangesTemporal]

W% -
B Resuts i Memsages
AuditlD  evenl_time statemeant ValidFrom ValidTo

1 [ | 2022-06-27 06:53:13.3801035  SELECT target_data FROM sys.dm_xe_sess. . 2022-06-27 16:52:53.6200015 9999-12-31 23:59:59 9999999
2 2 2022-06-27 06:53:13.5049125  SELECT target_data FROM sys.dm_xe_sess.. 2022-06-27 16:52:53.9290015 9999-12-31 23.59:59,9999999
3 3 2022-06-27 06:53:13.5049125  SELECT target_data FROM sys.dm_xe_sess... 2022-06-27 16:52.53.9290015 9999-12-31 23.59.59.9999999
4 4 2022-06-27 06:53:13.5205459  if not exists (select * from sys.dm_xe_sessionswhe.. 2022-06-27 16:5253.9290015 9999-12-31 23:59:59.9999999
5 5 2022-06-27 06:58:13 5385240  SELECT target_data FROM sys dm_xe_sess.. 2022-06-27 16:5253.9290015 9999-12-31 23:59:59 9999999
6 & 2022-06-27 06:58:13.6633008  SELECT large!_data FROM sys.dm_xe_sess.. 2022-06-27 16:5253.9290015 9999-12-31 23.59:59.9999999
7 7 2022-06-27 06:58:13.6633008  SELECT target_data FROM sys.dm_xe_sess_ 2022-06-27 16:5253.9290015 9999-12-31 23:59:59 9999999
s 8 2022-06-27 06:58:13 6789293 if not exists (select * from sys.dm_xe_sessionswhe. . 2022-06-27 16:52:53 6200015 9999-12-31 23.59:59 9999999
a 8 2022-08-27 07.03:13. 6970748  SELECT target_data FROM sys.dm_xe_sess.. 2022-08-27 16:52.53.9290015 9999-12-31 23.59.59.9999999
10 10 2022-06-27 07:03:13.8218441  SELECT target_data FROM sys.dm_xe_sess.. 2022-06-27 16:52:53.9290015 9999-12-31 23:59:59.9999999

Figure 10-9. Querying current data in temporal table

If you want to query historical data, you will need to specify FOR SYSTEM TIME AS
OF, as shown in Listing 10-11.

Listing 10-11. Inserting into a temporal table

SELECT TOP (10) *
FROM [Auditing].[dbo].[AuditChangesTemporal]
FOR SYSTEM TIME AS OF '2022-06-01 T10:00:00.7230011";

Nothing may return from that table based on whether there is actually something in
the historical data for that SYSTEM_TIME.

Note For more information about temporal tables, visit https://docs.
microsoft.com/en-us/sql/relational-databases/tables/getting-
started-with-system-versioned-temporal-tables?view=sql-
server-verie
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Successful and Failed Logins

One way to audit successful and/or failed logins is by enabling the login auditing in
SSMS, which will write to the SQL Server Log. You can enable this in SSMS by right-
clicking on the server connection and choosing properties. Then click on the Security
page, as shown in Figure 10-10.

B Server Properties - SBFKLR I} =
Selectapage i _
[ Script ~ Hel

& General g © e
& Memory '
K Processors -
5 Secuity Server authentication
# Connections (O Windows Authentication mode
& Database Settings
& Advanced @ SQL Server and Windows Authentication mode
& Pemissions

Login audting

O None

(@ Failed logins only
(O Successful logins only
(O Both failed and successful logins

Figure 10-10. Login auditing configuration

Only failed logins are being captured on this server. If you change this setting, you
will need to restart SQL Server. Figure 10-11 shows you what a failed login message will
look like in the log.

{ED Log File Viewer - . - O
Select logs [r Load Log il Export [E] Refresh T Filter .. & Search ... [] Stop [[yHelp

21% SaL Server|

[ACument - 4/30/2022 11:13:00 Ay || Lo9 file summany: No fiter applied

DlAvchive #1- 4202021200001 D2 ¥ Source  Message
[Darchive #2- 4/24/2022 3:18:00 PM||_ .El 4/30/2022215:13PM | Legon  Login faled for user 'sa’. Reason: Passwoed did not match that for the login provided. [CLIENT: docal machine>]

D#vechive #3-4/22/2022 121600PY| [] 4/30/202221513PM  Logon  Enror: 18456, Severty: 14, Sate: &.

Figure 10-11. Failed login in the SQL Server Log

You can also query the log if you want to extract records from it, which was covered
in Chapter 9, “Tracking SQL Server Configuration Changes.” The log isn’t the best way to
track logins, though. A better way to track successful and failed logins is with either SQL
Server Audit or extended events.
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SQL Server Audit for Successful and Failed Login Auditing

SQL Server Audit, covered in more detail in Chapter 3, “What Is SQL Server Audit?’,
through Chapter 5, “Implementing SQL Server Audit via SQL Scripts,” allows you to audit
successful and failed logins. You will need an audit to store the audit data and a server
audit specification to collect the login information. The server audit specification is
shown in Listing 10-12.

Listing 10-12. Server audit specification to capture successful and failed logins

USE [master];

CREATE SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
FOR SERVER AUDIT [AuditSpecification]

ADD (FAILED LOGIN GROUP),

ADD (SUCCESSFUL_LOGIN GROUP)

WITH (STATE = ON);

You can query your audit with the query in Listing 10-13.

Listing 10-13. Query to see audit results

USE master;
SELECT
event_time,
aa.name as audit_action,
server_instance name,
server_principal name,
client ip,
application_name,
host_name
FROM sys.fn get audit file ('E:\audits\*.sqlaudit',default,default) af
INNER JOIN sys.dm audit actions aa
ON aa.action_id = af.action_id
WHERE event time > DATEADD(HOUR, -4, GETDATE())
ORDER BY event time DESC;

After having some logins fail and succeed, your audit results will look something like
Figure 10-12.
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event_time

[ 2022-04-30 20:27:20 2082677
2022-04-30 20:25:09.8797507
2022-04-30 20:25:09.8328778
2022-04-30 20:25:09.7859974
2022-04-30 20:25:09.6298013
2022-04-30 20:25:09.5985548
2022-04-30 20:25:09.5673040
2022-04-30 20:25:09.5204294
2022-04-30 20:25:07.9580501
2022-04-30 20:25:07.6141504
2022-04-30 20:25:00.8175054
2022-04-30 20:25:00.7554300
2022-04-30 20:25:00.7397843
2022-04-30 202425 114136/

oudit_action

| LOGIN FAILED
2022-04-30 20:25:09.9578812

LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
LOGIN SUCCEEDED
I OGIN SUICCFEDFD

server_instance_name  server_principal_name

5BFKLR
SBFKLR
SBFKLR
5BFKLR
5ﬂFKLR
SBFKLR
SBFKLR
5BFKLR
SBFKLR
SBFKLR
5BFKLR
5BFKLR
SBFKLR
SBFKLR
SRFKI R

sa
SBFKLR\jbran
5BFKLR\jbran
5BFKLR\jbran
5BFKLR\jbran
5BFKLRjbran
SBFKLR\jbran
SBFKLR\jbran
SBFKLR\jbran
SBFKLR\jbran
5BFKLR\jbran

NT SERVICE\SQLSERVERAGENT

NT SERVICE\SQLSERVERAGENT

NT SERVICE\SQLSERVERAGENT

NT SFRVICFSOI TFI FMFTRY

client_ip

local machine
local machine
local machine
local machine
local machine
local machine
local machine
local machine
local machine
local machine
local machine
local mechine
local machine
local machine

Ineal machine

Figure 10-12. SQL Server Audit successful and failed login results

application_name
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
Microsoft SQL Serv
SQlLAgent - Job Ma
SQLAgent - TSQL .
SQLAgent - Job Ma
K01 ServerCFIP

You will see information about where the login came from such as client_ip and

hostname only in more recent versions of SQL Server. Determining where a login came

from is an important part of auditing, though. If you are on a SQL Server version older

than 2016 SP1, you may want to consider using extended events instead.

Extended Events for Successful and Failed Login Auditing

Extended events, covered in more detail in Chapter 6, “What Is Extended Events?’,

through Chapter 8, “Implementing Extended Events via SQL Scripts,” allows you to audit

successful and failed logins, as well. The good thing about extended events is that no

matter what version of SQL Server you are on, you can get the client hostname.

event as shown in Listing 10-14.

You will need to create a session that uses the login event and the error_reported

Listing 10-14. Create an extended event to capture successful and failed logins

CREATE EVENT SESSION [AuditLogins] ON SERVER
ADD EVENT sqlserver.error reported(
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WHERE ((([severity]=(14))

AND ([error number]=(18456)))
AND ([state]>(1)))),



CHAPTER 10  ADDITIONAL SQL SERVER AUDITING AND TRACKING METHODS

ADD EVENT sqlserver.login(
ACTION(sqlserver.client app_name,
sqlserver.client_hostname,
sqlserver.server principal name))
ADD TARGET packageo.event file(
SET filename=N'E:\audits\AuditLogins.xel",
max_file size=(10),
max_rollover files=(10))
WITH (STARTUP_STATE=ON);
ALTER EVENT SESSION [AuditLogins] ON SERVER
STATE=START;

After having some logins fail and succeed, you can execute the query in Listing 10-15

to query your extended event.

Listing 10-15. Query your extended event

SELECT n.value('(@timestamp)[1]', 'datetime') as timestamp,
n.value('(@name)[1]", 'nvarchar(15)') as name,
n.value('(action[@name="client hostname"]/value)[1]",
"nvarchar(50)') as [client hostname],
n.value('(action[@name="server principal name"]/value)[1]",
"nvarchar(50)') as [user],
n.value('(action[@name="client app name"]/value)[1]',
"nvarchar(50)") as [client app_name],
n.value('(data[@name="message"]/value)[1]"', 'nvarchar(50)') as
[message]

FROM (SELECT CAST(event data as XML) as event data

FROM sys.fn_xe file target read file('e:\audits\AuditlLogins*.xel', NULL,

NULL, NULL)) ed

CROSS APPLY ed.event data.nodes('event') as q(n)

WHERE n.value('(@timestamp)[1]', 'datetime') >= DATEADD(HOUR, -1,

GETDATE())

ORDER BY timestamp DESC;
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The query in Listing 10-15 will produce results like the results in Figure 10-13. Note

that the error_reported events, which are failed logins, don’t have a user, but do have

amessage. The login events do have a user, but no message because there is no error

message with successful logins.

7

8

9

10
1
12
13
14
15
16

B Resuts 1 Messages

timestamp

2022-04-30 22:30:34 813
2022-04-30 22:30:34.810
2022-04-30 22:30:34.807
2022-04-30 22:30:34.790
2022-04-30 22:30:34 740
2022-04-30 22:30:30.090
2022-04-30 22:30.00.960
2022-04-30 22:30:00.933
2022-04-30 22:30:00.923

name

login
login
login
login
login
error_reported
login
legin
login

client_hostname

DESKTOP-15BFKLR
DESKTOP-15BFKLR
DESKTOP-158FKLR
DESKTOP-15BFKLR
DESKTOP-158FKLR
DESKTOP-15B8FKLR
DESKTOP-158FKLR
DESKTOP-15BFKLR
DESKTOP-158FKLR
DESKTOP-15BFKLR

Figure 10-13. Audlit results

DDL Triggers

DDL triggers can be used to prevent changes, have something occur in response to a

user

888888

NULL

NT SERVICE'S...
NT SERVICE'S...
NT SERVICE'S...

client_app_name

Microsoft SQL Server Management Studio
Microsoft SQL Server Management Studio
Microsoft SQL Server Management Studio
Microsoft SQL Server Management Studio
Microsoft SOL Server Management Studio
Microsoft SQL Server Management Studio
Microsoft SQL Server Management Studio
SQLAgent - Job Manager

SQLAgent - TSAL JobStep (Job 0xCEC...
S5QLAgent - Job Manager

message
NULL
MNULL
NULL
MNULL
NULL
NULL
Login failed for user 'sa’. Re.
MNULL
NULL
MNULL

change, and record changes. You can do this at the server level or the database level.

Triggers are much more useful for preventing changes or having something occur in

response to a change. They are less useful for recording changes. I recommend using

SQL Server Audit or extended events for those changes.

Tip To learn more about DDL triggers, visit https://docs.microsoft.com/
en-us/sql/relational-databases/triggers/ddl-triggers?
view=sql-server-ver15

In the next chapter, I will show you how to centralize your SQL Server audits and

extended events data. This will make it much easier to query and report on because it’s

in one central location.
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CHAPTER 11

Centralizing Audit Data

An important part of auditing is being able to easily query and report on multiple
servers’ audit data. In this chapter, you will learn how to centralize audit data with SQL
Server Agent and linked servers. You will also learn how to set up audits on multiple
servers with a registered servers list.

To centralize audit data, you will need these items:

o Centralized audit database - This is used to store the auditing data
from all the audited servers.

e Auditing user on the central server - This user will be used on the
linked server to connect back to the central server.

¢ Linked server on audited servers - This links to the centralized
server that has the audit database.

e SQL Server Agent audit collection job on audited servers - This
will send the audit data via the linked server to the centralized audit
database.

e SQL Server Agent job to clean up audit data on the centralized
audit database - This ensures you set a retention policy and
enforce it.

Setting Up Audits on Multiple Servers

Setting up audits on multiple servers is easy with a registered servers list. Figure 11-1
shows you an example of a registered servers list.

183
© Josephine Bush 2022

J. Bush, Practical Database Auditing for Microsoft SQL Server and Azure SQL,
https://doi.org/10.1007/978-1-4842-8634-0_11


https://doi.org/10.1007/978-1-4842-8634-0_11

CHAPTER 11 CENTRALIZING AUDIT DATA

Registered Servers - 1 x
o @&
= @ Database Engine
= « Local Server Groups
ol 51/cos|
e sql1
© sql2 ks

Figure 11-1. Registered servers list

Once you have the list set up, you can right-click on the folder that has all the servers
you want to audit, and choose New Query as shown in Figure 11-2.

Registered Servers - 9
CIER N
= @ Database Engine

= = Local Server Groups

® sqli NewQuey

Abinet Conlaras

Figure 11-2. Registered servers list New Query

Ilike to keep all my audit data on the same drive letter across all the servers I'm
auditing. Make sure you don’t put audit files on the C drive. I don’t recommend putting
audit files on data drives or log drives either. We have an E drive for applications where I
work. That’s a great place for audit files to go.

Once the registered servers list query window is open, you will need to check the
drives you have available on your servers as shown in Listing 11-1.

Listing 11-1. Check disk

DECLARE @drives TABLE
(driveletter VARCHAR(1), size INT);

INSERT INTO @drives
EXEC MASTER..xp_fixeddrives;

SELECT * FROM @drives
WHERE driveletter = 'E';
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You will see something like the results in Figure 11-3. You may not have an E drive. In
that case, you might want to consider adding a small drive for your audit files.

EH Resuts i Messages

Server Name driveletter size
1 sq2 = E 12546
2 sqll E 10195

Figure 11-3. Drive space on registered servers

The query results from Listing 11-1 does not show you how much disk space is
free. You won't be using a lot of space, up to 200 MB, if you follow the instructions in
Chapter 5, “Implementing SQL Server Audit via SQL Scripts.” I recommended creating
a folder on your drive for your audit files to live in. You will need to create this folder
manually. If you want to automate this, you may be able to use PowerShell for this.

Once you have the drive folders in place, you can add the audit components with
your registered server list query, as shown in Listing 11-2. This script will dynamically
name your audit with the string _servername where server name will be the actual name
of the server.

Listing 11-2. Setting up an audit on all your servers
USE [master];

DECLARE @statement NVARCHAR(max);
DECLARE @servername VARCHAR(50);
SET @servername = @@servername;

SELECT @statement = '
CREATE SERVER AUDIT [Audit '+@servername+']

TO FILE

( FILEPATH = N''E:\sqlaudit\""
,MAXSIZE = 50 MB
,MAX_ROLLOVER FILES = 4
,RESERVE_DISK_SPACE = OFF

)
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WITH

( QUEUE_DELAY = 1000
,ON_FAILURE = CONTINUE

)

ALTER SERVER AUDIT [Audit '+@servername+'] WITH (STATE = ON);';
EXEC sp _executesql @statement;

Figure 11-4 shows what the audit name may look like. It depends on what your server

is named.

= = Security
@ = Logins
= = Server Roles
= = Credentials
= = Cryptographic Providers
e = Audits

P Audit_ DESKTOP

Figure 11-4. Audit setup on server with script

Next, you will need to set up the server audit specification on all your servers
using the script in Listing 11-3. This script will dynamically name your server audit
specification with the string _servername.

Listing 11-3. Setup server audit specification on all your servers
USE [master];

DECLARE @statement NVARCHAR(max)
DECLARE @servername VARCHAR(50)

SET @servername = @@servername

SELECT @statement = 'CREATE SERVER AUDIT SPECIFICATION
[ServerAuditSpecification '+@servername+']

FOR SERVER AUDIT [Audit '+@servername+']

ADD (DATABASE_CHANGE_GROUP),

ADD (AUDIT CHANGE GROUP),

ADD (APPLICATION ROLE CHANGE PASSWORD GROUP),

ADD (DATABASE_OBJECT CHANGE_GROUP),
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ADD (DATABASE_OWNERSHIP_ CHANGE_GROUP),

ADD (DATABASE_PERMISSION CHANGE GROUP),

ADD (DATABASE PRINCIPAL_ CHANGE GROUP),

ADD (DATABASE ROLE_MEMBER_CHANGE GROUP),

ADD (LOGIN CHANGE_PASSWORD GROUP),

ADD (SCHEMA OBJECT CHANGE_GROUP),

ADD (SCHEMA OBJECT OWNERSHIP CHANGE_GROUP),
ADD (SCHEMA OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER_OBJECT CHANGE_GROUP),

ADD (SERVER OBJECT OWNERSHIP CHANGE_GROUP),
ADD (SERVER_OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER OPERATION GROUP),

ADD (SERVER PERMISSION CHANGE GROUP),

ADD (SERVER_PRINCIPAL_CHANGE_GROUP),

ADD (SERVER ROLE_MEMBER CHANGE_GROUP),

ADD (SERVER STATE_CHANGE_GROUP),

ADD (USER_CHANGE_PASSWORD GROUP)

WITH (STATE = ON);'

exec sp_executesql @statement;

Figure 11-5 shows what the server audit specification name may look like. It depends
on what your server is named.

= = Security
= = Logins
Server Roles
Credentials
Cryptographic Providers
Audits
Server Audit Specifications

F:]ServerAuditSpecification_ DESKTOP,

Figure 11-5. Server audit specification setup on server with script

You don’t have to name the audit with _servername. This is how I've chosen to do it.
You can name them differently, if you want, but I like to name them this way to tell them
apart when querying system tables across multiple servers.
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Creating a Centralized Audit Database and User

On the server you choose as your centralized audit database server, you need to set up
an auditing database as shown in Listing 11-4.

Listing 11-4. Setting up auditing database
CREATE DATABASE [Auditing];

Next, you will need to set up a table to hold your auditing data as shown in
Listing 11-5.

Listing 11-5. Setting up the auditing table

USE [Auditing];
CREATE TABLE [dbo].[AuditChanges](
[event time] [datetime2](7) NOT NULL,
[statement] [nvarchar](4000) NULL,
[server instance name] [nvarchar](128) NULL,
[database name] [nvarchar](128) NULL,
[schema_name] [nvarchar](128) NULL,
[session_server principal name] [nvarchar](128) NULL,
[server principal name] [nvarchar](128) NULL,
[object Name] [nvarchar](128) NULL,
[file name] [nvarchar](260) NOT NULL,
[client _ip] [nvarchar](128) NULL,
[application _name] [nvarchar](128) NULL,
[host _name] [nvarchar](128) NULL,
[succeeded] [bit] NULL,
[audit_action] [nvarchar](50) NULL
) ON [PRIMARY];
CREATE CLUSTERED INDEX [CIX EventTime User Server DB] ON [dbo].
[AuditChanges]
(
[event time] ASC
JWITH (PAD_INDEX = OFF, STATISTICS NORECOMPUTE = OFF, SORT IN TEMPDB = OFF,
DROP_EXISTING = OFF, ONLINE = OFF, ALLOW ROW_LOCKS = ON, ALLOW PAGE LOCKS =
ON) ON [PRIMARY];
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Next, you will need an auditing user that has rights to the auditing database as
shown in Listing 11-6. This way, the linked server on your audited servers can access the
auditing database.

Listing 11-6. Setting up auditing user

USE [master];

CREATE LOGIN [sqlauditing] WITH PASSWORD=N'testing1234!",
DEFAULT DATABASE=[master], CHECK EXPIRATION=OFF, CHECK POLICY=ON;
USE [Auditing];

CREATE USER [sqlauditing] FOR LOGIN [sqlauditing];

ALTER ROLE [db_datareader] ADD MEMBER [sqlauditing];

ALTER ROLE [db datawriter] ADD MEMBER [sqlauditing];

Note You will need the server authentication set as SQL Server and Windows
Authentication mode to set up the sqlauditing user in Listing 11-6. For more
information about authentication methods, visit https://docs.microsoft.
com/en-us/sql/relational-databases/security/choose-an-
authentication-mode?view=sql-server-ver16

Make sure to update the password in the script from its default value of ‘testing1234!

Creating a Linked Server

You will need one linked server on each audited server to send the audit data to the
centralized server. Listing 11-7 gives you the script to create this.

Listing 11-7. Setting up a linked server

USE [master];
EXEC master.dbo.sp addlinkedserver @server = N'YourCentralizedAuditServer
Name', @srvproduct=N'SQL Server';

EXEC master.dbo.sp addlinkedsrvlogin @rmtsrvname = N'
YourCentralizedAuditServerName ', @locallogin = NULL , @useself = N'False’,
@rmtuser = N'sqlauditing', @rmtpassword = N'CreateStrongPasswordHere';
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Make sure to update the @server variable to your central server’s name. Also, make
sure to update the @rmtpassword to the password you chose for you sqlauditing user.

SQL Agent Jobs to Collect and Clean Up Audit Data

You will need one SQL Server Agent job on each of the audited servers to send the audit
data via the linked server to the centralized audit database. Listing 11-8 gives you the
script to create this on a SQL Server that is version 2019 or later.

Listing 11-8. SQL Agent job to collect audit data

DECLARE @CentralServerName varchar(100);
DECLARE @AuditFilePath varchar(250);

/* CHANGE ONLY THESE TWO VARIABLES */
SET @CentralServerName = 'yourcentralservername';
SET @AuditFilePath = 'e:\sqlaudit\*.sqlaudit';

/*
DON'T CHANGE ANYTHING BELOW HERE UNLESS YOU ARE ON A SQL SERVER OLDER
THAN 2019

*/

DROP TABLE IF EXISTS #f#itempvariables;
DECLARE @sql varchar(max);
SET @sql = N'INSERT INTO ' + @CentralServerName + '.Auditing.dbo.
AuditChanges
SELECT DATEADD(mi, DATEPART(TZ, SYSDATETIMEOFFSET()), event_ time) as
event time, statement,
server_instance name, database name, schema name, session server
principal name,
server principal name, object Name, file name, client ip,
application_name,
host_name, succeeded, aa.name AS audit action
FROM sys.fn get audit file ('''+@AuditFilePath+''',default,
default) af
INNER JOIN sys.dm audit actions aa
ON aa.action_id = af.action_id
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WHERE DATEADD(mi, DATEPART(TZ, SYSDATETIMEOFFSET()), event time) >
DATEADD(HOUR, -4, GETDATE());';

SELECT @CentralServerName AS servername,
@AuditFilePath as auditfilepath, @sql as stepsql
into ##tempvariables;

USE [msdb]
GO
BEGIN TRANSACTION
DECLARE @ReturnCode INT
SELECT @ReturnCode = 0O
IF NOT EXISTS (SELECT name FROM msdb.dbo.syscategories WHERE
name=N'[Uncategorized (Local)]' AND category class=1)
BEGIN
EXEC @ReturnCode = msdb.dbo.sp add category @class=N'JOB', @type=N'LOCAL',
@name=N"[Uncategorized (Local)]’
IF (@@ERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
END
DECLARE @jobId BINARY(16)
EXEC @ReturnCode = msdb.dbo.sp_add job @job_name=N'Audit Changes
Collection',
@enabled=1,
@notify_level eventlog=0,
@notify level email=0,
@notify level netsend=0,
@notify_level page=0,
@delete level=0,
@description=N'No description available.',
@category name=N'[Uncategorized (Local)]’,
@owner_login _name=N'sa', @job_id = @jobId OUTPUT
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
DECLARE @stepsql varchar(max);
SET @stepsql = (SELECT stepsql from ##tempvariables);
EXEC @ReturnCode = msdb.dbo.sp_add jobstep @job_id=@jobId,
@step_name=N'audit sql server changes’,
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@step id=1,

@cmdexec_success_code=0,

@on_success_action=1,

@on_success _step id=0,

@on _fail action=2,

@on _fail step id=0,

@retry attempts=3,

@retry interval=3,

@os_run_priority=0, @subsystem=N'TSQL',

@command=@stepsql,

@database name=N'master’,

@flags=0
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp update job @job id = @jobId,
@start step id = 1
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp add jobschedule @job id=@jobId,
@name=N"every 4 hours get audit into from sqlaudit files on disk’,

@enabled=1,

@freq_type=4,

@freq_interval=1,

@freq_subday type=8,

@freq_subday interval=4,

@freq_relative_interval=0,

@freq_recurrence_factor=0,

@active start date=20190812,

@active end date=99991231,

@active start time=0,

@active end time=235959,

@schedule uid=N'c68b91ed-4f7f-4fe4-874a-670982cb20ch’
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp add jobserver @job id = @jobId, @server name =
N'(local)’
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
COMMIT TRANSACTION
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GOTO EndSave
QuitWithRollback:
IF (@@TRANCOUNT > 0) ROLLBACK TRANSACTION
EndSave:
GO

Make sure to set your @CentralServerName and @AuditFilePath variables at the top
of the script in Listing 11-8. Don’t change the @sql variable at this point for SQL Server
2019. This job will collect the audit data from one server and send it to the central server
every four hours.

To query the audit data in SQL Server 2017, change the @sql variable and remove
the column host_name because it isn’t available in 2017. To query the audit data in a
SQL Server version before 2017, change the @sql variable and remove the columns
host_name, application_name, and client_ip because they aren’t available in versions
before 2017.

You will also need one SQL Server Agent job to clean up audit data on the centralized
audit database to ensure you only retain as much auditing data as you need, not forever.
I keep it 30 days. You can choose a time frame that suits your needs best. Listing 11-9
gives you the script to create this cleanup agent job.

Listing 11-9. SQL Agent job to clean up audit data

USE [msdb]

Go

BEGIN TRANSACTION

DECLARE @ReturnCode INT

SELECT @ReturnCode = 0

/¥FFR¥% Object: JobCategory [[Uncategorized (Local)]] Script Date:
5/8/2022 1:53:20 PM *¥*¥*x/

IF NOT EXISTS (SELECT name FROM msdb.dbo.syscategories WHERE
name=N'[Uncategorized (Local)]’
BEGIN

EXEC @ReturnCode = msdb.dbo.sp add category @class=N'JOB', @type=N'LOCAL',
@name=N"[Uncategorized (Local)]’

IF (@RERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback

END

DECLARE @jobId BINARY(16)

AND category class=1)
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EXEC @ReturnCode = msdb.dbo.sp_add job @job_name=N'Audit Retention
Cleanup',
@enabled=1,
@notify level eventlog=0,
@notify level email=0,
@notify level netsend=0,
@notify level page=0,
@delete level=0,
@description=N'No description available.’,
@category name=N'[Uncategorized (Local)]',
@owner_login name=N'sa', @job_id = @jobId OUTPUT
IF (@@ERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
[¥¥¥¥%% Opject: Step [only retain 30 days of audit data] Script Date:
5/8/2022 1:53:20 PM ¥¥*x¥k/
EXEC @ReturnCode = msdb.dbo.sp add jobstep @job_id=@jobId, @step_
name=N'only retain 30 days of audit data’,
@step id=1,
@cmdexec_success_code=0,
@on_success_action=1,
@on_success_step id=0,
@on_fail action=2,
@on_fail step id=0,
@retry attempts=0,
@retry_interval=0,
@os_run_priority=0, @subsystem=N'TSQL',
@command=N"'USE [Auditing];
DELETE FROM [dbo].[AuditChanges]
WHERE event time <= getdate()-30;"',
@database name=N'master’,
@flags=0
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp update job @job id = @jobId, @start
step id = 1
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
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EXEC @ReturnCode = msdb.dbo.sp add jobschedule @job_id=@jobId,
@name=N'nightly audit tables retention cleanup’,
@enabled=1,
@freq_type=4,
@freq_interval=1,
@freq_subday type=1,
@freq_subday interval=0,
@freq_relative interval=0,
@freq_recurrence_factor=0,
@active start date=20190903,
@active end date=99991231,
@active start time=230000,
@active_end time=235959,
@schedule uid=N'39b449aa-2c4d-4d05-8a5f-c79598ef52bb’
IF (@@ERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp_add jobserver @job_id = @jobId, @server name =
N'(local)'
IF (@@ERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
COMMIT TRANSACTION
GOTO EndSave
QuitWithRollback:
IF (@@TRANCOUNT > 0) ROLLBACK TRANSACTION
EndSave:
GO

Once you have your audit data centralized, it makes it a lot easier to query and report
on it. In the next chapter, I will show you how you can report on your audit data with SQL
Server Agent jobs and PowerShell.
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Create Reports from Audit
Data

After centralizing your audit data, you may want to query and report on it. This chapter
will show you how you can create and send HTML reports with either SQL Server Agent
or PowerShell.

HTML Reports with SQL Server Agent

Since the goal is to email the HTML report with SQL Server Agent, you will need to
configure database mail first.

Tip  For more information on setting up database mail, visit https://docs.
microsoft.com/en-us/sql/relational-databases/database-mail/
configure-database-mail?view=sql-server-veris

You can check to see if you have database mail already set up by executing the script
in Listing 12-1.

Listing 12-1. Verify any current database mail setup
EXEC msdb.dbo.sysmail help account_sp;

Ifyou already have database mail set up, note the name returned by the query in
Listing 12-1. You will need this to set up the agent job later in this chapter.

If you don’t already have database mail set up, you will need to enable Database Mail
XPs using the script in Listing 12-2. Note that you will need to set show advanced options
to 1 before enabling database mail.
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Listing 12-2. Enabling database mail

USE master

GO

sp_configure 'show advanced options',1
reconfigure

GO

sp_configure 'Database Mail XPs',1
reconfigure

GO

Now that you've enabled database mail, you need to configure it. Listing 12-3 gives
you a script to configure it.

Listing 12-3. Configuring database mail

DECLARE @profilename varchar(30);
DECLARE @emailaddress varchar(100);
DECLARE @displayname varchar(50);
DECLARE @mailserver varchar(50);

/* CHANGE ONLY THESE FOUR VARIABLES */

SET @profilename = 'yourdbmailprofilename';

SET @emailaddress = 'youremail@domain.com';

SET @displayname = 'yourservername SQL Server Alerting';
SET @mailserver = 'smtp.domain.com';

IF NOT EXISTS(SELECT * FROM msdb.dbo.sysmail profile WHERE name =
"yourdbmailprofilename")
BEGIN
EXECUTE msdb.dbo.sysmail add profile sp
@profile name = @profilename,
@description = '';
END

IF NOT EXISTS(SELECT * FROM msdb.dbo.sysmail account
WHERE name = @profilename)
BEGIN
EXECUTE msdb.dbo.sysmail add account_sp
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@account_name = @profilename,
@email address = @emailaddress,
@display name = @displayname,
@replyto_address = @emailaddress,
@description ="'
@mailserver name = @mailserver,
@mailserver type = 'SMTP',
@port = '25",
@username = NULL ,
@password = NULL ,
@use default credentials = 0 ,
@enable ssl = 0;
END

IF NOT EXISTS(SELECT *
FROM msdb.dbo.sysmail profileaccount pa
INNER JOIN msdb.dbo.sysmail profile p
ON pa.profile id = p.profile id
INNER JOIN msdb.dbo.sysmail account a
ON pa.account_id = a.account_id
WHERE p.name = @profilename
AND a.name = @profilename)
BEGIN
EXECUTE msdb.dbo.sysmail add profileaccount_sp
@profile name = @profilename,
@account_name = @profilename,
@sequence number = 1 ;
END

You only need to update the variables at the top of the script in Listing 12-3:

o @profilename - This is what you want your database mail profile to
be named.

¢ @emailaddress - This will be the email address that is both the send

to and send from email.
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o @displayname - This will be the name that is displayed as the from
in the emails you sent with your database mail profile. For example,
instead of seeing user@domain.com as the from, you will see the
@displayname as the from, such as yourservername SQL Server
Alerting (youremail@domain.com).

e @mailserver - You will need to fill this out with your mail server
usually something like stmp.domain.com.

You will use HTML formatting on the job step that will send the daily report. The
entire script for the job is in Listing 12-4.

Listing 12-4. SQL Server Agent job to send daily auditing report

DECLARE @profilename varchar(30);
DECLARE @mailrecipients varchar(100);

/* CHANGE ONLY THESE TWO VARIABLES */

SET @profilename = yourdbmailprofilename'"'";

SET @mailrecipients = '''youremail@domain.com''';
/* DON'T CHANGE ANYTHING BELOW HERE */

DROP TABLE IF EXISTS #i#ftempvariables;
DECLARE @sql varchar(max);
SET @sql = N'IF (select count(event time)
FROM [Auditing].[dbo].[AuditChanges]
WHERE event time > getdate()-1) > 0
BEGIN
DECLARE @tableHTML NVARCHAR(MAX) ;
SET @tableHTML =
N''<style type="text/css">
#box-table
{
font-family: "Lucida Sans Unicode", "Lucida Grande", Sans-Serif;
font-size: 12px;
text-align: left;
border: #aaa;

}
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#box-table th

{

font-size: 13px;
font-weight: normal;
background: #f38630;;
border: 2px solid #aaa;
text-align: left;
color: #039;
cellpadding: 10px;
cellspacing: 10px;

}

#box-table td

{

border-right: 1px solid #aabcfe;
border-left: 1px solid #aabcfe;
border-bottom: 1px solid #aabcfe;
cellpadding: 10px;

cellspacing: 10px;

}

tr:nth-of-type(odd)
{ background-color:#aaa; color: #ccc }

tr:nth-of-type(even)
{ background-color:#ccc; color: #aaa }

</style>"'+

CREATE REPORTS FROM AUDIT DATA

N''<H2>SOQL Server Auditing Findings</H2>'' +

N''<table border="1" id="box-table">'' +

N''<tr><th>Event Time</th><th>Partial Statement</th>'' +
N''<th>Server</th><th>Database</th><th>Schema</th>"'" +
N''<th>User</th><th>Successful</th></tr>"" +

CAST ( (

SELECT td = convert(varchar, [event time], 22), B

td = [audit_action], '''',
td = left([statement], 50), ''""',
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td = [server instance name], '''',

td = [database name], '''",

td = [schema_name], '''',

td = [session_server principal name] '''‘,
td = [succeeded]

FROM [Auditing].[dbo].[AuditChanges]

WHERE event time > getdate()-1

ORDER BY event time ASC

FOR XML PATH(''tr''), TYPE) AS NVARCHAR(MAX) ) +
N''</table>'" ;

EXEC msdb.dbo.sp send dbmail

@recipients="+@mailrecipients+',

@subject = ''Audit Findings - Changes on Production Servers Last 24
Hours'',

@body = @tableHTML,

@profile name = '+@profilename+',

@body format = ''HTML'';

END';

SELECT @sql as stepsql
into ##tempvariables;

USE [msdb]

GO

BEGIN TRANSACTION

DECLARE @ReturnCode INT

SELECT @ReturnCode = 0

IF NOT EXISTS (SELECT name FROM msdb.dbo.syscategories WHERE
name=N'[Uncategorized (Local)]' AND category class=1)

BEGIN

EXEC @ReturnCode = msdb.dbo.sp_add category @class=N'JOB', @type=N'LOCAL',
@name=N'[Uncategorized (Local)]’

IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
END
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DECLARE @jobId BINARY(16)
EXEC @ReturnCode = msdb.dbo.sp add job
@job_name=N'Audit Daily Email of Database Server Changes',
@enabled=1,
@notify level eventlog=0,
@notify level email=2,
@notify level netsend=0,
@notify level page=0,
@delete level=0,
@description=N'No description available.',
@category name=N'[Uncategorized (Local)]’,
@owner_login_name=N'sa’,
@job_id = @jobId OUTPUT
IF (@@ERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
DECLARE @stepsql varchar(max);
SET @stepsql = (SELECT stepsql from ##tempvariables);
EXEC @ReturnCode = msdb.dbo.sp add jobstep
@job_id=@jobld,
@step_name=N'audit findings of changed items on prod servers',
@step id=1,
@cmdexec_success_code=0,
@on_success_action=1,
@on_success_step id=0,
@on_fail action=2,
@on _fail step id=0,
@retry attempts=0,
@retry interval=0,
@os_run_priority=0,
@subsystem=N"TSQL",
@command=@stepsql,
@database name=N'master’,
@flags=0

IF (@@ERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp update job @job id = @jobId, @start
step_ id = 1
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IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp add jobschedule @job id=@jobId,
@name=N"daily 11am auditing findings',
@enabled=1,
@freq_type=4,
@freq_interval=1,
@freq_subday type=1,
@freq_subday interval=0,
@freq_relative_interval=0,
@freq_recurrence_factor=0,
@active start date=20190812,
@active end date=99991231,
@active start time=110000,
@active end time=235959,
@schedule uid=N'8ed67b50-2fa6-4683-a714-9c4518fc1453"
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
EXEC @ReturnCode = msdb.dbo.sp add jobserver @job id = @jobId, @server name =
N'(local)’
IF (@EERROR <> 0 OR @ReturnCode <> 0) GOTO QuitWithRollback
COMMIT TRANSACTION
GOTO EndSave
QuitWithRollback:
IF (@@TRANCOUNT > 0) ROLLBACK TRANSACTION
EndSave:
GO

There are some things you need to be aware of or update in the script in Listing 12-4:

o The SQL statement that is sent in the email will only include the first
50 characters. Otherwise, the HTML formatting doesn’t work right.
The full statement is in the database for reference, if needed.

o Update the variables at the top of the script:

o @profilename - This is what you named your database mail
profile.

o @mailrecipients - This will be who receives this auditing

report email.
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The email will look something like the table in Figure 12-1. Your results will vary
depending on what happens on your database servers.

SQL Server Auditing Findings

JALTER SERVER ROLE

2'3{3'?)!1231\# ALTER sysadmin] ADD MEMBER [Sql1 aster josephine 1
o domain\group]
03/05/21 CREATE LOGIN .
4:08:58 PM ICREATE {domain\group) FROM Sal1 |master osephine 1
03/05/21 TRUNCATE TABLE
2:06:43PM [0 [dbo).[tablename] A | EED D T o
03/05/21
1:27:00 PM DROP DROP DATABASE db 15qi3 imaster sa 1
LTER VIEW
22{375'1]201PM LTER [dbo].[tablename_view] ASisql4 serdb  (dbo notherappuser [1
- SELECT r

Figure 12-1. SQL Server Agent job auditing report example

HTML Reports with PowerShell

If you want to create an HTML file with your audit query results. Instead, you can use
PowerShell. Listing 12-5 gives you an example PowerShell script. This script will capture
all audit data from the last seven days.

Listing 12-5. Using PowerShell to create and send an HTML document via email
# UPDATE THESE VARIABLES TO YOUR VALUES

$OutputFile = "E:\powershell\sqlserverauditfindings.html"
$CentralServerName = "yourcentralserver"

$SendEmailFrom = "youremail@domain.com"

$SendEmailTo = "recipient@domain.com"

$SMTPServer = "smtp.domain.com"

$EmailSubject = "Audit Findings - Changes on SQL Server Production Servers
in Last 7 Days"
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# DON’T CHANGE ANYTHING BELOW

$Header = @"

<style>

TABLE {border-width: 1px; border-style: solid; border-color: black;
border-collapse: collapse;}

TD {border-width: 1px; padding: 3px; border-style: solid; border-
color: black;}

TH {border-width: 1px; padding: 3px; border-style: solid; border-color:
black; text-align: left;}

BODY {width:800px; }

td:nth-child(2) {max-width: 400px;}

</style>

‘e

#iget rid of the file if it somehow still exists from a previous run
if (Test-Path $OutputFile){ Remove-Item -Path $OutputFile -Force}

# make sure query returns at least one row

$querycount = Invoke-Sqlcmd -Query "SELECT count(event time) as count FROM
[Auditing].[dbo].[AuditChanges] a

WHERE event time > getdate()-7" -ServerInstance $CentralServerName

# query audit data if there is at least one row and create an HTML file
if($querycount.count -gt 0) {

#query the last 7 days of audit events and convert to html file
Invoke-Sqlcmd -Query "SELECT convert(varchar, MAX([event time]), 22) as
event _time, [audit action], [succeeded], [statement], [server instance
name], [database name],[schema name],

[session_server principal name]

FROM [Auditing].[dbo].[AuditChanges] a

WHERE event time > getdate()-7

GROUP BY [audit action], [succeeded], [statement], [server instance name],
[database name], [schema name], [session server principal name]

ORDER BY server instance name, database name, schema name, session server
principal name DESC" °

-ServerInstance $CentralServerName | ConvertTo-HTML °
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-Head $Header °

-Property event time,audit action,succeeded,statement,server instance
name,database name,schema _name,session server principal name,name_in ad °
| Out-File $OutputFile -Encoding utf8

# email file

Send-MailMessage -From $SendEmailFrom °
-To $SendEmailTo °
-Subject $EmailSubject °
-Attachments $OutputFile °
-SmtpServer $SMTPServer

# remove html file
Remove-Item -path $OutputFile

}

# no file is created because there weren't any audit rows
else {
Write-Output "nothing happened bc there were zero rows"

}

The only things you need to update in the script in Listing 12-5 are the variables at
the top:

e $OutputFile - Needs to be a path that you have on your server

o $ServerInstance - Needs to point to your central auditing database
server, which is set up in Chapter 11, “Centralizing Audit Data”

o $SendEmailFrom - Set this to the email address you are
sending from

o $SendEmailTo - Set this to the email address you are sending to
o $SMTPServer - Set this to the SMTP server you are using

o $EmailSubject - Whatever you want the subject to be and I've
included the subject I like to use

The HTML file will look like the screenshot in Figure 12-2. Your results will
vary depending on what happens on your database servers. The file will be named
sqlserverauditfindings.html unless you change it in the $OutputFile variable.
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event_time |audit_action |succeeded |statement server_instance_name | database_| hema_name ion_server_principal_name
04/13/22 RECONFIGURE

12:06:32  |ALTER True WITH sqll master anotheruser

PM OVERRIDE

24::::[;2 ALTER Ti kill 174 11 i

P.M ! CONNECTION | TTue i 5q master sa

04/13/22 UPDATE

4:14:12 ALTER True STATISTICS sql2 userdb dbo jbush

PM dbo.sometable

Figure 12-2. PowerShell HTML file example

Sending your audit results via email makes it easy to stay on top of what changes are
happening on your database servers. Here’s the schedule I have for my audit reports:

e SQL Server Agent job schedule - Sends daily email with audit
results and partial SQL statements for the last 24 hours in the body of
the email

o PowerShell schedule - Sends weekly email weekly to our ticketing
system with an HTML attachment that has the audit results and full
SQL statements for the last seven days included

You can schedule the PowerShell script to execute using a SQL Server Agent job.
Figure 12-3 shows you what the PowerShell Agent job step will look like. Make sure to
select the Type of PowerShell.
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=0 Job Step Prnpemes ps audit = a x
‘Selecta page ;
Scrpt ~ Hel
2 G | IT Seii @ Hep
K Advanced
Step name:
[powershel create and email HTML file
Type:
[PowerShel |
Bun as: -
| SQL Server Agent Service Account i
Command: SHeader = @" A
<style>
1 | TABLE {border-width: 1px; border-style: solid: border-color: black: bordercollapse: collapse:}
Open... | |TD {border-width: 1px: padding: 3px: border-style: solid; border-color: black:}
. | TH {border-width: 1px; padding: 3px; border-style: solid; bordercolor: black; text-align: left;}
Select Al BODY {width:800px:}
 [tdnth-chid(2) {max-width: 400px:}
< >
Connection Copy ! @’;Me
Server: Paste b
Hereate to store the file path
DESKTOP-15 SOutputFie = "E-\powershell\sqlserveraudifindings himl”
%%?;?;;15 #get rid of the file ff it somehow still exists from a previous run
# (Test-Path $OutputFile){ Remove-tem -Path $OutputFile -Force}
¢'F View connection propedies
Hmake sure query retums at least one row
Squerycount = Invoke-Sglemd Query "SELECT count(event _t tme]aﬁ eount FROM [Audting] | ldbo
WHFRF avent time > nstdate(-7T" -Serveringtances "NFSKTOP15
< >
Progress
Ready
Pre Mext
OK Cancel
N | |

Figure 12-3. PowerShell Agent job step

Tip To find out more information about creating a PowerShell job step, visit
https://docs.microsoft.com/en-us/sql/powershell/run-windows-
powershell-steps-in-sql-server-agent?view=sql-server-
ver15#PShellJob

In the next chapter, you will learn how to audit SQL Databases in Azure. You will also

learn how to centralize and report on the audit data in Azure.
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CHAPTER 13

Auditing Azure SQL
Databases

This chapter will show you how to audit your Azure SQL Databases. In some ways, it’s
very much like SQL Server auditing, and in other ways, it’s fairly different.

There is a high-level comparison of Azure auditing vs. SQL Server auditing in
Table 13-1.

Table 13-1. SQL Server and Azure SQL auditing comparisons

Cloud solution  SQL Server Audit Extended Events  Auditing differences

SQL Server VM Yes Yes The same as if you are using SQL
Server on premises

Azure SQL No Yes SQL Audit equivalent available in the

Database Azure portal

Read earlier chapters of this book for more guidance on SQL Server Audit and
extended events on a VM.

Auditing Azure SQL Database via the Portal

To audit Azure SQL Database, you will need to navigate to the Azure portal, https://
portal.azure.com. Auditing is built into the portal.

You have the option to audit your databases at the server level or at the database
level. If you enable server-level auditing, it will audit all the databases. If you enable
database-level auditing, it will only audit that one database. Don’t enable it at the server
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level and the database level. This will cause duplicate audit data. I enable it at the server
level because I want to see audit data for all my databases.

Note Auditing is available in pricing tiers.

By default, Azure auditing will capture everything happening on your Azure SQL
databases. This can create a lot of audit data. I will show you how to modify the default
policy. This way, you can specify what you do and don’t want to be audited. First, let’s
take a look at how you enable auditing.

Enabling and Configuring Auditing

Figure 13-1 shows you how to enable auditing at the server level. To access the auditing
page, you will need to navigate to the SQL Server for your databases, and then click
Auditing in the menu on the left side of the page.

_ Microsoft Azure A Search resources, services, and docs (G+/)

Home > jbdb (jbauditing/jbdb) > jbauditing

jbauditing | Auditing

= sQL server
[ © Search (Cmd+/) ‘ « Save X Discard W Feedback
© Networking Azure SQL Auditing
© Microsoft Defender for Cloud Azure SQL Auditing tracks database events and
_ writes them to an audit log in your Azure

© Transparent data encryption Storage account, Log Analytics workspace or

: Event Hub. Learn more about Azure SQL
% Identity .

Auditing &

E: Auditing

Enable Azure SQL Auditing O Q I

Figure 13-1. Enabling server-level auditing in Azure SQL

]
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Once you are on the Auditing page, you will see a radio button. It will be set to off,
and you need to turn it on to enable the auditing as shown in Figure 13-1.

You will see multiple choices for where you can store the audit data as shown in
Figure 13-2.

Audit log destination (choose at least one):

D Storage
[ ] Log Analytics
D Event Hub

Figure 13-2. Audit log destinations for Azure SQL auditing

You can choose one or more of these options to store your audit data. If you store
audit data in multiple locations, you will be charged for that data in multiple locations. I
recommend you pick your favorite one.

You can also audit Microsoft support operations as shown in Figure 13-3.

Auditing of Microsoft support
operations

Auditing of Microsoft support operations tracks
Microsoft support engineers' (DevOps)
operations on your server and writes them to an
audit log in your Azure Storage account, Log
Analytics workspace or Event Hub. Learn more
about Auditing of Microsoft support operations

g
Enable Auditing of Microsoft support operations (O @
Use different audit log destinations (O @ )

Figure 13-3. Auditing Microsoft support operations

You can choose to enable this and store it in the same or a different location than
your other audit data. I tend to enable this and store it in the same location as my audit
data to make it easy to query everything in one place.
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For audit log destination, you have three options:

o Storage - This means a storage account. Your files will be stored in
xel format in a folder structure. For more information, visit https://
docs.microsoft.com/en-us/azure/azure-sql/database/auditing-
overview?view=azuresql#audit-storage-destination

o Log Analytics - This option stores all your audit data in a Log
Analytics workspace where you can query it with Kusto Query
Language (Kusto).

o Event Hub - You need to set up a stream to consume events and
write them to a target. They are stored using JSON formatting. For
more information, visit https://docs.microsoft.com/en-us/azure/
azure-sql/database/auditing-overview?view=azuresql#audit-
event-hub-destination

My favorite is Log Analytics, and at first, it might not seem like the easiest choice
because you have to learn Kusto, but Kusto is easy to learn if you already know SQL. Plus,
it makes it easy to centralize and report on your audit data. This is because you can store
most, if not all, of your audit data in the same Log Analytics workspace.

Before you can choose the audit log destination, you will need to set up a Log
Analytics workspace. In the Azure portal, search for Log Analytics workspace. Create a
workspace, preferably in the region where your Azure SQL database lives. If you have
secondaries, as well, choose the region where most of your primary databases live.

Tip For how to create a Log Analytics workspace, visit https://docs.
microsoft.com/en-us/azure/azure-monitor/logs/quick-create-
workspace

It’s important to set the data retention after creating your Log Analytics workspace.
You can do this by clicking Usage and estimated costs in your workspace and then
clicking Data Retention as shown in Figure 13-4.
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Home > Log Analytics workspaces > dbauditdata

(o, dbauditdata | Usage and estimated costs

Log Analytics workspace

| A2 Search (Cmd+/) ] < Ef Usage details (:> Daily cap <_—) Data Retention D7 Help
¥ Solutions . . S
it Your Log Analytics cost depends on your choice of pricing tier, data
(2 Usage and estimated costs retention and which solutions are used. Here you can see the estimated
monthly cost for each of the available pricing tiers, based on your last 31-
I' Pranartiac davs of lan Analvtics data innested. These cost estimates can he used to

Figure 13-4. Accessing data retention settings

By default, 31 days of retention is included with your pricing plan as shown in
Figure 13-5. You choose to retain your files for up to 730 days for an additional cost. I
leave it on the default of 31 days. I don’t need more audit data than that, and I will also
report on it daily, so I will see it long before 31 days go by.

Data Retention X

31 days of retention is included with your pricing plan. Longer
retention will incur additional charges. Retention can also be
configured individually for specific data types.

Data Retention (Days)
O — 30

Retention for Application Insights data types default to 90 days and
will get the workspace retention if it is over 90 days. To set the
retention on these types to be less than 90 days, set the retention on
each of these data types. Learn more.

Figure 13-5. Data retention settings

Go back to your server auditing options, choose Log Analytics, and then choose your
subscription and workspace, as shown in Figure 13-6.

Log Analytics

Subscription *

| Visual Studio Professional with MSDN v |
Log Analytics *
| dbauditdata(eastus2) v |

Figure 13-6. Choosing a Log Analytics workspace for Azure SQL auditing
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Once you've chosen your Log Analytics workspace, click Save near the top of

the page.

Note Sometimes, the audit data writes into your Log Analytics workspace quite
fast, and other times, I've seen the Kusto query error out for a while. If you see
errors, wait a while or try disabling and reenabling auditing.

If you want to audit only one Azure SQL database, you can enable it at the database

level. Navigate to the database, and choose the Auditing option. This will show you a

page to enable auditing at the database level. It will also show you if the server audit is

already enabled as shown in Figure 13-7.

Home > jbauditing > jbdb (jbauditing/jbdb)

Bz jbdb (jbauditing/jbdb) | Auditing

SQL database

| o Search (Cmd+/)

== AQQ AZUre >earcn

Security

Ey Auditing

&8

Ledger
Data Discovery & Classification
Dynamic Data Masking

Microsoft Defender for Cloud

@ ¢ =& §

Transparent data encryption

Intelligent Performance
©* Performance overview

= Performance recommendations

Save < Discard O View audit logs W Feedback

o If Blob Auditing is enabled on the server,
it will always apply to the database,
regardless of the database settings.

View server settings -5
@ server-level Auditing: Enabled

Azure SQL Auditing

Azure SQL Auditing tracks database events and
writes them to an audit log in your Azure
Storage account, Log Analytics workspace or
Event Hub. Learn more about Azure SQL
Auditing o

Enable Azure SQL Auditing @ @

Figure 13-7. Enable database-level auditing

If the server-level auditing is enabled, don’t enable it at the database level. If you

want to audit something different on the database or store it in a different location, then

you could turn it on at the database level. You may still wind up with duplicate audit

data, though, so use caution with this option.
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There are two ways to see your audit data in your Log Analytics workspace. You can go

into each database and click the Auditing page following the steps in Figure 13-8.

Tip You will need to trigger an event before it can be audited. Since you turned
on the auditing in the last section, it will audit everything happening. You can log
into the SQL database with SSMS or Azure Data Studio, and those events will be

audited.

E: josephinebtest (auditingtest/josephinebtest) | Auditing

SO database
o e

0 1 ek Auditeg 15 erabied on the server, 1

Search (Omd+ /) B sve X oa

& Cornection wtrings

Home & SOL databusrt | jotephrebtot (nabtngtet/irphrebin) | Audtng

Audit records

03 Retrenn

= ‘9 roae

I Properies il abwrys apply £ the database, A ek e 10 lear s et ety Yo ey B ataty g el recors
& regascliess of the databuse settegs
£ Leds
At sorce
View server settings 23 "
Data management b D oo e
— 10 Server-level Auditing: Enabled rewing i o 1o S0t 20 Ay 2022
Pl Adire 500 Home > SOL databates o josephinebtest [auditingtest/ uph'vm 1) | Auditi q Audit records
ure
& Syne to other databates Logs <
anrescea 3@ g
L -
Iategrations. writes them b
Storage acce o e e o
Stream snalytics (peeview) EventHub L i New Query 1* o i w @0
Aaditing 5
A Add Anure Sesrch " @ dbadn soectscope  [JENGB | Trerange: Last24hours | [ Save v 1P Shate v 4 Newsletrde b Bxpodt v oo
Erable AZn  Tables  Gueries = 1 Azurebiagrostics
Security 0 | where Category == “SOLSecurityAuditEvents®
3| where Resour Ce13 =n /SBSCRIPTIONS) 08005/
B Audting 0 D Search ’WINWNI(!W‘ sauuhu&;u.vmmt(suunm(smsv(n ol GINN‘(‘ lllla_‘ == *josephineblest’
Tumi - 4 | projec
= Ledger o 7 e Group by: Sohtion ~- s even t time_t,
[ statesent_s,
_ 7 succeeded_s,
™ Colapse ol [ affected_rows_d,
¥ server_principal_nase_s, A
Favorites ® client_ip s,
Yeu can add laverites by clicking Results  Chast g
onthe & icon T
wvent_tima_t [UTC] Matemant_s rusdesded s atfected_ra 3
* LegManagement =
3 BPIOFIOII TS&44L81PM  CREATE TABLE [ooo] [restingacaits] [testid] [smating] s ] i
¥ MIWIOIL THLLL38T PU SLT QUOTEDJIOINTIFIER ON true °
¥ A0, TAEAL N8 PU SET ANSUNULLS ON o L]
¥ WIWIOIL THLLLIET M SLT NOEXLC OFF SET ROWCOUNT O SLT TEXTSIZE 1. troe °

Figure 13-8. Access auditing logs from an Azure SQL database

Note

It can take a while for audit data to appear in your Log Analytics workspace.

Keep this in mind if you aren’t seeing audit data right away. It can take upward of
an hour, and in that time frame, it may not be capturing any auditable events.

You can also go to your Log Analytics workspace to view the audit logs. This is a

better option because there is a summary and an easy way to drill into the data.
Navigate to your Log Analytics workspace, and then click Workspace summary as

shown in Figure 13-9.
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.o dbauditdata =

u. Log Analytics workspace

|,f.3 !Search (Cmd+/) I

i= Tables (preview)

General

% Workspace summary

&1 Workbooks

Figure 13-9. Log Analytics navigating to Workspace summary

Once you are in the Workspace summary, you will see a couple of options such as
Azure SQL - Access to Sensitive Data and Azure SQL - Security Insights, as shown in
Figure 13-10.

Home > Log Analytics workspaces > dbauditdata >

Overview
dbauditdata

CJ Refresh | Add @ Logs

Last 24 hours |

Filter by name...

Azure SQL — Access to Sensitive Data * Azure SQL — Security Insights *

I 1
ALL DATA

1
0
TOTAL 05
0

2:00 PM 6:00 PM10:00 PM2:00 AM 6:00 AM 10:00 AM2:00 PM 6:00 PM

Figure 13-10. Log Analytics Workspace summary options

You may have other stuff in this workspace, as well, but I reccommend storing only
Azure SQL audit data here for simplicity. Click the Azure SQL - Security Insights box.
This will give you a dashboard view of the audit data in your Log Analytics workspace as
shown in Figure 13-11.

220



CHAPTER 13 AUDITING AZURE SQL DATABASES

Home > Log Analytics workspaces > dbauditdata > Overview >

SQLSecuritylnsights

dbauditdata

() Refresh @ Logs & Edit

A\ Workbooks will be replacing View Designer. Learn how to keep your views updated with workbooks. —

5/13/22 14:50 - 5{14/22 14:50 @ )

«— Azure SQL -

AUDIT DISTRIBUTION DISTRIBUTION BY DATABASE

|4 Databases
ALL DATA

sQL Security Insights J . b
Moreinfo 3 e 4

Gain insigk

o
2:00 PM 600 PM10:00 PM 2:00 AM 6:00 AM 10:00 AM2:00 PM 6:00 PM

ACTION NAME COUNT DATABASE COUNT

s into your datat

activities!

SQL Azure - Security Insights helps you understand database
activity, and gain insight intc anomalies that could indicate

DROP
CREATE

ALTER

2 —
1 =

1 m—

business concems or suspected security violations,

Learn more about Azure SQL Auditing and Azure Monitor

Figure 13-11. Log Analytics SQLSecuritylnsights

You will see many categories of audit data:

Audit distribution - Shows you which audited actions have been
taken and what the count is on each action

Distribution by database - Shows you which databases have audited
actions and a count of the actions for each database

Distribution by IP - Shows you which IP addresses have audited
actions and a count of the actions for each IP

Distribution by principal - Shows you which principals have
audited actions and a count of the actions for each principal

Distribution by success - Shows you a count of successful and failed
audited actions

You can click on any of these boxes to drill down for more information. This

will bring you to a screen with a Kusto query prepopulated for you. This gives you

good information for each of those categories. To query the audit data as a whole, I

recommend clicking the Logs button near the top of the page as shown in Figure 13-12.
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Home > Owerview >

SQLSecuritylnsights

dbauditdata
O Refresh & Edit
A\ Workbooks will be replacing View Designer. Learn how to keep your views updated with workbooks. —
(513722 1454 - 511422 1454 ) (@)
AUDIT DISTRIBUTION o

4
ALL DATA

) I
0

2:00 PM 6:00 PM10:00 PM 2:00 AM 6:00 AM 10:00 AM2:00 PM 6:00 PM

Figure 13-12. Log Analytics SQLSecuritylnsights Logs button

After clicking Logs, you will see a page with suggested queries. You can close that

because none of those will help you query the audit data.
Use the Kusto query in Listing 13-1 to get your audit data.

Listing 13-1. Log Analytics Kusto query

AzureDiagnostics
| where Category == 'SQLSecurityAuditEvents'
and TimeGenerated > ago(1d)
| project
event_time t,
database _name_s,
statement_s,
server_principal name_s,
succeeded s,
client ip s,
application_name s,
additional information_s,
data_sensitivity information s
| order by event time t desc
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Tip  For more information on Kusto, visit https://docs.microsoft.com/
en-us/azure/data-explorer/kusto/query/

The Kusto query will return results like the results in Figure 13-13. The results will
depend on what happened on your audited system.

Results Chart pe
event_time_t [UTC] statement_s succeeded... affected_rows_d .- server_principal_name_s (11
o
> 8/20/2022, 7:54:44.461 PM CREATE TABLE [dbo].[testingaudits]... true o auditingtestadmin g
El
> 8/20/2022, 7:54:41.164 PM CREATE TABLE [dbo].[testingaudita]... true 0 auditingtestadmin @
0s 401ms = Display time (UTC+00:00) Query details  1-20f 2

Figure 13-13. Log Analytics Kusto query results

Even though I do not recommend it for SQL Server Audit, I recommend filtering with
a Kusto query after the audit data has been captured in your Log Analytics workspace.
This is because the audit functionality in Azure doesn’t let you filter before you collect
the data. For example, you may only want to see what a specific user does in your
audit. You can filter with Kusto by adding another where clause such as and server
principal name_s == 'josephine'.

An example of a Kusto query with that filter is shown in Listing 13-2.

Listing 13-2. Kusto query with additional filter

AzureDiagnostics
| where Category == 'SQLSecurityAuditEvents'
and TimeGenerated > ago(1d)
and server principal name_s == 'josephine'
| project
event time t,
database_name_s,
statement s,
server principal name_s,
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succeeded s,

client ip s,

application name_s,

additional_information_s,

data_sensitivity information_s
| order by event time t desc

Now you only see what that user did as shown in Figure 13-14.

Time range : Set in query [E] save ~ = Share ~ | Newalertrule '~ Export ~ 7 Pinto v = Format que

1 AzureDiagnostics

2 | where Category == ‘SQLSecurityAuditEvents’

3 and TimeGenerated > ago(ld)

4 and server_principal_name_s == 'josephine’

5 | project

[ event_time_t,

7 database_npame_s,

8 statement_s,

9 server_principal_name_s,

18 succeeded_s,

11 client_ip s,

12 application_name_s,

13 additional_information_s,

14 data_sensitivity_information_s

15 | order by event_time_t desc

16
Results Chart

event_time_t [UTC] database_name_s statement_s server_principal_name_s succeeded_s
> 5[16/2022, 9:11:46.687 PM ibdb DROP TABLE [dbo]. [testingaudit2] josephine true

Figure 13-14. Kusto query results with additional filter

Modifying Azure SQL Database Auditing

The results you see in Figure 13-13 are that way because I modified the default auditing
policy. Otherwise, you wind up with so much audit data that it’s not easy to weed
through it to see what you want or need to see. What you would see with the default
audit settings is more like Figure 13-15.
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Results Chart £
event_time_t [UTC] _na... _s server_principal_name_s succeeded_s client_ip_s applica
> 5M4/2022, 9:39:59.615 PM ibdb SELECT ISNULL[SESSIONPR... azureadmin true 671 azdata
> 5M4/2022, 9:39:59.615 PM jbdb exec sp_executesql N'SELEC... azureadmin true 67.% azdata
*  5M14/2022, 9:39:59.490 PM jbdb SELECT CONVERT(NVARCHA... azureadmin true 671 azdata
> BN4j2022, 9:39:59.443 PM ibdb SELECT CAST{ISNULL(SERVE... azureadmin true [:7AL azdata
> 5N4j2022, 9:39:59.365 PM ibdb SELECT ISNULL([SESSIONPR... azureadmin true 821 azdata
> 514/2022, 9:39:59.365 PM jbdb SELECT SERVERPROPERTY('L.. azureadmin true 671 azdata
> 5M4j2022, 9:39:59.255 PM jbdb SELECT CAST(case when 'a’ ... azureadmin true 671 azdata

Figure 13-15. Audlit results without filtering

Notice how in Figure 13-15 there are a lot more statements audited. We will want to
filter that out before it writes to the audit.
By default, all Azure SQL databases get these audit actions:

o BATCH_COMPLETED_GROUP
e SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP
o FAILED_DATABASE_AUTHENTICATION_GROUP

These audit actions will audit all queries and stored procedures executed against
the database, as well as all successful and failed logins. As you can imagine, this can be a
lot of audit data. I'm mainly concerned with changes like schema or permissions. To get
only these changes, you need to change the default auditing policy to use different audit
action groups.

If you are familiar with SQL Server Audit, some of the audit action groups will be the
same, but some are different. Figure 13-16 shows the accepted values for audit action
groups in Azure.
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Type: AuditActionGroups|]

Accepted values: BATCH_STARTED_GROUP, BATCH_COMPLETED_GROUP,
APPLICATION_ROLE_CHANGE_PASSWORD_GROUP,
BACKUP_RESTORE_GROUP, DATABASE_LOGOUT_GROUP,
DATABASE_OBJECT_CHANGE_GROUP,
DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP,
DATABASE_OBJECT_PERMISSION_CHANGE_GROUP,
DATABASE_OPERATION_GROUP,
DATABASE_PERMISSION_CHANGE_GROUP,
DATABASE_PRINCIPAL_CHANGE_GROUP,
DATABASE_PRINCIPAL_IMPERSONATION_GROUP,
DATABASE_ROLE_MEMBER_CHANGE_GROUP,
FAILED_DATABASE_AUTHENTICATION_GROUP,
SCHEMA _OBJECT_ACCESS_GROUP,
SCHEMA_OBJECT_CHANGE_GROUP,
SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP,
SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP,
SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP,
USER_CHANGE_PASSWORD_GROUP,
LEDGER_OPERATION_GROUP, DBCC_GROUP,
DATABASE_OWNERSHIP_CHANGE_GROUP,
DATABASE_CHANGE_GROUP

Figure 13-16. Audit action groups in Azure

Getting and Setting Your Auditing Policy

Let’s look at the PowerShell commands you can use to see and change your
auditing policy:

e Get-AZSqlServerAudit - This allows you to see the current policy.

o Set-AZSqlServerAudit - This allows you to change the
current policy.

To use these PowerShell commands, you need the Azure CLI. In the Azure portal,
click the cloud shell button near the upper right of the page as shown in Figure 13-17.

Figure 13-17. Accessing the cloud shell
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Tip To find out more about using PowerShell in the Azure CLI, visit https://
docs.microsoft.com/en-us/azure/cloud-shell/quickstart-
powershell

You will get a box like the one in Figure 13-18 at the bottom of the browser. Make sure

you are using PowerShell, not Bash.

IavwviIiIvvgo

Powershell v | 0 ? & [ T () B

Requesting a Cloud Shell.Succeeded.
Connecting terminal...

MOTD: Switch to Bash from PowerShell:

VERBOSE: Authenticating to Azure ...
VERBOSE: Building your Azure drive ...
PS /home/josephine> []

Figure 13-18. Cloud shell using PowerShell

To get the auditing policy, you will need to specify the ResourceGroupName and the
Servername, as shown in Listing 13-3.

Listing 13-3. Get the current auditing policy

Get-AzSqlServerAudit -ResourceGroupName 'yourresourcegroup' -Servername
'yourservername'

Make sure to change the variables to the correct resource group and server name in
your Azure account.

Figure 13-19 shows you the results of executing the Get-AzSqlServerAudit in my
Azure portal.
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PS /home/josephine> Get-AzSqlServerAudit -ResourceGrouphame

ServerName : jbauditing
AuditActionGroup : {BATCH_COMPLETED_GROUP, SUCCESSFUL_DATABASE_AUTHENTICATION_GROUP, FAILED_DATABASE AUTHENTICATION_GROUP}

Figure 13-19. Get the current auditing policy results
The default auditing policy is still in place on this database server. I recommend

changing the policy to capture these actions to minimize auditing data:

e APPLICATION_ROLE_CHANGE_PASSWORD_GROUP

« DATABASE_CHANGE_GROUP

o DATABASE_OBJECT_CHANGE_GROUP

o DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP

o DATABASE_OBJECT_PERMISSION_CHANGE_GROUP

o DATABASE_OWNERSHIP_CHANGE_GROUP

o DATABASE_PERMISSION_CHANGE_GROUP

o DATABASE_PRINCIPAL_CHANGE_GROUP

o DATABASE_PRINCIPAL_IMPERSONATION_GROUP

o DATABASE_ROLE_MEMBER_CHANGE_GROUP

¢ SCHEMA_OBJECT_CHANGE_GROUP

e SCHEMA_OBJECT_OWNERSHIP_CHANGE_GROUP

e SCHEMA_OBJECT_PERMISSION_CHANGE_GROUP

¢ USER_CHANGE_PASSWORD_GROUP

Tip To find out more information about these audit action groups, visit https://
docs.microsoft.com/en-us/sql/relational-databases/security/
auditing/sql-server-audit-action-groups-and-actions?view=
sql-server-veris#database-level-audit-action-groups

Those audit actions will get schema and security changes. To use these audit actions,
you will need to execute the script in Listing 13-4.

228


https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15#database-level-audit-action-groups
https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15#database-level-audit-action-groups
https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15#database-level-audit-action-groups
https://docs.microsoft.com/en-us/sql/relational-databases/security/auditing/sql-server-audit-action-groups-and-actions?view=sql-server-ver15#database-level-audit-action-groups

CHAPTER 13  AUDITING AZURE SQL DATABASES
Listing 13-4. Modify auditing policy

Set-AzSqlServerAudit -ResourceGroupName 'yourresourcegroup' -Servername
'yourservername' -AuditActionGroup APPLICATION_ROLE_CHANGE PASSWORD

GROUP, DATABASE CHANGE_GROUP, DATABASE OBJECT CHANGE GROUP, DATABASE
OBJECT_OWNERSHIP_CHANGE GROUP, DATABASE OBJECT PERMISSION CHANGE GROUP,
DATABASE OWNERSHIP CHANGE GROUP, DATABASE PERMISSION CHANGE GROUP,
DATABASE_PRINCIPAL_ CHANGE GROUP, DATABASE PRINCIPAL IMPERSONATION GROUP,
DATABASE_ROLE_MEMBER_CHANGE GROUP, SCHEMA OBJECT CHANGE GROUP, SCHEMA
OBJECT _OWNERSHIP CHANGE GROUP, SCHEMA OBJECT PERMISSION CHANGE GROUP, USER
CHANGE_PASSWORD _GROUP

Make sure to change the variables to the correct resource group and server name in
your Azure account.

Figure 13-20 shows you the results of executing the Set-AzSqlServerAudit after
changing the auditing policy.

PS /home/josephine> Get-AzSqlServerAudit -Res roupName

Serveriame : jbauditing
AuditActionGroup : {APPLICATION_ROLE_CHANGE_PASSWORD_GROUP, DATABASE_CHANGE_GROUP, DATABASE_OBJECT_CHANGE_GROUP,
DATABASE_OBJECT_OWNERSHIP_CHANGE_GROUP..}

Figure 13-20. Get the current auditing policy results after you modify it

You can choose to keep the default auditing policy. Depending on what you want
to capture with auditing, this may be a good idea for you. I don’t want to see everything
happening and think this modified policy is a better way to audit.

Auditing Azure SQL Database with Extended Events

Another way to audit Azure SQL Databases is with extended events. You can set up an
extended event via SSMS. The main difference between extended events on SQL Server
and Azure SQL Database is the storage location.
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Creating Storage Account and Container

With Azure SQL Database, you will need to store your .xel files in a storage account and
then set up a credential to access the storage account. In the Azure portal, search for
storage accounts. Click Create. At this point, you need to choose the following:

e Subscription - Select a subscription.

e Resource group - You may want to put it in the same resource group
as the SQL database.

e Storage account name - Must be unique across Azure.

e Region - I recommend putting this storage account in the same
region as the database.

o Performance - Standard is fine for performance.

e Redundancy - Choose based on how important the audit data is
for you.

Click Review + Create. Then click Create. Figure 13-21 shows an example of the
settings I chose.
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Home > Storage accounts >

Create a storage account

Basics  Advanced Networking Data protection Encryption Tags Review + create

storage accounts

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscription * [ Visual Studio Professional with MSDN |

Resource group * [ dbops p l
Create new

Instance details

If you need to create a legacy storage account type, please click here.

Storage account name (i) * L_azuresqldhaudits |

Region @ * | (US) East US 2 N |

~
Performance © @ Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy @ * | Locally-redundant storage (LRS) v

< Previous I Mext : Advanced >

Figure 13-21. Configure storage account
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Note You will want to set up life cycle management for your storage account.
This ensures you don’t wind up with tons of files stored in there forever. To find
out how to do this, visit https://docs.microsoft.com/en-us/azure/
storage/blobs/lifecycle-management-policy-configure?tabs=
azure-portal

Once you've created the storage account, you need to create a container to hold
your audit files. Navigate to the storage account and click Containers. Then click the +
Container button. Name your container and leave the Public access level on Private (no
anonymous access). Click Create. This is shown in Figure 13-22.

Home > Storage accounts > azuresqldbaudits New container %
= azuresqldbaudits | Containers =
Storage account
Mame *
|)-, Search (Cmd+/) + Container & Change access level <) Restore container elfiles ‘/]
= Overview | Search containers by prefix Public access level @
B Activity log L Show deleted containers Private (no anonymous access) V|
€ Tags MName Last modified Pub ~  Advanced
P Diagnose and solve problems D $logs 5/16/2022, 3:19:07 PM  Priv.
. Access Contral (1AM)
" Data migration
Events
IS Storage browser (preview)
Data storage
= Containers
& File shares

Figure 13-22. Container creation
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After clicking Create, you will see your container listed. Click the container and
choose Properties. Copy the URL for the next steps as shown in Figure 13-23.

Home > Storage accounts > azuresqldbaudits > xelfiles

1! xelfiles | Properties - X
51 Container
| © Search (Cmd+/) | « O Refresh
7 Overview
NAME
Z® Diagnose and solve problems
xelfiles
A0 Access Control (IAM)
S URL
ettings
https://azuresqgldbaudits.blob.core.windows.net/xelfiles
< Shared access tokens

LAST MODIFIED

Access policy
11} Properties 5/16/2022, 3:20:27 PM
@ Metadata ETAG

0x8DA3781E62F556B

Figure 13-23. Copy container URL
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Then navigate back up to the storage account and click Shared access signature.

Make sure to create your settings for this key based on the screenshot in Figure 13-24.

G, azuresqldbaudits | Shared access signature  #

Storage account

2 Search (Cmd+/)

@ Togs

£ Diagnose and solve problems
Ao Access Control (IAM)

@ Data migration

" Events

S Storage browser

Data storage
= Containers
- File shares
M Queuves

[0 Tables

Security + networking

E Metworking

& Azure CDN

U Access keys

5 Shared access signature

£ Encryption

© Microsoft Defender for Cloud
Data management

®  Geo-replication

@ Data protection

Allowed services (O

B siob [ file [) Queve [] Table

Allowed resource types (O

E Service H Container n Object

Allowed permissions (O

B3 Read [ write [ Detete [ ust [ Add [ Create

Blob versioning permissions (0
n Enables deletion of versions

Allowed blob index permissions ()
B readrwrite [ Filter

Start and expiry date/time ©

| Update | | Process ]

storage [_]

delete

surt | 08/2072022

o[ 23817 M

tnd | 08/20/2024]

=) [ 103817 eM

[ wrc-on00 in Time (US & Canada)

Allowed IP addresses (@0
| For example, 168.1.5.65 or 168.1.5.65-168.1.5.70

Allowed protocels &
(®) HrTPS only () HTTPS and HTTP

Preferred routing tier (0

@' Basic (default) Micrasoft netwark routing Intermet routing

@ Some routing options are disabled because the endpoints are not published.

Signing key ©
L v ]

Generate SAS and connection string

Figure 13-24. Create shared access signature
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The settings I've chosen for my shared access signature are

Allowed services - Blob.

Allowed resource types - Service, Container, Object.
Allowed permissions - Read, Write, Delete, List, Add, Create.
Blob versioning permissions - Allows version deletion.
Allowed blob index permissions - Read/Write, Filter.

Start and expiry date/time - If it expires, your managed instance
will not be able to access the container anymore. You will need to
generate a new shared access signature. Then update your managed
instance credential with the new token. I tend to set the expiry for
years out to avoid issues with not being able to access the storage
account.

Allowed protocols - HTTPS only.
Preferred routing tier - Basic (default).

Signing key - Key 1.

Click Generate SAS and connection string. The SAS token will load on that page. Do

not navigate off of this page. You can’t get the SAS token ever again. If you need a new
token, you have to generate a new SAS setup. Copy the SAS token for the next steps as

shown in Figure 13-25.

Generate SAS and connection string

Connection string

‘ BlobEndpoint=https://azuresqldbaudits.blob.core.windows.net/;QueueEndpoint=http ... 11]|

SAS token

[ 7sv=2020-08-04&ss=b&srt=sco&sp=rwdlactfx&se=2024-05-16T05:21:28Z&st=2022- .

Figure 13-25. Copy SAS token
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Note You need to remove the question mark (?) from the beginning of the token
when adding it to the SQL Server credential.

Creating Database Credential

Connect to your Azure SQL Database in SSMS. You will need a master key. Your database
may already have one, so if you get an error saying the master key already exists, you can
proceed to the script in Listing 13-6. The script in Listing 13-5 needs to be executed on
the database you want to audit, not in the master database.

Listing 13-5. Create master key encryption

CREATE MASTER KEY ENCRYPTION
BY PASSWORD='Testing1234!";

You need to create a credential so your database can access your storage account
as shown in Listing 13-6. This also needs to be executed on the database you want to
audit, not in the master database. The square brackets are needed around the URL. For
example, [https://whateveryourazurebloburlis] will the correct syntax for the name of
the database scoped credential.

Listing 13-6. Create credential

CREATE DATABASE SCOPED CREDENTIAL [URL from Figure 13-23 and keep these
square brackets around this URL]

WITH IDENTITY="'SHARED ACCESS SIGNATURE'

,SECRET = 'this is the token from Figure 13-25';

Verify your credential was set up with the script in Listing 13-7.

Listing 13-7. Verify credential exists

SELECT * FROM sys.database credentials;
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Creating Extended Event

You are ready to set up your extended event using the script in Listing 13-8. This also
needs to be executed on the database you want to audit, not master. Make sure to update
the filename to the storage account URL from Figure 13-23.

Listing 13-8. Create extended event

CREATE EVENT SESSION [auditxel] ON DATABASE
ADD EVENT sqlserver.rpc_completed(  ACTION(sqlserver.client app_
name,sqlserver.client hostname,sqlserver.database name,sqlserver.sql
text,sqlserver.username)

WHERE ([sqlserver].[username]=N'josephine')),
ADD EVENT sqlserver.sql batch completed(  ACTION(sqlserver.client app_
name,sqlserver.client _hostname,sqlserver.database name,sqlserver.sql
text,sqlserver.username)

WHERE ([sqlserver].[username]=N'josephine"))
ADD TARGET package0.event file(SET filename=N'https://azuresqldbaudits.
blob.core.windows.net/xelfiles/xelauditdata.xel',max_file size=(10),max_
rollover files=(5))
WITH (MAX MEMORY=4096 KB,EVENT RETENTION MODE=ALLOW SINGLE EVENT LOSS,MAX
DISPATCH LATENCY=30 SECONDS,MAX EVENT SIZE=0 KB,MEMORY_PARTITION
MODE=NONE , TRACK CAUSALITY=0FF,STARTUP STATE=ON);
ALTER EVENT SESSION [auditxel] ON DATABASE
STATE=START;

Once the extended event is started, it will place a file in the Azure storage account
as shown in Figure 13-26. Five files up to 10 MB each will be placed there because that’s
what'’s specified in the script in Listing 13-6.
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Home > Storage accounts > azuresqldbaudits >

== Xelfiles
Ll

Container

[)’3 Search (Cmd+/) < T Upload :9] Change access level C) Refresh ii] Delete & Change tier

7 Overview Authentication method: Access key (Switch to Azure AD User Account)

Location: xelfiles
/¥ Diagnose and solve problems

I~

82 Access Control (JAM) . Search blobs by prefix (case-sensitive)

+
Settings 7 Add filter
<% Shared access tokens Name Modified Access tier
Access policy () [ xelauditdata_0_132972103478750000.xel  5/16/2022, 3:32:27 PM
II' Properties
O Metadata

Figure 13-26. .xel files in Azure storage account

Querying Extended Event

To query the .xel files, you will need to know the exact file names. You can use the Azure
Storage connection in SSMS to find out the names as shown in Figure 13-27.

Obiject Explorer
Connect-|# % = 7 ¢
'@ Database Engine... :
@ Analysis Services...

& Integration Services...

@ Reporting Services...

= Azure Storage...

8 Azure-SSIS Integration Runtime...

Figure 13-27. Azure Storage connection

Sign in to Azure and pick the right storage account and container from the drop-

down as shown in Figure 13-28.
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“ Connect to a Microsoft Subscription - O X

You are signed in as jbr Change user
Select a subscription to use:
\VisualStuio Pofessonal with MSDN =

Select Storage Account ;amst_id)audks >

Select Blob Container | xeffiles v

Figure 13-28. Log in to Azure and select storage account and container

Click OK. This connects you to this storage account and lists the files in the container
as shown in Figure 13-29.

o B azureqld baudits (Azure Stoage Account - Encrypted)

= v Containers
= v xelfiles
D Xelauditdata_0_132972103478750000.xel

Figure 13-29. Container list of files

Once you know the names of the files, you can query them with the script in
Listing 13-9.
Listing 13-9. Query .xel files

SELECT n.value('(@timestamp)[1]', 'datetime') as timestamp,
n.value('(action[@name="sql text"]/value)[1]', 'nvarchar(max)")
as [sql],
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n.value('(action[@name="client hostname"]/value)[1]",
"nvarchar(50)") as [client hostname],
n.value('(action[@name="username"]/value)[1]", 'nvarchar(50)")

as [user],

n.value('(action[@name="database name"]/value)[1]', 'nvarchar(50)")
as [database_name],
n.value('(action[@name="client app name"]/value)[1]",
"nvarchar(50)") as [client app_name]
FROM (SELECT CAST(event data as XML) as event data
FROM sys.fn xe file target read file('https://azuresqldbaudits.blob.core.
windows.net/xelfiles/ xelauditdata 0 132972103478750000.xel", NULL, NULL,

NULL)) ed

CROSS APPLY ed.event data.nodes('event') as q(n)

WHERE n.value('(@timestamp)[1]', 'datetime")
>= DATEADD(HOUR, -4, GETDATE())
ORDER BY timestamp DESC;

The query in Listing 13-7 will return the results in Figure 13-30.

BB Resuts g Messages
timestamp

2022-05-16 22:03:57.640
2022-05-16 22:03:57.570
2022-05-16 22:03:57.497
2022-05-16 22.03:57.007
2022-05-16 22:03:56.833
2022-05-16 22.03:56.753
2022-05-16 22:03:56.683
2022-05-16 22:03:55.257
2022-05-16 22:03:55.157

= O W s WN =

(=]

sql

i_2022~05-1 6220357890 3 I (@ _msparam_0 nvarchar(4000))SEL...
SELECT sqllog.name AS [Name], sqll...
SELECT sqllog.name AS [Name], sqll...
DECLARE @edition sysname; SET @...
(@_msparam_0 nvarchar(4000))SEL...
SELECT CAST( serverproperty(...

select SERVERFPROPERTY (N server...

DECLARE @edition sysname; SET @...
Jr— Script for SelectTopNRows com...

SELECT @@SPID;

Figure 13-30. .xel files results

client_hostname
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15

user
josephine
josephine
josephine
josephine
josephine
josephine
josephine
josephine
josephine
josephine

database_n...
jbdb
jbdb
Jbdb
Jbdb
jbdb
jodb
jbdb
jbdb
jbdb
jbdb

client_app_name

Microsoft SQL Server Managi
Microsoft SQL Server Manags
Microsoft SQL Server Manag«
Microsoft SQL Server Managi
Microsoft SQL Server Manags
Microsoft SQL Server Manag:
Microsoft SQL Server Manags
Microsoft SQL Server Manag:
Microsoft SQL Server Manag:
Microsoft SQL Server Manags

I don’t recommend using extended events in Azure SQL Database to audit anything

you want to easily query and report on. I recommend using Azure SQL auditing, which

is built into the portal. It’s a better way to audit changes on your database because it’s

easier to query from Log Analytics. It’s also easier to centralize and report on.
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Centralizing and Reporting on Azure SQL Audit Data

Centralizing is as easy as putting all your audit data in the same Log Analytics workspace.
This makes for easy querying and reporting on audit data.

To report on data, I use a Logic App. This way, I can send an email attachment daily
with any changes captured by the audit. Figure 13-31 shows you the high-level setup of

the Logic App.

Home » auditreport

o auditreport | Logic app designer

Logic app

D Search (Ctl+f) | « =) save 3 Discard [> RunTrigger ~ &% " </> Codeview [@] Parameters [& Templates B Conne
S Overview =
@
W Activity log
E Recurrence
o, Access control (IAM)
¢ Tags \L
2 Diagnose and solve problems m Run query and list results
Development Tools \L
oY 191 app designer Create CSV table
<> Logic app code view J,
& Versions Send an email (V2)

@ APl connections

Figure 13-31. Logic app to report on audit data

Tip To learn how to create a logic app, visit https://docs.microsoft.
com/en-us/azure/logic-apps/quickstart-create-first-logic-

app-workflow
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The logic app consists of four steps. Let’s walk through them one by one. The
Recurrence step determines how often this app will run as shown in Figure 13-32. This
logic app will run once a day at 10. This is in UTC, so make sure to account for that if you

want it to run at 10 in another time zone instead.

E Recurrence @'

*Interval *Freguency
1 l Day v
At these hours X
10 A\
Preview

Runs at 10:00 every day

Add new parameter

Figure 13-32. Recurrence step

The Run query and list results step runs the Kusto query I mentioned in Listing 13-1.

This step is shown in Figure 13-33.
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| Run query and list results

* Subscription

* Resource Group

* Resource Type

*Resource Name

*Query

*Time Range

tenant

dbops

Leg Analytics Workspace

|
|
|
|

dbauditdata

AzureDiagnostics
| where Category == "SQLSecurityAuditEvents’
| where TimeGenerated > ago(id)
| preject
event_time_t,
database_name_s,
statement_s,
server_principal_name_s,
succeeded_s,
client_ip_s,
application_name_s,
additional_infermation_s,
data_sensitivity_information_s

| order by event_time_t desc

Add dynamic content [B

‘ Last 24 hours

X

Figure 13-33. Run query and list results step

The Create CSV table step creates a CSV file of the results as shown in Figure 13-34.
The contents of the CSV come from the previous step. I create a CSV file because the
Kusto query results are not easily formatted into the body of an email.

h 4

{=}
. *From

* Columns

Create CSV table

E value x

Automatic

Figure 13-34. Create CSV table step
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Caution If you are collecting a lot of audit data, there may be too much to send
in a daily email. My recommendation is to pare down your auditing to only the
necessities. For example, | want to see when changes to schema or permissions
happen, not everything under the sun.

The Send an email (V2) step allows you to send the CSV file to a specific email
address as shown in Figure 13-35.

W
Send an email (V2)
* Body Font v RvB Il U /ZEE=EELR
See attached file for results
*Subject Azure auditing last day ‘
*To josephine@email.com ‘
A . PRI ¢
' Attachments Content - , :
1 '
Gl Output x ]

1 Attachments Name - 1

[ AzureAuditLastDayResults.csv ]

i l —|— Add new item

l Add new parameter ~

Figure 13-35. Send an email (V2)

In the next chapter, you will learn how to audit with Azure SQL Managed Instance.
You will also learn how to centralize and report on that audit data.
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CHAPTER 14

Auditing Azure SQL
Managed Instance

This chapter will show you how to audit your Azure SQL Managed Instance. In some
cases, it’s similar to SQL Server auditing, and in other cases, it’s different.
Let’s start with a high-level comparison of Azure auditing vs. SQL Server auditing.

Table 14-1. SQL Server and Azure SQL auditing comparisons

Cloud solution SQL Server Audit  Extended Events  Auditing differences

SQL Server VM Yes Yes The same as if you are using
SQL Server on premises

Azure SQL Managed Yes Yes Need to use a storage account
Instance to hold your audit files

Read earlier chapters of this book for more guidance on SQL Server Audit and
extended events on a VM.

Auditing Azure SQL Managed Instance
with Diagnostic Settings

Turning on diagnostic settings is the easiest way to audit an Azure SQL Managed
Instance. If you haven’t used diagnostic settings before, you will have to turn them on for
each server you want to audit.

245
© Josephine Bush 2022

J. Bush, Practical Database Auditing for Microsoft SQL Server and Azure SQL,
https://doi.org/10.1007/978-1-4842-8634-0_14


https://doi.org/10.1007/978-1-4842-8634-0_14

CHAPTER 14  AUDITING AZURE SQL MANAGED INSTANCE

Enabling and Configuring Diagnostic Setting

Navigate to your managed instance in the Azure portal, and then Navigate to Diagnostic
settings. You will need to add a diagnostic setting by clicking + Add diagnostic setting as
shown in Figure 14-1.

] dbopsmi | Diagnostic settings # - %

50L managed instance

£ Search (Ctri+f)

| « () Refresh _,i'J Feedback

Monitoring Diagnostic settings are used 1o configure streaming export of platform logs and metrics for a resource to the destination of your choice, You may
create up to five different diagnostic settings to send different logs and metrics to independent destinations. Learn more about diagnostic settings
ER Alerts z
Diagnostic settings
gl L'
dal Metiics Name Storage account Event hub Log Analytics works...  Partner solution Edit setting

B Diagnostic settings

® Logs

No diagnostic settings defined

Add diagnostic setting

Figure 14-1. Add diagnostic setting

Name your diagnostic setting, and then choose SQLSecurityAuditEvents. If you also
want to audit the actions Microsoft is taking on your managed instance, you can choose
DevOpsOperationsAudit. Select your destination details. In this case, I'm putting the
data in a Log Analytics workspace as shown in Figure 14-2.

Diagnostic setting

Bl save X Discard olete A7 Feedback

A diagnostic setting specifies a list of categories of platform logs and/or metrics that you want to collect from a resource, and one or more
destinations that you would stream them to. Normal usage charges for the destination will occur. Learmn more about the different log
categories and contents of those logs

Diagnostic setting name * miauditing o

Logs Destination details

Category groups (O
D allLogs D audit

Categories

Send to Log Analytics workspace

Subscription

Dev '

j ResourcellsageStats

Log Analytics workspace

| dby it [ sast
j DevOpsOperationsAudit | dbopsaudit ( eastus2 ) i

n SQLSecurityAuditEvents m Archive to a storage account

Figure 14-2. Configure the diagnostic setting
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Click Save and you will see your diagnostic setting listed as shown in Figure 14-3.

() Refresh A’ Feedback

Diagnostic settings are used to configure streaming export of platform logs and metrics for a resource to the destination of your choice. You may
create up to five different diagnostic settings to send different logs and metrics to independent destinations. Learn more about diagnostic settings

Diagnostic settings

Name Storage account Event hub Log Analytics works...  Partner solution Edit setting
miauditing - - dbopsaudit - Edit setting

+ Add diagnostic setting

Figure 14-3. Diagnostic setting saved

Creating and Configuring SQL Server Audit

Once you've configured your diagnostic settings, you will need to set up a SQL Server
Audit on your managed instance. First, you will need to set up an audit using the script in
Listing 14-1.

Listing 14-1. Setting up an audit

USE [master];
CREATE SERVER AUDIT [miaudit] TO EXTERNAL_MONITOR;
ALTER SERVER AUDIT [miaudit] WITH (STATE = ON);

Then you need to create a server audit associated with your audit using the scriptin
Listing 14-2.

Listing 14-2. Setting up a server audit

USE [master];

CREATE SERVER AUDIT SPECIFICATION [miserveraudit]
FOR SERVER AUDIT [miaudit]

ADD (DATABASE OBJECT ACCESS_GROUP),

ADD (SCHEMA OBJECT ACCESS GROUP),

ADD (AUDIT_CHANGE_GROUP),

ADD (SERVER_OPERATION_GROUP)

WITH (STATE = ON);
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Caution These audit action groups can create a lot of audit data: DATABASE _
OBJECT_ACCESS_GROUP, SCHEMA_OBJECT_ACCESS_GROUP, SERVER_
OPERATION_GROUP.

I’m using them as an example to make sure you see some audit data come
through. | don’t recommend using them unless you are carefully filtering the audit
data. SQL Server Audit and filtering are covered in Chapter 4, “Implementing SQL
Server Audit via the GUI.”

Querying Audit Data

To access the audit data, you will need to go to the Log Analytics workspace you chose in
your diagnostic setting and then click Workspace summary. This summary is shown in
Figure 14-4.

Home > Log Analytics workspaces > dbopsaudit » Overview >

SQLSecuritylnsights

dhopsaudit
O Refresh @ Logs / Edit

A\ Workbooks will be replacing View Designer. Learn how to keep your views updated with workbooks. =

5/17/22 10:49 - 5/18/22 10:49 ®

ALDIT DISTRIBUTION DISTRIBUTION BY DATABASE

L
64 Databases
ALLDATA
< Azure SQlL - .
sQL Security Insights [ I 64 4
TOTAL
Moreinfo @)
16:00 AM 200 M 600 P 10:00 PM 200 AM 600 AM 1000 AM 200 PM
Gain insights into your database activities! =
SELECT 51— master 64—

SQL Azure - Security Insights helps you understand database
activity, and gain insight into anomalies that could indicate VIEW SERVER STATE 12 ==
business concerns or suspected security violations.

EXECUTE 11
Learn more about Azure SOL Auditing and Azure Monitor

Figure 14-4. Log Analytics Workspace summary
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Note For more information about how to access and use the Log Analytics
workspace, please review Chapter 13, “Auditing Azure SQL Databases.”

You can click on any of these boxes to drill down for more information. This will
bring you to a screen with a Kusto query prepopulated for you. It provides you with
detailed information for each of those categories. To query the audit data as a whole, I
recommend clicking the Logs button near the top of the page, as shown in Figure 14-5.

Home > Overview >

SQLSecuritylnsights

dbauditdata
() Refresh & Edit

A\ Workbooks will be replacing View Designer. Learn how to keep your views updated with workbooks. —
5/13/22 14:54 - 5/14/22 14:54¢ | (@

AUDIT DISTRIBUTION D

I ALL DATA

) I
0

2:00 PM 6:00 PM10:00 PM2:00 AM 6:00 AM 10:00 AM2:00 PM 6:00 PM

Figure 14-5. Log Analytics SQLSecuritylnsights Logs button

After clicking Logs, you will see a page with suggested queries. You can close that

because none of those will help you query the audit data. Use the Kusto query in
Listing 14-3 to see your audit data.

Listing 14-3. Log Analytics Kusto query

AzureDiagnostics

| where Category == 'SQLSecurityAuditEvents'
and TimeGenerated > ago(1d)

| project
event _time t,
database_name_s,
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statement s,

server principal name_s,

succeeded s,
client ip s,

application name s,

additional information_s,

data_sensitivity information_s

| order by event time t desc

Tip  For more information on Kusto, visit https://docs.microsoft.com/en-
us/azure/data-explorer/kusto/query/

The Kusto query will return results like the results in Figure 14-6. This will depend on

what happened on your audited system.

Results  Chart

event_time_t [UTC]

> 5/18/2022, 5:22:32.627 PM
> 5/18/2022, 5:22:32.627 PM
> 5/18/2022, 5:22:32.627 PM
> 5/18/2022, 5:22:32.627 PM
> §/18/2022 5:22:32627 PM
> 5/18/2022, 52232627 PM

> 5/18/2022 5:22:32627 PM

database_name_s

master
MagicWandServices
master
MagicWandServices
MagicWandServices
master

MaagicWandServices

statement_s

SELECT SCHEMA_NAME(udf.schema_id) AS [Sch...
SELECT SCHEMA_MNAME(udf.schema_id) AS [Sch...
SELECT SCHEMA_NAME(udf.schema_id) AS [Sch...
SELECT SCHEMA_NAME(udf.schema_id) AS [Sch...
SELECT SCHEMA_MAME(udf.schema_id) AS [Sch...
SELECT SCHEMA_NAME(udf.schema_id) AS [Sch...

SELECT SCHEMA NAMEfudfschema id) AS [Sch...

Figure 14-6. Log Analytics Kusto query results

server_principal_name_s

miadmin
miadmin
miadmin
miadmin
miadmin
miadmin

miadmin

jo!

succeede

we |l

true
true
true
true
true

true

There will be a lot of audit results because of how I had you configure your audit in

Listing 14-2. If you want to see only schema and permission changes, you will want to

set up your server audit like Listing 14-4. This is covered in more detail in Chapter 5,

“Implementing SQL Server Audit via SQL Scripts.”

Listing 14-4. SQL Server Audit

USE [master];

CREATE SERVER AUDIT SPECIFICATION [miserveraudit]
FOR SERVER AUDIT [miaudit]
ADD (DATABASE OBJECT ACCESS GROUP),
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ADD (SCHEMA OBJECT ACCESS_GROUP),

ADD (DATABASE ROLE_MEMBER CHANGE_GROUP),

ADD (SERVER ROLE_MEMBER CHANGE_GROUP),

ADD (AUDIT CHANGE_GROUP),

ADD (DBCC_GROUP),

ADD (DATABASE PERMISSION CHANGE GROUP),

ADD (SCHEMA OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER_OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER_PERMISSION CHANGE GROUP),

ADD (DATABASE_CHANGE_GROUP),

ADD (DATABASE_OBJECT CHANGE_GROUP),

ADD (DATABASE PRINCIPAL CHANGE GROUP),

ADD (SCHEMA OBJECT CHANGE_GROUP),

ADD (SERVER_OBJECT CHANGE_GROUP),

ADD (SERVER_PRINCIPAL_CHANGE_GROUP),

ADD (SERVER_OPERATION GROUP),

ADD (APPLICATION ROLE_CHANGE PASSWORD GROUP),
ADD (LOGIN_CHANGE_PASSWORD GROUP),

ADD (SERVER STATE_CHANGE_GROUP),

ADD (DATABASE_OWNERSHIP CHANGE_GROUP),

ADD (SCHEMA OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (SERVER OBJECT OWNERSHIP CHANGE_GROUP),
ADD (USER_CHANGE_PASSWORD GROUP)

WITH (STATE = ON);

Auditing Azure SQL Managed Instance with SQL
Server Audit

SQL Server Audit on Azure SQL Managed Instance is very similar to SQL Server running
on a VM. The main difference is the storage location. You will need to use a storage
account to write audit files. The setup is the same as SQL Server otherwise. See earlier
chapters in this book on how to set up SQL Server Audit.
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Creating Storage Account and Container

In the Azure portal, search for storage accounts. Click Create. At this point, you need

to choose:
e Subscription - Select a subscription.

o Resource group - You may want to put it in the same resource group
as the managed instance.

o Storage account name - Must be unique across Azure.

¢ Region - I recommend putting this storage account in the same
region as the database.

o Performance - Standard is fine for performance.

e Redundancy - Choose based on how important the audit data is

for you.

Click Review + Create. Then click Create. Figure 14-7 shows an example of the

settings I chose.
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Home > Storage accounts >

Create a storage account

Basics  Advanced Networking Data protection Encryption Tags Review + create

Project details

Select the subscription in which to create the new storage account. Choose a new or existing resource group to organize and
manage your storage account together with other resources.

Subscripticn * I Visual Studio Professional with MSDN v |

Resource group * | dbops v |
Create new

Instance details

If you need to create a legacy storage account type, please click here.

Storage account name (@ * | azuresglmiauditing |

Region O * | (US) East US 2 v |

Performance @ @ Standard: Recommended for most scenarios (general-purpose v2 account)

O Premium: Recommended for scenarios that require low latency.

Redundancy @ ~ I Locally-redundant storage (LRS) VJ

< Previous l Mext : Advanced > J

Figure 14-7. Creating storage account
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Note You will want to set up life cycle management for your storage account.
This will ensure you don’t wind up with tons of files stored in there forever. To
find out how to do this, visit https://docs.microsoft.com/en-us/azure/
storage/blobs/lifecycle-management-policy-configure?tabs=
azure-portal

Once you've created the storage account, you need to create a container to hold
your audit files. Navigate to the storage account you just created and click Containers.
Then click the + Container button. Name your container and leave Public access level on
Private (no anonymous access). Click Create. This is shown in Figure 14-8.

Home > azuresgimiauditing New container X
= azuresqlmiauditing | Containers = -
Stor acconant

MName *

miauditfiles '

+ Container 5 v () Refresh

= Overview Search containers by prefix Public access level T

B Activity log Private (no anonymous access) v
MName Last modified Public acce
L
Tags

s w Advanced
| $logs S/16/2022, 125228 PM  Private
£? Diagnose and solve problems

Ao Access Control (IAM)
& Data migration
Events

WS Storage browser (preview)

Data storage
= Containers

& File shares

Teues

Figure 14-8. Container creation

After clicking Create, you will see your container listed. Click on the container and
choose Properties. Copy the URL for the next steps as shown in Figure 14-9.
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Home > azuresglmiauditing > miauditfiles

'|' miauditfiles | Properties - X
i Container
_-,C Search (Ctrl+/) | « () Refresh

0 Overview

NAME
Z? Diagnose and solve problems
miauditfiles
A Access Control (IAM)
URL
Setti I
ettings | https:)//azuresqlmiauditing.blob.core windows.net/miauditfiles |

% Shared access tokens
LAST MODIFIED

5/16/2022, 12:58:36 PM

Access policy
Il Properties

O Metadata ETAG
Figure 14-9. Copy container URL
Navigate back up to the storage account and click Shared access signature. Make sure
to create your settings for this key based on the screenshot in Figure 14-10. You will need

to set the expiry date for longer than the default if you want to continue using this storage
account for your audit files for longer than just eight hours.
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azuresqlmiauditing | Shared access signature
Storage account
Learn more about creating an account A%

£ Search (Ctrl+/) | «
o
KRS 4 Allowed services @
O Tables M siob [ File [ Queue o
Security + networking Allgwed resource types ©
& Networking Service [ Container [§J Object
@& Azure CON Allowed permissions (0
P Acosss keys Read ﬂ Write Delete List n Add u Create [ | Update |
G@h Shared access signature Blob versicring permissions (0
L Encryption n Enables deletion of versions
Q Security Aliowed blob index permissions O

Read/Write Filter
Data management

i Process D Immutable storage

@ Geo-replication Start and expiry date/time (D
Start | 05/16/2022 E|| 1:01:55 PM

@ Data protection I ” |
eno | 121872024 &]| 90155 pm

& Object replication

| UTC-07:00) Mountain Time (US & Canada)

& Blob inventory
Allowed IP addresses (0

B Static website

I For example, 168.1.5.65 or 168.1.3.65-168.1.5.70

o Lifecycle management
Allowed protocols ©

A Agure search (® HTTS only () HTTPS and HTTP
Seitings Preferred routing tier (O
& Configuration (® Basic (default) () Microsoft network routing
=¥ Data Lake Gen2 upgrade @ Some routing options are disabled because the endpoints are not published.
@ Resource sharing (CORS) Fi;-"i“‘? key O
| keyl o

@ Advisor recommendations

Il Endpoints Generate SAS and connection string

£ backe -

Figure 14-10. Create a shared access signature

The settings I've chosen for my shared access signature are
o Allowed services - Blob.

o Allowed resource types - Service, Container, Object.

o Allowed permissions - Read, Write, Delete, List, Add, Create.

e Blob versioning permissions - Allows version deletion.

¢ Allowed blob index permissions - Read/Write, Filter.

o Start and expiry date/time - If it expires, your managed instance

will not be able to access the container anymore. You will need to

generate a new shared access signature. Then update your managed
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instance credential with the new token. I tend to set the expiry out
for years out to avoid issues with not being able to access the storage

account.
e Allowed protocols - HTTPS only.
o Preferred routing tier - Basic (default).
e Signing key - Key 1.

Click Generate SAS and connection string. The SAS token will load on that page. Do
not navigate off of this page. You can’t get the SAS token ever again. If you need a new
token, you have to generate a new SAS setup. Copy the SAS token for the next steps as

shown in Figure 14-11.

Note You need to remove the question mark (?) from the beginning of the token
when adding it to the SQL Server credential.

Generate SAS and connection string

Connection string

: BlobEndpoint=https://azuresqimiauditing.blob.core.windows.net/;QueueEndpoint=https://azuresqimiauditing.queue... [y :

SAS token @
?sy=2020-08-04&ss=b&srt=sco&sp=rwdlactfx&se=2024-12-19T04:01:557 &st=2022-05-16T19:01:55Z&spr=https&s..] [ I

Figure 14-11. Copy the SAS token

Creating Database Credential

Connect to your managed instance in SSMS. You need to create a credential so your
managed instance can access your storage account as shown in Listing 14-5.

Listing 14-5. Create credential in SSMS

CREATE CREDENTIAL [URL from Figure 14-9]
WITH IDENTITY='SHARED ACCESS SIGNATURE',
SECRET = 'token from Figure 14-11';
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Creating SQL Server Audit

You can create your SQL Server Audit using the script in Listing 14-6.

Listing 14-6. Create audit in SSMS

CREATE SERVER AUDIT miauditstorage

TO URL

(

PATH = "URL from Figure 14-9',

RETENTION DAYS = 30

)

ALTER SERVER AUDIT [miauditstorage] WITH (STATE = ON);

RETENTION_DAYS = 30 means that the storage account will only store 30 days’
worth of audit files before they are deleted. 0 means forever. I like 30 because it’s enough
time for me to analyze audit data before it goes away.

No audit data will be collected until you set up either a server or database audit. You
can set up a server audit with the script in Listing 14-7.

Listing 14-7. Create server audit in SSMS

USE [master];

CREATE SERVER AUDIT SPECIFICATION [miserverauditstorage]
FOR SERVER AUDIT [miauditstorage]

ADD (DATABASE OBJECT ACCESS GROUP),

ADD (SCHEMA OBJECT ACCESS GROUP),

ADD (AUDIT CHANGE GROUP),

ADD (SERVER OPERATION GROUP)

WITH (STATE = ON);

Querying SQL Server Audit Files

This starts writing .xel files to your Azure storage account as shown in Figure 14-12.
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™ miauditfiles

T Upload (3 Change accesslevel () Refresh

Authentication method: 4 User Account
Location: nisuditstarage / 2022-05-16
& Diagnase and sokve problems

A, Access Contral (IAM) e bloha ° Show d b
Settings Y Add filner
Hame Modified Access tier Archive status Blob type Size
Omu
[ B 192538 151 ot 5716/2022, 1:34:25 PM Append blob 1.34 MiB

Figure 14-12. SQL Audlit files in Azure storage account

You will see they are saved as .xel files, even though on SQL Server on a VM, they
will be saved as .sqlaudit files. Also, note there is a folder structure for the files by server,
database, container, and date. It’s hard to query multiple files because you have to loop
through them.

As with SQL Server on a VM, you can right-click the audit to View Audit Logs, as
shown in Figure 14-13.

¥ 1 Security
(=] 7 Security

® ™ Logins

# I Server Roles New Audit

- gre'jf"“a'sh_ J Disable Audit

@ ryptographic F, - =

o # Audits | View Audit Logs
£ miaudit Script Audit as »
¥e) miauditstora Policies "

=] an.rer Audit Sp] Facets

Figure 14-13. View audit logs

There is a way to merge audit files by clicking File » Open » Merge Audit Files as
shown in Figure 14-14.
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File l Edit View Query Project Tools Window Help

¥ Connect Object Explorer... EI SR xEa [ 2-C -5 | -|
Disconnect Object Explorer i v i3S | g0 8o WY | nEl.rJ ' = 73 | Z€ 3z

pew 7| 1ERYEIN <Ol Ouerv11sal - d_ter (miag
Open » | ¥ Project/Solution... Ctrl+Shift+O ]
Add » | 20 Folder.. Ctrl+Shift+Alt+0 |
Close Merge Extended Event Files... ;
&l Close Solution Merge Audit Files... |
B Save SQLQuery11sq! Ctrl+S Vulnerability Assessment...
Save SQLQuery11.:sql As.. 27 File. Ctrl+0
¥ Save All Ctrl+Shift+S Cg Analysis Services Database...
View in Browser Ctrl+Shift+W ¥ File with New Connection..

Figure 14-14. Merge Audlit Files menu item

Merge Audit Files will bring up a dialog box. Click Add. This will bring up another
dialog box where you can add your audit files as shown in Figure 14-15.

Add Audit Files = g X
To continue, specify the audit files to add:
(O Add from local disk Browse..
@ Add from Azure Blob storage

Storage account:  azuresglmiauditing Connect...

Container name:  miauditfiles

Server name: :dbopsmi v |

Database name: |master v |

From: | Monday . May 162022 [Jv] O ute

To: | Monday . May 16.2022 [J~v| 33944PM 3| @ Local Time

N _
o[ cone

Figure 14-15. Merge Audit Files
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You are limited to merging only one database’s audit files. This may not prove very
useful if you have multiple databases you are auditing. This is why I like the diagnostic
setting that allows you to store your audit data in a Log Analytics workspace. This makes
for easy querying across multiple databases or servers.

Auditing Azure SOL Managed Instance
with Extended Events

Extended events on Azure SQL Managed Instance is very similar to SQL Server on a

VM. The main difference is the storage location. You will need to use a storage account
to write audit files. The setup is the same as SQL Server otherwise. See earlier chapters in
this book on how to set up extended events.

You will need to create a storage account and container to hold your audit files. The
storage account, container, container URL, SAS token, and credential can be used in the
last section. This setup will be the same as for SQL Server Audit in the last section.

You need to specify the URL in the filename when creating the extended event as
shown in Listing 14-8.

Listing 14-8. Create server audit in SSMS

CREATE EVENT SESSION [auditxel] ON SERVER
ADD EVENT sqlserver.rpc_completed(  ACTION(sqlserver.client app name,
sqlserver.client hostname,sqlserver.database name,sqlserver.sql text,
sqlserver.username)

WHERE ([sqlserver].[username]=N'josephine')),
ADD EVENT sqlserver.sql batch completed(  ACTION(sqlserver.client app_
name,sqlserver.client_hostname,sqlserver.database name,sqlserver.sql
text,sqlserver.username)

WHERE ([sqlserver].[username]=N'josephine'))
ADD TARGET packageo.event file(SET filename=N'https://azuremiauditing.blob.
core.windows.net/miauditfiles/xelauditdata.xel’,max_file size=(10),max_
rollover files=(5))
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WITH (MAX MEMORY=4096 KB,EVENT RETENTION MODE=ALLOW SINGLE EVENT LOSS,MAX
DISPATCH LATENCY=30 SECONDS,MAX EVENT SIZE=0 KB,MEMORY PARTITION
MODE=NONE , TRACK CAUSALITY=0OFF,STARTUP_STATE=ON);

ALTER EVENT SESSION [auditxel] ON SERVER

STATE=START;

Make sure to update the filename to the path to your storage account and container.
This will be the one you set up a credential for. Refer to the SQL Server Audit section in
this chapter for more details.

Once the extended event is started, it will place a file in the Azure storage account
as shown in Figure 14-16. Five files up to 10 MB each will be placed there because that’s
what’s specified in the script in Listing 14-8.

;'m_i;l};il}{{;; . x

Search (Ctrl+/) T upload [ Change accesslevel () Refresh

Authentication method: Access key (Switch to Azure AD Uiser Account]
Location: miaw:

e Add filter

Name Modified Access tier Archive status Blob type Size
L] ™ dvopsmi

D ) welauditdata 0_132973654295200000.xel 5/18/2022, 10:37:09 AM Page blob 10 Mi8
Figure 14-16. .xel files in Azure storage account

To query the .xel files, you will need to know the exact file names. You can use the
Azure Storage connection in SSMS to find out the names as shown in Figure 14-17.

Object Explorer
Connect- ¥ % = 7 ¢ -
| @ Database Engine... :
@ Analysis Services...
& Integration Services... 1
Reporting Services...
Azure Storage...
Azure-SSIS Integration Runtime...

® W =

Figure 14-17. Azure Storage connection
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Sign in to Azure and pick the right storage account and container from the drop-
down as shown in Figure 14-18.

Connect to a Microsoft Subscription - O X

You are signed in as jbr Change user
Select a subscription to use:
|Visual Studio Professional with MSDN v

Figure 14-18. Log in to Azure and select a storage account and container

Click OK. This connects you to this storage account and it lists the files in the
container as shown in Figure 14-19.

0B azureq[dbaudits (Azure Stoage Account - Encrypted)

= = Containers
=« xelfiles
0 Xelauditdata_0_132972103478750000.xel

Figure 14-19. Container list of files
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Once you know the names of the files, you can query them with the script in
Listing 14-9.

Listing 14-9. Query .xel files

SELECT n.value('(@timestamp)[1]', 'datetime') as timestamp,
n.value('(action[@name="sql text"]/value)[1]', 'nvarchar(max)")

NUL

CROSS APPLY ed.event data.nodes('event') as q(n)

as [sql],

n.value('(action[@name="client hostname"]/value)[1]",
"nvarchar(50)") as [client hostname],
n.value('(action[@name="username"]/value)[1]', 'nvarchar(50)")

as [user],

n.value('(action[@name="database name"]/value)[1]', 'nvarchar(50)")
as [database name],

n.value('(action[@name="client _app name"]/value)[1]',
"nvarchar(50)') as [client_app_name]
FROM (SELECT CAST(event data as XML) as event data
FROM sys.fn xe file target read file(N'https://azuremiauditing.blob.core.
windows.net/miauditfiles/xelauditdata_0_132972103478750000.xel", NULL,

L, NULL)) ed

WHERE n.value('(@timestamp)[1]', 'datetime")
>= DATEADD(HOUR, -4, GETDATE())
ORDER BY timestamp DESC;

=N I L

- 0
o

The query in Listing 14-9 will return results like Figure 14-20.

B Resuts @ Messages

timestamp _______
2022-05-16 22:03:57.640
2022-05-16 22:03:57.570
2022-05-16 22:03:57.497
2022-05-16 22:03:57.007
2022-05-16 22:03:56.833
2022-05-16 22:03:56.753
2022-05-16 22:03:56.683
2022-05-16 22:03:55.257
2022-05-16 22:03:55.157

sql

SELECT sqllog.name AS [Name], sqll...
SELECT sqllog.name AS [Name], sqll...
DECLARE @edition sysname; SET @...
(@_msparam_0 nvarchar(4000))SEL...
SELECT CAST( serverproperty(...

select SERVERPROPERTY(N'server...

DECLARE @edition sysname; SET @...
[ Script for SelectTopNRows com...

SELECT @@SPID;

Figure 14-20. .xel files results
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client_hostname

. DESKTOP-15

DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15
DESKTOP-15

user
josephine
josephine
josephine
josephine
josephine
josephine
josephine
josephine
josephine
josephine

database_n...
jbdb
jbdb
jbdb
jbdb
jbdb
jbdb
jbdb
jbdb
jbdb
jbdb

client_app_name

Microsoft SQL Server Manag:
Microsoft SQL Server Managi
Microsoft SQL Server Manag:
Microsoft SQL Server Manag
Microsoft SQL Server Manag:
Microsoft SQL Server Manag:
Microsoft SQL Server Manag:
Microsoft SQL Server Manag:
Microsoft SQL Server Managt
Microsoft SQL Server Manags
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Querying the .xel files is difficult because you need to know the exact file name. You
can'’t easily query multiple .xel files at the same time. This is why I like the diagnostic
settings that allow you to store your audit data in a Log Analytics workspace. This makes

for easy querying across multiple databases or servers.

Centralizing and Reporting on Azure SQL Managed
Instance Audit Data

Centralizing is as easy as putting all your audit data in the same Log Analytics workspace.
This makes for easy querying and reporting on audit data.

To report on data, I use a Logic App. This way, I can send an email attachment with
any changes captured by the audit daily. Figure 14-21 shows you the high-level setup of
the Logic App.

Home > auditreport

o auditreport | Logic app designer

(T
"7 Logicapp

| 2 Search (Cirl+)) ¢ Ol save X wd  [> RunTrigger i ner  ¢/> Codeview [@] Parameters [ Templates B Conne

5 Overview =
[0}
B Activity log
E Recurrence
8 Access control (1AM)
@ Tags \L

42 Diagnose and solve problems E Run query and list results

Development Tools J/

LUN Create CSV table

.5 Logic app designer
<f» Logic app code view l
2 Versions E Send an email (V2)

& APl connections

Figure 14-21. Logic app to report on audit data
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Tip To learn how to create a logic app, visit https://docs.microsoft.
com/en-us/azure/logic-apps/quickstart-create-first-logic-
app-workflow

The logic app consists of four steps. Let’s walk through them one by one. The
Recurrence step determines how often this app will run as shown in Figure 14-22. This
logic app will run once a day at 10. This is in UTC, so make sure to account for that if you
want it to run at 10 in another time zone instead.

E Recurrence @'

*Interval = F_req_uenc_y
1 [ Day
At these hours X
10 A
Preview

Runs at 10:00 every day

Add new parameter v

Figure 14-22. Recurrence step

The Run query and list results step runs the Kusto query I mentioned in Listing 14-3.
This step is shown in Figure 14-23.
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|ﬂ Run query and list results

* Subscription

* Rescurce Group

* Resource Type

* Resource Name

*Query

*Time Range

0]

tenant

dbops

Leg Analytics Workspace

dbauditdata

AzureDiagnostics
| where Category == "SQLSecurityAuditEvents’
| where TimeGenerated > ago(1d)
| project
event_time_t,
database_name_s,
statement_s,
server_principal_name_s,
succeededs,
client_ip_s,
application_name_s,
additional_information_s,
data_sensitivity_information_s

| order by event_time_t desc

Add dynamic content Bl

Last 24 hours

X

Figure 14-23. Run query and list results step

The Create CSV table step creates a CSV file of the results as shown in Figure 14-24.

The contents of the CSV come from the previous step. I create a CSV file because the

Kusto query results are not easily formatted into the body of an email.
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W
01 Create CSV table
*From m value x
*Columns Automatic ol

Figure 14-24. Create CSV table step

Caution If you are collecting a lot of audit data, there may be too much to send
in a daily email. My recommendation is to pare down your auditing to only the
necessities. For example, | want to see when changes to schema or permissions
happen, not everything under the sun.

The Send an email (V2) step allows you to send the CSV file to a specific email
address as shown in Figure 14-25.

h 4
Send an email (V2)
*Body Font v 2vB I U/ZiEE == 2
See attached file for results
*Subject ‘ Azure auditing last day l
*To [ josephine@email.com ]
: - tent ot X
' Attachments Content - :
1 -'
Output x I
| Attachments Name - 1
[ AzureAuditLastDayResults.csv |
| + Add new item
] Add new parameter w

Figure 14-25. Send an email (V2)

In the next chapter, you will learn about auditing SQL databases with Amazon Web

Services and Google Cloud.
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Other Cloud Provider
Auditing Options

Since not everyone uses Azure for their cloud databases, this chapter will cover auditing
options for Amazon Web Services (AWS) Relational Database Service (RDS) and
Google Cloud.

AWS RDS SQL Server Audit

There are a few components required to make SQL Server Audit work on AWS RDS SQL
Server instances:

¢ S3 bucket - To store audit files.

e Option group - To allow RDS SQL Server to use audit functionality.
This also determines which S3 bucket and IAM role to use.

e IAMrole - This will allow your RDS instance to access your
S3 bucket.

¢ SQL Server Audit and Server or Database Audit - To audit actions
on SQL Server.

Creating an S3 Bucket

If you don’t already have an S3 bucket, you will need to create one to store the audit files.
Search for and click on S3 as shown in Figure 15-1.
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Search results for 's3'

Services

Features (10)

Blogs (1,073) B S3 w

; Scalable Storage in the
Documentation (106,532)

Figure 15-1. Search for and click on S3 in search results

Click the Create bucket button as shown in Figure 15-2.

Create a bucket

Every object in 53 Is stored in a bucket. To upload files
and folders to S3, you'll need to create a bucket where the

objects will be stored.

Figure 15-2. Create an S3 bucket

Note For more information about creating an S3 bucket, visit https://docs.
aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.
Options.Audit.html#Appendix.SQLServer.Options.Audit.S3bucket

This will bring up a Create bucket page as shown in Figure 15-3. You will need to
name it something unique across all of AWS. This bucket must be in the same region as
the database.
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CHAPTER 15

Create bucket .«

Buckets are containers for data stored in S3. Learn more [

General configuration

Bucket name

OTHER CLOUD PROVIDER AUDITING OPTIONS

sqlserverauditfiles

Bucket name must be unique and must not contain spaces or uppercase letters. See rules for bucket naming B

AWS Region
US East (N. Virginia) us-east-1

Copy settings from existing bucket - optional
Only the bucket settings in the following configuration are copied.

Choose bucket

Figure 15-3. Create bucket settings

You can leave all the defaults in place on the rest of the Create bucket page and then

click Create bucket.

Note
for audit files.

Your S3 bucket can’t be open to the public, and it can’t use S3 object lock

You will see the new bucket listed in your portal as shown in Figure 15-4.

Buckets (1) info

Buckets are containers for data stored in S3. Learn more [

Name A AWS Region v Access

sqlserverauditfiles US East (N. Virginia) us-east-1

3 Copy ARN Empty Delete

Bucket and objects not public

v Creation date v

May 18, 2022, 16:49:01 (UTC-06:00)

Figure 15-4. S3 bucket listing
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Tip Make sure to configure life cycle management on your S3 bucket. This

way you aren’t paying to keep audit data forever. For more information, visit
https://docs.aws.amazon.com/AmazonS3/latest/userguide/object-
lifecycle-mgmt.html

Creating an Option Group

You can’t add options to the default option group. You will need to create a new option
group and apply it to the database instance.

Note If you already have an option group handling your database backups, you
can add auditing to it.

To create a new option group, search for and click on RDS. You will need the engine
and its version to create the new option group. First, let’s check the engine of your RDS
Instance. Click on your RDS instance. In the Summary section, you will see the Engine
as shown in Figure 15-5. Make note of that engine. Then click Configuration as shown in
Figure 15-5.

RDS > Databases » auditdatabase

auditdatabase |
Summary
DB identifier CcPU Status Class
auditdatabase - 39.83% ® Avallable db.t2.micro
Role Current activity Engine Region & AZ
Instance 0 i1 Connections SQL Server Express Edition us-east-1f

Connectivity & security Monitoring Logs & events Configuration Maintenance & backups Tags

Figure 15-5. RDS Configuration
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Make a note of your Engine version as shown in Figure 15-6.
Instance

Configuration

DB Instance ID
auditdatabase

Engine version
|L14.00.3421.10v1

Figure 15-6. The engine version

To set up a new option group, click Option groups as shown in Figure 15-7.

Amazon RDS

Dashboard
Databases

Query Editor
Performance insights
Snapshots
Automated backups
Reserved instances

Proxies

Subnet groups

Parameter groups

Option groups

Custom eng]ne versions

Figure 15-7. Option groups menu item

Since I only have the default option group right now, I will create a new option group.
Click the Create group button as shown in Figure 15-8.
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RDS > Option groups

Option groups (1)
Add option Modify option Delete option Delete option group
Q, Filter by option groups <1
Name A Description v Engine
default:sqlserver-ex-14-00 Default option group for sqlserver-ex 14.00 SQL Server Expre

Figure 15-8. Create group button

Once you are on the Create group page, you will have four fields to fill out as shown
in Figure 15-9.

RDS > Optiongroups > Create

Create option group

Option group details info

Name

sqlserverexpressoptions

Description

sql server express option group

Engine

sqlserver-ex v

Major Engine Version

14.00 v

Figure 15-9. Create option group settings

274



CHAPTER 15  OTHER CLOUD PROVIDER AUDITING OPTIONS

For the settings on the Create option group page:

e Name - You can name it whatever you want. It’s best to name it
something descriptive enough that you can tell what it’s for. You can
have multiple options in the group, though, so you don’t have to put
auditing in the name.

¢ Description - To help you determine what is in the option group.

o Engine - Choose the engine you got from your RDS summary in
Figure 15-5.

e Major Engine Version - Choose the major engine version you got

from your engine version configuration setting in Figure 15-6.

Click Create. Now your option group is ready for options to be added to it.

Adding Auditing Option to New Option Group

Once it’s created, click on it in the list as shown in Figure 15-10.

RDS > Option groups

optio" groups {2} Add option Modify option Delete option Delete option

Name A Description v
default:sqlserver-ex-14-00 Default option group for sqlserver-ex 14.00
sqlserverexpressoptions sql server express option group

Figure 15-10. Click on the new option group

Scroll down to the Options box and click Add Option as shown in Figure 15-11.
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Options " Add option i

Name Persistent Permanent Port Security groups Version Settings

Mo Options found

Figure 15-11. Add option button

On the Add Option page, you need to choose SQLSERVER_AUDIT and your S3
bucket as shown in Figure 15-12. You can choose a prefix on your S3 bucket. If you don’t
put in a prefix, the audit files will be placed in the root folder of the bucket.

RDS > Optiongroups > Add option

Add option

Option details

Option group name
sqlserverexpressoptions

Option name Info
Choose the option that you want to add to this group.

SQLSERVER_AUDIT -
Use to offload SQL Server Audit logs to your S3 bucket. It grants your DB instance ac...

S3 destination

53 bucket

sqlserverauditfiles v

S3 prefix (optional) info

Figure 15-12. Add option settings
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You will need an IAM role. If you don’t already have an S3 role, create one now. This
role will allow your RDS instance to talk to the bucket. Choose Create new role in the
IAM role drop-down as shown in Figure 15-13.

IAM role

1AM role

Choose or create an IAM role to grant write access to your S3 bucket.

Choose an option A

Q Ifﬂ'fé_’,r' IAM roles

Create a new role

Figure 15-13. Create a new IAM role

You can name the new role something like AWSServiceS3forRDS as shown in
Figure 15-14.

IAM role

IAM role

Choose or create an 1AM role to grant write access to your S3 bucket.

Create a new role v

IAM role name

AWSServiceS3forRDS

Figure 15-14. Creating IAM role name
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Expand the Additional configuration section. Leave the compression enabled and
enable the retention as shown in Figure 15-15. You can retain between 1 and 840 hours
of audit logs. If you leave retention disabled, the audit logs will be removed immediately
after they are offloaded from your RDS instance. I set it to a week, so I know I can query

all the audit data before that week goes by.

v Additional configuration - optional

Compression

Enable compression
Enabling compression will compress audit logs to ZIP file before offloading to your 53 bucket.

Retention

Enable retention
Enabling retention will keep audit logs on the RDS instance for the configured amount of time. Otherwise the audit logs are
removed immediately after being offloaded to $3 bucket.

Retention window

| 168 S | howr

5

1 to 840 hours

Figure 15-15. Compression and retention settings

Then you can choose to apply this right away or wait for a maintenance window.
Click Add option as shown in Figure 15-16.

Scheduling

Schedule for adding option

O Immediately
Choosing to apply immediately also applies all other modifications that are in your queue.

' During the next maintenance window
Current maintenance window: Mon:10:05 - Mon:10:35

Cancel Add option

Figure 15-16. Schedule and add option
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After clicking Add option, you are taken back to your option group listing page. Click
on the option group you just created and verify the settings you implemented as shown
in Figure 15-17.

Options Add option |

Security
groups

Name Persistent Permanent Port Verslon Settings

ENABLE_COMPRESSION  true

53_BUCKET_ARN arm:aws:s3osqlserverauditfiles

SQLSERVER_AUDIT No No arncawslam:65625 190475 :role/service-

IAM_ROLE_ARN role/AWSServiceS3farRDS

RETENTION_TIME 168

Figure 15-17. Verify new option group settings

Adding the New Option Group to RDS Instance

Navigate to your RDS instance. You will need to modify it to use this new option group.
Click Modify on your database instance as shown in Figure 15-18.

RDS > Databases > auditdatabase

auditdatabase | Modity |f Actions v

Summary

Figure 15-18. Modify RDS instance

Scroll down to the database options settings. Change the option group to the new
group you just created as shown in Figure 15-19.
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Database options

DB parameter group Info

default.sqlserver-ex-14.0 v

Option group Info

sqlserverexpressoptions v

Figure 15-19. Choose the new option group

Scroll down and click Continue. Choose whether to apply this during the next
maintenance window or immediately. Then click Modify DB Instance as shown in
Figure 15-20.

RDS > Databases > Modify DB instance: auditdatabase

Modify DB instance: auditdatabase

Summary of modifications
You are about to submit the following medifications. Only values that will change are displayed. Carefully verify your changes and
click Modify DB Instance.

Attribute Current value New value

Option group default:sqlserver-ex-14-00 sqlserverexpressoptions

Scheduling of modifications

When to apply modifications

Apply during the next scheduled maintenance window
Current maintenance window: May 26, 2022 02:46 - 03:16 UTC-6

© Apply immediately
The medifications in this request and any pending modifications will be asynchronously
applied as soon as possible, regardless of the maintenance window setting for this database
instance.

Figure 15-20. Modify RDS instance with new option group immediately
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Caution Apply immediately can cause your database to be unavailable for some
time while the change is applied.

Click back to the Configuration page of the RDS instance. You will see the new option
group is in a status of Pending apply as shown in Figure 15-21.

Option groups

sqlserverexpressoptions @)
Pending apply
default:sqlserver-ex-14-00 @)
Pending removal

Figure 15-21. Option group pending apply

On the database listing page, you will see the database is in a status of Modifying as
shown in Figure 15-22.

[*] DB identifier v Role ¥ Engine v Reglon & AZ ¥ Size v Status v

auditdatabase Instance SQL Server Express Edition us-east-1f db.t2.micro 2 Modifying

Figure 15-22. RDS instance modifying to apply the new option group

Once the state of the database is Available, you can proceed to set up SQL
Server Audit.

Setting Up SQL Server Audit

Some guidelines need to be followed on an RDS instance when setting up SQL Server
Audit. These are in addition to any other guidance I've provided on SQL Server Audit in
earlier chapters of this book.

e Don’tuse RDS_ as a prefix in the server audit name.

o For FILEPATH, specify D: \rdsdbdata\SQLAudit. This path is required
by AWS and no other path will work.
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o For MAXSIZE, specify a size between 2 MB and 50 MB.

o Don’t configure MAX ROLLOVER FILES or MAX FILES. This is not
allowed and you will receive an error if you try. Leave MAX_ROLLOVER _
FILES setto 2147483647. Don’t use MAX_FILES at all. This is why it will
be particularly important to not audit everything under the sun. The
more audit files you have, the harder it will be to query the audit data.

e Don't configure SQL Server to shut down the DB instance if it fails to
write the audit record. I don’t normally recommend this anyway, but
definitely, don’t do this in AWS.

Note SQL Server Audit in RDS will work on any edition of SQL Server, including
Express.

To set up SQL Server Audit, you need to connect to your RDS instance with SSMS. I
recommend setting up your audit with the script in Listing 15-1.

Listing 15-1. Create server audit

USE [master];
CREATE SERVER AUDIT [AuditSpecification]

TO FILE

( FILEPATH = N'D:\rdsdbdata\SQLAudit\'
,MAXSIZE = 10 MB
,MAX ROLLOVER FILES = 2147483647
,RESERVE_DISK SPACE = OFF

) WITH (QUEUE DELAY = 1000, ON_FAILURE = CONTINUE)
WHERE ([database name]<>'rdsadmin');

Next, you will need to set up a server or database audit so it will collect audit data as
shown in Listing 15-2.

Listing 15-2. Create server audit specification

USE [master];
CREATE SERVER AUDIT SPECIFICATION [ServerAuditSpecification]
FOR SERVER AUDIT [AuditSpecification]
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ADD (DATABASE OBJECT ACCESS_GROUP),

ADD (SCHEMA OBJECT ACCESS_GROUP),

ADD (DATABASE ROLE_MEMBER CHANGE GROUP),

ADD (SERVER ROLE_MEMBER CHANGE_GROUP),

ADD (AUDIT CHANGE_GROUP),

ADD (DBCC_GROUP),

ADD (DATABASE_PERMISSION CHANGE GROUP),

ADD (SCHEMA OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER OBJECT PERMISSION CHANGE GROUP),
ADD (SERVER PERMISSION CHANGE GROUP),

ADD (DATABASE_CHANGE_GROUP),

ADD (DATABASE OBJECT CHANGE_GROUP),

ADD (DATABASE PRINCIPAL CHANGE_GROUP),

ADD (SCHEMA OBJECT CHANGE_GROUP),

ADD (SERVER OBJECT CHANGE_GROUP),

ADD (SERVER PRINCIPAL CHANGE GROUP),

ADD (SERVER_OPERATION GROUP),

ADD (APPLICATION ROLE CHANGE PASSWORD GROUP),
ADD (LOGIN CHANGE_PASSWORD GROUP),

ADD (SERVER_STATE_CHANGE_GROUP),

ADD (DATABASE OWNERSHIP CHANGE GROUP),

ADD (SCHEMA OBJECT OWNERSHIP CHANGE_GROUP),
ADD (SERVER OBJECT OWNERSHIP_CHANGE_GROUP),
ADD (USER_CHANGE_PASSWORD GROUP)

WITH (STATE = ON);

The server audit in Listing 15-2 will only get the schema and permissions changes.
This will keep your audit files smaller and fewer in number.

Querying SQL Server Audit Data

Until each file reaches its max size, it will be stored on the database instance. Those
audit files are stored in D: \rdsdbdata\SQLAudit\. Once it reaches its max size, it will
be uploaded into S3. At that point, the file is moved into the retention folder, which is
named transmitted. Then, your audit files will be stored in D: \rdsdbdata\SQLAudit\
transmitted.
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To query the audit data, use the script in Listing 15-3.

Listing 15-3. Query audit data not transmitted to S3

SELECT DISTINCT
event time,
aa.name as audit_action,
statement,
succeeded,
database _name,
server_instance_name,
schema_name,
session _server principal name,
server_principal name,
object_Name,
file name,
client ip,
application_name,
file name
FROM msdb.dbo.rds fn get audit file ('D:\rdsdbdata\SQLAudit\*.
sqlaudit',default,default) af
INNER JOIN sys.dm audit actions aa
ON aa.action_id = af.action_id
WHERE event time > DATEADD(HOUR, -1, GETDATE())
ORDER BY event time DESC;

Tip AWS has done a good job with auditing to mimic SQL Server as much as
possible. You can use *.sqlaudit to query all the audit files at once. It’s harder
to query audit data in Azure SQL Database Managed Instance. This is because you
have to know the exact names of the files. You can’t use *.sqlaudit to query all
the files at once in Azure SQL Database Managed Instance.

Even with the audit set up in Listings 15-1 and 15-2, it’s going to capture a lot of
actions happening in the background. You will need to filter it. There’s going to be a user
something like WORKGROUP\EC2AMAZ-QG7G9L3$, depending on your instance.
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You will need to filter that user out to avoid having issues with too much audit data. You
may also be seeing a lot of sys schema, which you won’t need to audit. Also, rdsa may
be audited a lot, and that will be more background actions you don’t need to audit. The
filter you need will depend on what you see coming through cluttering up your audit.
Listing 15-4 gives you a way to filter your audit.

Listing 15-4. Filtering your audit
USE [master];
ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = OFF);

ALTER SERVER AUDIT [AuditSpecification]
WHERE [database name]<>'rdsadmin'
AND session server principal name <>'WORKGROUP\EC2AMAZ-QG7G9L3$'

and schema_name <> 'sys
and server principal name <> 'rdsa’;

ALTER SERVER AUDIT [AuditSpecification] WITH (STATE = ON);

If you need to query audit data that has already been moved to S3, you will need to
change your query as shown in Listing 15-5. The only difference from Listing 15-3 is the
filename path.

Listing 15-5. Query audit data transmitted to S3

SELECT DISTINCT
event_time,
aa.name as audit action,
statement,
succeeded,
database name,
server_instance_name,
schema_name,
session server principal name,
server principal name,
object Name,
file name,
client ip,
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application_name,
file name
FROM msdb.dbo.rds fn get audit file ('D:\rdsdbdata\SQLAudit\transmitted\*.
sqlaudit',default,default) af
INNER JOIN sys.dm audit actions aa
ON aa.action_id = af.action_id
WHERE event time > DATEADD(HOUR, -1, GETDATE())
ORDER BY event time DESC;

My recommendation is to query the audit data while it’s still in the database instance
and not yet transmitted to S3. If you set up your server audit like Listing 15-2 and added
an appropriate filter like in Listing 15-4, you won’t be getting a lot of audit data. You
could probably collect it every hour and never miss any audit data. The best way to make
sure you don’t miss audit data is to keep a close eye on how fast it collects. Then you can
set the schedule for querying it based on that.

Note For more information about SQL Server Audit in RDS, visit https://docs.
aws.amazon.com/AmazonRDS/latest/UserGuide/Appendix.SQLServer.
Options.Audit.html

Nicely, AWS RDS allows you to use SQL Server Agent and Linked Servers. You could
do a centralization setup like in Chapter 11, “Centralizing Audit Data.” This will make it
easier to query and report on multiple RDS instances.

AWS RDS Extended Events

It’s pretty straightforward to use extended events in AWS RDS. The main thing to note is
the filename. You have to put your extended events in the path D: \rdsdbdata\Log\ as
I've done in Listing 15-6

Listing 15-6. Extended event setup in RDS

CREATE EVENT SESSION [auditxel] ON SERVER

ADD EVENT sqlserver.rpc_completed(  ACTION(sqlserver.client app_
name,sqlserver.client _hostname,sqlserver.database name,sqlserver.sql
text,sqlserver.username)
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WHERE ([sqlserver].[username]=N'josephine')),
ADD EVENT sqlserver.sql batch completed(  ACTION(sqlserver.client app_
name,sqlserver.client_hostname,sqlserver.database name,sqlserver.sql_
text,sqlserver.username)

WHERE ([sqlserver].[username]=N'josephine'))
ADD TARGET packageo.event file

(SET filename=N'D:\rdsdbdata\Log\auditxel",

max_file size=(10),max_rollover files=(5))
WITH (MAX MEMORY=4096 KB,EVENT RETENTION MODE=ALLOW SINGLE EVENT LOSS,MAX
DISPATCH_ LATENCY=30 SECONDS,MAX EVENT SIZE=0 KB,MEMORY PARTITION
MODE=NONE , TRACK CAUSALITY=0OFF,STARTUP STATE=ON);
ALTER EVENT SESSION [auditxel] ON SERVER
STATE=START;

Note Extended events will only work on Enterprise and Standard editions.

To query your extended event, use the script in Listing 15-7.

Listing 15-7. Query extended event data in RDS

SELECT n.value('(@timestamp)[1]', 'datetime') as timestamp,
n.value('(action[@name="sql text"]/value)[1]', 'nvarchar(max)")
as [sql],
n.value('(action[@name="client hostname"]/value)[1]",
"nvarchar(50)") as [client hostname],
n.value('(action[@name="username"]/value)[1]', 'nvarchar(50)")
as [user],
n.value(' (action[@name="database name"]/value)[1]', 'nvarchar(50)")
as [database_name],
n.value('(action[@name="client app name"]/value)[1]',
"nvarchar(50)") as [client app_name]

FROM (SELECT CAST(event data as XML) as event data

FROM sys.fn xe file target read file('D:\rdsdbdata\log\auditxel*.xel',

NULL, NULL, NULL)) ed

CROSS APPLY ed.event data.nodes('event') as q(n)
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WHERE n.value('(@timestamp)[1]', 'datetime")
>= DATEADD(HOUR, -4, GETDATE())
ORDER BY timestamp DESC;

Tip AWS has done a good job with XEvents to mimic SQL Server as much as
possible. You can use *.xel to query all the files at once. It’s harder to query
XEvent data in Azure SQL Database and Managed Instance. This is because you
have to know the exact names of the files. You can’t use *. xel to query all the

files at once in Azure SQL.

The results from Listing 15-7 will look something like the results in Figure 15-23.

Figure 15-23. Extended events query results example

B Rests il Messages
I I'ilmelslqr!'ul:l e sql client_hostname user database_neme client_app_name

1 i_2022<15—20 22:32:58.783 _ (@Param1 datetime,@Param2 nvarchar(9))SELECT TOP... DESKTOP-13 josephine  auditing Microsoft SQL Ser
2 2022052022:3258723 (@_msparem_0 nvarchar(4000),@_msparam_1 her.. DESKTOP-15 josephine  auditing Microsoft SQL Se:
3 2022-05-20 22:32:58.657  use [auditing]: if (db_id() = 1) begin — contained auth is 0 DESKTOP-15 josephine  auditing Microsoft SQL Ser
4 2022-05-20 22:32:58.603 DECLARE diti . SET dition = cast{SERV... DESKTOP-15 joseph diting Mi ft SOL Se
5 2022-05-20 22:32.58 540  select col.neme, stname as DT_name, casewhen (stn.. DESKTOP-15 josephine  auditing Microsoft SQL Se-
G 2022-05-20 22:32:58.427 d i i ipti (9))INSERT ... DESKTOP-15 josaphi diting i ft SQL Se
7 2022-05-20 22:32.58.317  (@_msperem_0 nverchar(4000),@_msperam_1 nvarchar... DESKTOP-15 josephine  audiling Microsoft SQL Se
8 2022-05-20 22:32:38.257  use [auditing]; if (db_id() = 1) begin - contained authis 0 ... DESKTOP-15 josephine auditing Microsoft SQL Se-
9 2022-05-20 22:32:58.203 DECLARE @edition sysname; SET @edition = cast(SERV DESKTOP-15 josephine  auditing Microsoft SQL Se
10 2022-05-20 22:32.58.143  select col.name, stname as DT_name, case when (stn.. DESKTOP-15 josephine  audiling Microsoit SQL Ser

Note For more information about extended events in RDS, visit https://aws.
amazon.com/blogs/database/set-up-extended-events-in-amazon-
rds-for-sql-server/

Auditing Google Cloud SQL Databases

Google Cloud has an offering called Cloud SQL, which allows you to set up a fully
managed SQL Server. This does not support SQL Server Audit or extended events.

Note For more information about Cloud SQL, visit https://cloud.google.
com/sql/docs/features#sqlserver
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There is a way to audit Cloud SQL via the Google Cloud portal. This will not mimic
the functionality of SQL Server Audit or extended events. It will give you access to the
SQL Server Log only.

For these reasons, I recommend using a VM in Google Cloud, if you want to have any
auditing capability.

Please refer to Appendix A to get a comparison and overview of auditing options. It
will provide you with use cases, pros, and cons. It will also give links back to the chapters
for additional information.
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APPENDIX A

Database Auditing
Options Comparison

Here’s a quick review of the options for auditing. This chapter has use cases and pros
and cons for each auditing option along with references back to specific chapters for

additional information.

Auditing Options

e SQL Server Audit - This built-in SQL Server auditing feature can
be used to set up auditing with SQL Server Management Studio or
with SQL scripts. This feature makes it easy to see what is changing
on your SQL Server. To make SQL Server auditing work, you need
two or three things depending on what you want to audit. The
server audit specification is generally good for auditing server-level
changes and/or all the databases at the same time. The database
audit specification is good for auditing one database or a subset of

activities in one database.

o Extended events - This built-in SQL Server auditing feature that can
be used to set up auditing with SQL Server Management Studio or
with SQL scripts. It doesn’t have auditing capabilities as nuanced as
SQL Server Audit; so if you are looking to audit a subset of activities
for a user or database, then it’s best to use SQL Server Audit for that
instead. To make extended events work, you need to set up a session.
That’s the only piece that’s required, instead of the two or three

pieces for SQL Server Audit.

© Josephine Bush 2022
J. Bush, Practical Database Auditing for Microsoft SQL Server and Azure SQL,
https://doi.org/10.1007/978-1-4842-8634-0_16
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Change data capture - This feature uses the SQL Server Agent

to track DML changes made to a table. This allows you to see the
changes made to data, the details of which are in a format that is
easily consumed. This can be particularly useful to extract, transform,
and load (ETL) applications or processes.

Change tracking - This feature is a lightweight method to track DML
changes. This is typically used by applications to query database
changes.

C2 and Common Criteria compliance - This feature is
internationally recognized to follow specific security guidelines when
auditing. These types of auditing are a comprehensive type of logging
of all activities on your database server. If you don’t have an auditor
requiring you to turn this on, leave it off. It can be very impactful to
server performance.

Successful and failed login auditing - Both SQL Server Audit and
extended events allow you to audit successful and failed logins.
You will need an audit to store the audit data and a server audit
specification to collect the login information.

Triggers

o Server triggers can be set up to prevent people from changing
databases or preventing them from logging in at certain times.

o DDL triggers can be set up to prevent certain actions from
occurring, such as CREATE, ALTER, DROP, GRANT, DENY, or
REVOKE. They can have another action occur in response to
these actions, or they can record these actions.

o DML triggers can be set up to prevent or have another action
occur in response to INSERT, UPDATE, or DELETE statements.

Cloud auditing

o Azure SQL Database - With SQL Server Audit functionality via
the Azure portal or with extended events

o Azure Managed Instance - With diagnostic settings via the Azure
portal, SQL Server Audit, or extended events
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e AWS RDS - With SQL Server Audit and extended events

e Google cloud - Only on a VM

Caution Any auditing technique can overload your server depending on how
much you audit with it. Best case, you can’t weed through all the data, and worst
case, you overload your production servers. Always remember to do the least
amount of auditing needed for your situation.

Pros and Cons of Auditing Choices

Pros

Cons

SQL Server Audit

Extended events
(XEvents)

Change data capture
(CDC)

Change tracking

G2 and Common
Criteria compliance

Easy to capture very specific audit
events
Don’t need to parse XML

Easy to get started with templates
Feels familiar if you used SQL Trace
or Profiler

Useful for ETL processes
Allows you to see before and after
data changes

Useful for applications to track
changes on a database table

Internationally recognized to follow
specific security guidelines when
auditing

More complicated to set up than
XEvents
No templates to guide you

Need to parse XML to query results

Performance and storage may be an
issue on large, busy tables

Performance may be an issue on
large, busy tables

Database needs snapshot isolation
level for consistency

Table needs a primary key

Can’t see how many times or the
values of each change

It can be VERY impactful to server
performance

(continued)
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Pros

Cons

Azure SQL Database
audit

Azure SQL Database
extended events

Azure SQL Managed
Instance diagnostic
settings

Azure SQL Managed
Instance extended
events

Azure SQL Managed
Instance SQL Server
Audit

Google Cloud

Easy to set up in the Azure portal
Easy to centralize into Log Analytics

Works a lot like SQL Server extended
events

Easy to set up in the Azure portal
Easy to centralize into Log Analytics

Works just like SQL Server extended
events

Works just like SQL Server Audit

Default auditing policy audits
everything, but you can modify it
with PowerShell

Need to query audit data in Kusto

Need to use a storage account
Hard to query multiple .xel files

Need to query audit data in Kusto

Same cons as SQL Server XEvents
Hard to query multiple .xel files

Hard to query multiple .sqlaudit files

Can only audit on a VM with SQL
Server installed

SQL Server Audit vs. Extended Events

The following table gives a comparison of SQL Server Audit vs. extended events to help

you decide which is best for your use case.
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Feature Extended events SQL Server Audit
Setup via GUI or scripts Yes Yes
Query via GUI or scripts Yes Yes

Delete in GUI or script and it
deletes history

Can delete and modify it while
it’s enabled and running

Save to locations

Ability to customize number,
location, and size of files

Query without parsing XML

Gives you host info about
changes made

Templates

Ability to filter what is
captured

Ability to audit what a user
does

Ability to capture server
metrics like waits stats or
connection tracking

Setup multiple on a server

Number of items required to
make it work

No, xel files are left on disk if
disk location is configured

Yes

event_file as .xel file on disk
ring_buffer

event_counter

histogram
pair_matchingetw_classic_
sync_target

Yes

No

Yes

Yes

Yes

Yes

Yes

Yes

One

No, audit files are left on disk if
disk location is configured

No

.sglaudit file on disk
Application Log
Security Log

Yes

Yes

Only in SQL Server 2017 and
later versions

No

Yes

Yes

No

Yes

Two to three
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Everything happening on a database server

Extended events - Capture rpc_completed and sql_batch_
completed without a filter. Be careful with this because it can
produce a lot of audit data. For more information, review Chapter
7, “Implementing Extended Events via the GUI,” and Chapter 8,
“Implementing Extended Events via SQL Scripts.”

DDL and security changes across the entire server

SQL Server Audit - This will require an audit and a server
audit specification. For more information, review Chapter 4,
“Implementing SQL Server Audit via the GUI,” and Chapter 5,
“Implementing SQL Server Audit via SQL Scripts.”

DDL and security changes on one database

SQL Server Audit - This will require an audit and a database
audit specification. For more information, review Chapter 4,
“Implementing SQL Server Audit via the GUI,” and Chapter 5,
“Implementing SQL Server Audit via SQL Scripts.”

DDL changes on one table

SQL Server Audit - This will require an audit and a database
audit specification that specifies this one table with the
associated actions you want to capture. For more information,
review Chapter 4, “Implementing SQL Server Audit via the GUI,”

”

and Chapter 5, “Implementing SQL Server Audit via SQL Scripts.

DDL and security changes at the server level and only one

database

SQL Server Audit - This will require an audit, a server audit
specification, and a database audit specification. For more
information, review Chapter 4, “Implementing SQL Server Audit
via the GUI,” and Chapter 5, “Implementing SQL Server Audit via
SQL Scripts.”
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Everything a user does

SQL Server Audit - This will require an audit with a filter to
capture only that user’s activities and a server audit specification.
For more information, review Chapter 4, “Implementing SQL
Server Audit via the GUL,” and Chapter 5, “Implementing SQL
Server Audit via SQL Scripts.”

Extended events - Capture rpc_completed and sql_batch_
completed. Put a filter on server_principal_name for each of
your selected events. For more information, review Chapter 7,
“Implementing Extended Events via the GUI,” and Chapter 8,
“Implementing Extended Events via SQL Scripts.”

Everything happening in a database

SQL Server Audit - This will require an audit with a filter

to capture only that database’s activities and a server audit
specification. For more information, review Chapter 4,
“Implementing SQL Server Audit via the GUI,” and Chapter 5,
“Implementing SQL Server Audit via SQL Scripts.”

Extended events - Capture rpc_completed and sql_batch_
completed. Plus, put a filter on server_principal_name for each
of your selected events. For more information, review Chapter
7, “Implementing Extended Events via the GUI,” and Chapter 8,
“Implementing Extended Events via SQL Scripts.”

Everyone executing a stored procedure

SQL Server Audit - This will require an audit and a

database audit specification that captures execute on your
stored procedure. For more information, review Chapter 4,
“Implementing SQL Server Audit via the GUI,” and Chapter 5,
“Implementing SQL Server Audit via SQL Scripts.”

Extended events - Capture rpc_completed with a filter

on object_name. For more information, review Chapter 7,
“Implementing Extended Events via the GUI,” and Chapter 8,
“Implementing Extended Events via SQL Scripts.”
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o Configuration changes

SQL Server Audit - This will require an audit and a database
audit specification that captures execute on sp_configure. For
more information, review Chapter 9, “Tracking SQL Server
Configuration Changes.”

e DML changes

SQL Server Audit - If you don’t need to track the actual data
changes themselves, but the DML statement itself. This will
require an audit and a database audit specification that captures
INSERT, UPDATE, and/or DELETE on each table you want to
audit. For more information, review Chapter 4, “Implementing
SQL Server Audit via the GUI,” and Chapter 5, “Implementing
SQL Server Audit via SQL Scripts.”

Change tracking - If an application needs to track whether

data changed, but not the exact value of the data. For more
information, review Chapter 10, “Additional SQL Server Auditing
and Tracking Methods.”

Change data capture - If you need to track the exact values
before and after the data change. For more information, review
Chapter 10, “Additional SQL Server Auditing and Tracking
Methods.”

e Successful and failed logins

SQL Server Audit - You will need an audit to store the audit data
and a server audit specification to collect the login information.
For more information, review Chapter 10, “Additional SQL Server
Auditing and Tracking Methods.”

Extended events - You will need to create a session that uses the
login event and the error_reported event. For more information,
review Chapter 10, “Additional SQL Server Auditing and Tracking
Methods.”
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Audit Azure SQL Database

Azure SQL Database audit via Azure portal - This is similar to
SQL Server Audit. It makes it easy to centralize audit data in a Log
Analytics workspace. For more information, review Chapter 13,
“Auditing Azure SQL Databases.”

Extended events - This is similar to extended events in SQL
Server. The only issue is it’s hard to loop through multiple .xel
files to query all the XEvent data at once. For more information,
review Chapter 13, “Auditing Azure SQL Databases.”

Audit Azure SQL Managed Instance

Diagnostic settings - Configured via the Azure portal. Makes
it easy to centralize audit data in a Log Analytics workspace.
For more information, review Chapter 14, “Auditing Azure SQL
Managed Instance.”

SQL Server Audit - Similar to SQL Server Audit, but audit files
need to be stored in an Azure storage account. The only issue

is it’s hard to loop through multiple audit files to query all the
data at once. For more information, review Chapter 14, “Auditing
Azure SQL Managed Instance.”

Extended events - Similar to SQL Server extended events, but
xel files need to be stored in an Azure storage account. The only
issue is it’s hard to loop through multiple .xel files to query all the
XEvent data at once. For more information, review Chapter 14,
“Auditing Azure SQL Managed Instance.”

Audit AWS RDS

SQL Server Audit - Similar to SQL Server Audit, but audit

files need to be stored in a folder specified by AWS. For more
information, review Chapter 15, “Other Cloud Provider Auditing
Options.”
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 Extended events - Similar to SQL Server extended events, but
xel files need to be stored in a folder specified by AWS. For more
information, review Chapter 15, “Other Cloud Provider Auditing
Options.”

e Google Cloud

e Only on a VM with SQL Server Audit or extended events
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