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Preface


With the increasing pervasiveness of digital data in all aspects of human life and the advent of the so-called “data revolution,” a new lively discussion is taking place about the societal and ethical implications of artificial intelligence (AI) and machine-learning-based technologies. Due to their highly interdisciplinary nature, these issues cannot be approached from a single vantage point but require a truly concerted effort from specialists working in different fields. This motivated us, at the end of 2016, to run a small workshop in Venice which saw the participation of scholars and practitioners from such separate fields as law, philosophy, predictive policing, computer science, engineering, and also from industry.1 Compared with other similar meetings attended primarily by AI and machine-learning researchers, ours was especially notable for the diversity of perspectives. After a whole day of intense discussion (which continued seamlessly during the social dinner) we realized that, despite the inherent difficulties in such cross-disciplinary dialogues, the time was ripe to start one, and thus came the idea of compiling this book, whose main objective is to offer a multifaceted glimpse into some of the most important issues in the area.

The reader we have in mind for this book is one who already has some familiarity with AI, machine learning, or data science and is curious about the contemporary debate around their socio-ethical implications. We also aim to appeal to AI practitioners and data scientists, both in academia and industry, as it is becoming more and more imperative that they be aware of the social and ethical risks associated to AI and be prepared to take appropriate actions. There is in fact an increasing awareness that sound and widely accepted ethical principles should become an integral part of the design of next-generation AI systems. In this respect, we believe that our book can also be profitably used as a reference text either in AI ethics courses within computer science or electrical engineering curricula or, more generally, in traditional AI and machine-learning courses that aim at giving the students not only technical skills but also an informed perspective about the major socio-ethical challenges of the discipline they are studying.2

A project like this could not have been done without the help and support of many people, and we want to take this opportunity to express our gratitude to them. First and foremost, we would like to thank the authors for their hard work and dedication. It has been a great pleasure to collaborate with an outstanding group of scholars whose genuine enthusiasm and professional competence made this project a unique and intellectually stimulating experience. We are also grateful to the reviewers for the time spent reading our book and for their constructive criticism. We want to thank the speakers and participants of our 2016 workshop (some of whom also contributed to our book) for unwittingly providing the inspiration for this project, and the IEEE Systems, Man, and Cybernetics Society and the European Centre for Living Technology (ECLT) for offering financial and organizational support. Finally, we would like to thank the editorial staff at the MIT Press, in particular Marie Lufkin Lee, for supporting the idea of publishing this book and for her advice throughout the production of the volume and Alex Hoopes for her help in the final but decisive production stages.

Marcello Pelillo

Teresa Scantamburlo

Venice, July 2020


Notes


	1. For the reader’s information, all the material of this workshop (abstracts, slides, and videos of the talks) can be found at the following: The Human Use of Machine Learning: An Interdisciplinary Workshop, https://www.dsi.unive.it/HUML2016.


	2. We note that the ethical training of engineers and computer scientists is a priority recently suggested by the European Commission in its White Paper on Artificial Intelligence (February 19, 2020) (https://ec.europa.eu/info/publications/white-paper-artificial-intelligence-european-approach-excellence-and-trust_en-paper-artificial-intelligence-european-approach-excellence-and-trust_en), and Stanford University’s AI Index 2019 Annual Report insists on the “increased urgency to reimagine approaches to teaching ethics within computer science curricula” (https://hai.stanford.edu/sites/default/files/ai_index_2019_report.pdf). Also, the Institute for Electrical and Electronics Engineers (IEEE) is actively promoting courses on ethics for AI professionals through the IEEE Global Initiative on Ethics of Autonomous and Intelligent Systems, whose mission is “to ensure every stakeholder involved in the design and development of autonomous and intelligent systems is educated, trained, and empowered to prioritize ethical considerations so that these technologies are advanced for the benefit of humanity” (https://standards.ieee.org/industry-connections/ec/autonomous-systems/index.html).








 


1

Introduction

Marcello Pelillo and Teresa Scantamburlo



1.1  The Machine and Us: Back to Wiener’s Lesson

It is sometimes said that trust is the cement of society; but of what kind of society? We are accustomed to a society composed of humans. However, the astonishing rise and proliferation of artificial intelligence (AI) systems makes it clear that we are rapidly moving toward a new kind of “hybrid” society where humans and machines will have to cohabit.

Indeed, no one at the beginning of the 2000s could have realistically predicted what is happening today in the field of AI. No one would have bet that within such a short span of time, AI-based algorithms would become so pervasive and would be at work during the course of our daily lives, from driving our car to unlocking our smartphone to getting recommendations for our next purchase. Indeed, AI is now all around us, even if we do not know it, and it is here to stay.

The reason for this astonishing progress lies not so much in the invention of brand-new sophisticated algorithms but rather in the sheer availability of a huge amount of data and a formidable computational power. This allows us to apply time-honored machine-learning (ML) models loosely inspired by the functioning of the brain. These models, as it turns out, work remarkably well in a variety of difficult problems and are now widely known as deep neural networks.

The widespread adoption of data-driven AI algorithms in virtually all sectors of society, however, is posing new challenges that we urgently need to address. We should in fact not forget the lesson of Norbert Wiener, one the founding fathers of AI, who as early as the 1950s warned us: “Any machine constructed for the purpose of making decisions, if it does not possess the power of learning, will be completely literal-minded. Woe to us if we let it decide our conduct, unless we have previously examined its laws of action, and know fully that its conduct will be carried out on principles acceptable to us!” (Wiener, 1954).



1.2  Toward a Dependable AI?

In the last few years Wiener’s visionary lesson has come to the surface of AI debates, and many are reconsidering AI problems in terms of moral principles and values. This has also translated into concrete initiatives involving different stakeholders, ranging from the community of AI scientists to policy makers and citizens. Most of these efforts focus on principles of justice and equality, the right of privacy, and democracy, among others. Other more challenging views propose to achieve a human-centered AI—a commitment to designing and deploying AI systems based on fundamental rights and human dignity (AI HLEG, 2019). Still others aim to use AI to empower all humans and create a positive impact on the environment and society.1 These and similar efforts follow the idea of designing AI systems that humans can trust, especially in sensitive areas of application such as law enforcement. For example, the European Commission tasked a group of experts, the High-Level Expert Group on AI (AI HLEG), with drafting a set of guidelines for the ethical development of AI. That work resulted in the ambitious goal of a “Trustworthy AI” (AI HLEG, 2019)—an ideal AI system that can be lawful, ethical, and robust.2 Other similar attempts include the Montreal Declaration for Responsible AI3 and the ethical frameworks put forward by governments and international organizations, such as the United Nations4 and UNESCO (2019).

By and large, all these proposals acknowledge that, like other technologies of the past, AI is becoming a central technological mediation (Verbeek, 2011) or, in Bruno Latour’s words, a “bearer of morality” (Latour, 1992), empowered to influence the behavior of its users. While opinions vary as to whether the goal of trustworthy AI is tenable, finding a way to positively integrate AI technologies into our society is an undertaking that involves different types of action, raging form regulation to ethical design and knowledge distribution.

Others may argue that AI applications that deliberately allow the user to distrust their output—for example, presenting multiple counterfactual interpretations instead of direct advice—may even be beneficial (see, e.g., the paradigm of “AI-decentered humanity” discussed in chapter 6). But the harmonization of AI technologies with people’s lives is a collective effort that involves a variety of positions and approaches; we think that dialogue regarding this subject is of the utmost importance. This volume goes precisely in this direction. Here there is no pretension to exhaust the debate on dependable AI or present a fully coherent narrative of the problem. Rather, it offers an overview of the field and its main social and ethical issues by providing different perspectives that complement each other and more critically explores the ongoing debates. Some people may wonder whether a nonhuman entity like an AI system can be a genuine target for trust attribution since the assessment of technical artifacts seems to be much more connected to the concept of reliability rather than the idea of trust (see chapter 3 to delve into this problem).



1.3  The Current Debate

The road toward dependable AI is paved with several obstacles, threats, and vulnerabilities. For example, there is a well-known trade-off between the accuracy of machine-learning algorithms and their transparency; the most powerful algorithms are in fact difficult or impossible to interpret. This is especially true for deep neural networks, today’s most popular models, whose outputs are determined by millions of finely tuned parameters and therefore are black boxes for us (Burrell, 2016).

When this issue is brought to the attention of machine-learning researchers, there are two typical reactions. On the one hand, there are those who quickly dismiss it, pointing to the fact that we constantly make use of devices and machines whose behavior is mostly unintelligible to us and yet see no reason not to use them. Examples abound and include pocket calculators, smartphones, TVs, laptops, elevators, cars, airplanes, and so on, not to mention our own brains. On the other hand, there are those who take this issue seriously and think that, for AI to be deployable in areas that might have a significant impact on one’s life, predictive accuracy is not enough and should be complemented with a notion of explainability. Accordingly, an understanding of the inner workings of AI models becomes necessary, not only to make them more easily acceptable by the end users but also to be able to properly intervene in the case of malfunction.

For example, explanation is a core aspect of due process. Judges generally provide either written or oral explanations of their decisions, administrative rule making requires that agencies respond to comments on proposed rules, and agency adjudicators must provide reasons for their decisions to facilitate judicial review. Similar principles apply, for example, in the context of medical applications. More importantly, the General Data Protection Regulation, which came into effect on May 25, 2018, requires that in automated individual decision-making processes a data subject has the right to obtain “meaningful information about the logic involved.” Although the precise scope of this “right to explanation” is a matter of ongoing debate, it is clear that the opacity of current AI algorithms is felt to be a major impediment to their deployment in a number of sensitive application areas.

Another issue behind AI-based technology is neutrality. One might think that machines are by definition neutral and cannot be subject to human prejudices. Hence, it makes perfect sense to one day replace humans with machines in delicate decision-making processes so as to avoid any form of social discrimination. In fact, nowadays machine-learning algorithms are being used to inform judges’ decisions about bail and sentencing and are becoming a popular assistive tool in recruiting and hiring processes. However, remember Kranzberg’s first law of technology: “technology is neither good nor bad; nor is it neutral” (Kranzberg, 1986). In fact, this cannot be truer than in machine-learning-based technologies.

The reason for this is simple: a machine-learning algorithm gets its knowledge from data, and if data are somehow biased, the decisions made by the algorithm will be biased as well. A study published by ProPublica (Angwin et al., 2016), an American nonprofit organization devoted to investigative journalism, showed that an algorithm used by US courts to predict future criminals is clearly biased against African Americans. Another often-quoted example of how algorithms can be biased is Microsoft’s Tay software, a Twitter chatbot that, when launched on March 23, 2016, was shut down after only sixteen hours of operations due to the inflammatory and highly offensive tweets it started posting (Hunt, 2016). The algorithm apparently absorbed very quickly all sort of social prejudices of the people with whom it interacted.

There are several sources of potential social discrimination for machine-learning algorithms. These include, for example, the social biases of the people collecting the training data, the sample size disparity, and the features used for making decisions. Although one cannot expect to eliminate machine bias altogether, a number of researchers are now working toward reducing it as much as possible.



1.4  Structure of This Book

This volume is composed of three main parts. The first part sets the stage of the discussion and focuses on the two key ingredients discussed here, namely, AI and the notion of trust. The second part sheds lights on specific issues (i.e., bias and inscrutability) and case studies (i.e., medicine and robotics). Finally, the third part offers some ideas and provocations that give us an opportunity for a critical reflection for the road ahead.


1.4.1  Part I: Setting the Stage

Nello Cristianini describes the main cultural innovations that led the field of AI to its present form, including the design choices that allowed the field to bypass complicated or too expensive problems (the so-called “shortcuts”). He argues that, although these decisions enabled the field to move faster, they are responsible for the current “ethical debts” of AI, a notion that refers to the cost of reworking an AI system to meet moral values as well as laws and social expectations. In the field of AI, ethical debts have created costs for both individuals and society in terms of loss of privacy, unwanted bias, lack of transparency, and risk of manipulation.

In the past few years, many initiatives have been put forward to handle these ethical issues at the research, governmental, and industrial levels. As mentioned above, such activities are often inspired by the ambition of reaching a trustworthy AI,5 and chapter 3 by Gernot Rieder, Judith Simon, and Pak-Hang Wong precisely discusses the philosophical underpinnings of such an aspiration. Starting from the recent release of the European guidelines on trustworthy AI, the authors outline the problem of trust and trustworthiness in the context of AI (What does it mean to trust an AI agent? How should we interpret trust when dealing with an AI system?) by exploring the limitations and the conditions for an AI system to be considered trustworthy (such as “competence” and “trust-responsiveness”). In spite of practical limitations, the authors stress the value of building an “ethos of trustworthy AI that generates safe and reliable AI products,” arguing that ultimately trust should “only be extended to the democratic and political culture surrounding these products.”



1.4.2  Part II: Issues

The second part of this volume dives into more specific ethical issues and case studies. Chapter 4 by Mireille Hildebrandt introduces the problem of bias, making a distinction between the bias that is inherent in machine learning and the kind of bias that is problematic from a legal or ethical perspective. Based on well-established literature, she makes it clear why machine-learning bias is inevitable and productive (i.e., it is “the condition of possibility of ML output”) and how it relates to essential components of the field, such as the construction of the hypothesis space, the selection of training data, and the performance metrics. Next, she highlights the notion of bias in the context of ethics, exploring the reasons why machine-learning bias can be ethically problematic. In her discussion, she explains that we should be concerned about the “framing power of machine learning,” namely, the capacity of machine-learning applications to “redefine the choice architecture of end users.” After considering the interrelation among human capacity, choice, and data-driven agency in the light of different moral theories, she concludes that to confront the “framing power of machine learning” we need to bring the employment of machine learning under the rule of law.

In chapter 5, Katherine Strandburg focuses on the problem of inscrutability in machine-learning-based decision making. As she points out, most automated decision tools do not live in isolation and are commonly integrated in a complex system where responsibility is “delegated and distributed across multiple actors.” Strandburg clarifies the explanatory flows among decision system actors with a special focus on the flow from and to human adjudicators, who are usually responsible for combining the algorithms’ outputs with other decision criteria. She describes the important functions that adjudicators have in conventional distributed decision systems (quality control, accountability, and coordination), thereby suggesting that “explanations to adjudicators” is as critical as “explanations by adjudicators.” She discusses some fundamental limitations of machine-learning-based decision systems and concludes with a number of specific recommendations.

While Hildebrandt and Strandburg focus on two specific issues (bias and inscrutability), chapters 6 and 7 shed light on the consequences of AI by making reference to specific application areas: medicine and robotics. Chapter 6 by Federico Cabitza considers the impact of an AI system that, rather than flawed, is extremely accurate and to this end introduces the notion of “Cobra AI” to indicate any application of this technology that induces or facilities the occurrence of one or more unintended consequences in the context of its adoption. The idea of Cobra AI is explored both at the level of the interaction between the single human being and the AI system (“microcognition”) and at the social level when AI technologies are intertwined with human decision practises (“macrocognition”). The author identifies a series of meaningful effects such as the so-called “decision atrophy” and “epistemic sclerosis” and provides some practical examples in medical decision making. At the end of his analysis, Cabitza overturns a widespread perspective: “instead of a human-centred AI, we should try to pursue an AI-decentered humanity.” The proposed “antidote” to a Cobra AI is built on an adjunction theory where the AI technology is integrated into human work not as an essential part but in fact as an “adjunct.”

In chapter 7 Francesco Amigoni and Viola Schiaffonati focus on the field of autonomous robotics, describing how modern AI models challenge the capacity of human designers to predict the behavior of the systems under development. Note that their chapter complements the analysis of Strandburg and the discourse on explainability as they consider “the problem of predicting the behavior of AI systems as related, but different, from the problem of explaining how such systems work.” They start from a description of the evolution from model-based AI to a data-driven AI where they stress the pivotal role of machine learning in such a transition and contextualize the problem of prediction in the current debate on “Explainable AI” and other related issues (such as fidelity, fairness, and privacy). The authors then discuss some methods developed to predict the performance of robot systems and suggest the limitations of a trial-and-error approach. Drawing on traditional experimental principles of the natural sciences, they propose the notion of “explorative experiments,” a technological form of experimentation that can provide a better understanding of how robot and AI systems work and behave in unknown environments.



1.4.3  Part III: Prospects

The third and last part of the book provides some fresh ideas on the path forward. Chapter 8 by Jennifer Wortman Vaughan and Hanna Wallach is focused on intelligibility, a concept that the authors consider fundamentally human-centered. The authors examine intelligibility from the perspective of different stakeholders (such as designers, program managers, regulators, and users), consider their goals and needs, and review the main technical approaches that have been developed so far to achieve intelligibility. They argue that considering the stakeholders’ mental models is key in the design and assessment of intelligibility techniques showing, for example, that the usual assumptions about the relationship between simplicity and intelligibility do not always hold. Vaughan and Wallach also argue that intelligibility is not only relevant for machine-learning models but also can be extended to other fundamental components of machine-learning systems, such as datasets and performance metrics (e.g., “understanding the relevant aspects of a dataset’s origin and characteristics can help people better understand the behavior of any models trained with that dataset”). Finally, to overcome an overly simplistic view of intelligibility, they advocate for a greater engagement with the field of human-computer interaction and propose concrete moves to build a human-centered strategy for intelligible machine learning.

With the final contribution, chapter 9 by Robert Williamson, we are confronted with a provoking proposal: to invert the traditional idea of “the ethics of AI” by turning our attention toward “the AI of ethics.” The author tries to suggest how AI technologies can become a positive ally of humans, thereby criticizing the idea of AI as a fundamentally dangerous technology. Rather than decrying AI itself, he locates the root of harm in the choices made by humans as to how this technology is used. His starting point is a radicalized presentation of some classical assumptions (i.e., what he calls “the ethics of AI”), and his main proposal is to use AI as a tool for improving ethical decision making (e.g., consequentialism moral reasoning). Citing John Kasson, the author concludes that the real ethical problem lies in a “new social barbarism” and “the rise of a new industrial aristocracy.”




Notes


	1. For example, the initiative “Humane AI” is motivated by the ambition to design AI systems that enhance human capabilities. For more details, please see Knowledge 4 All Foundation (2020). Another example includes the Stanford Institute for Human-Centered Artificial Intelligence where the goal is AI research that improves the human condition and quality of life. More information can be found at Stanford University (2020).


	2. For more details on the AI HLEG’s guidelines see chapter 3 in this volume: “Mapping the Stony Road toward Trustworthy AI: Expectations, Problems, Conundrums,” by Gernot Rieder, Judith Simon, and Pak-Hang Wong.


	3. The “Montréal Declaration for Responsible Development of Artificial Intelligence” was set up by the University of Montreal in collaboration with the Fonds de recherche du Québec. The document is available online; please see University of Montreal (2017).


	4. The United Nations has set up the “AI for Good” global summit aimed at identifying “strategies to ensure that AI technologies are developed in a trusted, safe and inclusive manner” (United Nations, 2019) and has established the Centre on Artificial Intelligence and Robotics (UNICRI, n.d.). For an in-depth survey of recent AI ethics guidelines see Jobin, Ienca, and Vayena (2019)


	5. In addition to the European guidelines on trustworthy AI, see also IBM’s research on “trusting AI” (IBM, n.d.) or the efforts made by the Mozilla Foundation (Surman, 2019).
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SETTING THE STAGE
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Shortcuts to Artificial Intelligence

Nello Cristianini



2.1  Introduction

Science and especially technology are partly shaped by social and cultural elements, including practices that are so commonly accepted that they are not noticed or questioned. These are often conveyed through exemplar stories of good practice in a field—stories that Thomas Kuhn has called “paradigms.” Paradigm shifts are remarkable moments of scientific creativity, but also have consequences beyond science. We review three crucial “mutations” that are behind the current paradigm of artificial intelligence (AI), and we argue that they are also responsible for the current “ethical debt” of the field, a concept that we introduce to indicate the necessity to undertake expensive reworking in order to address ethical concerns.

A series of concerns have emerged over the past few years following the widespread deployment of services powered by artificial intelligence. These include ubiquitous and often invisible software agents that make personalized decisions, from the recommendation of news items or videos to the filtering of emails, among others. These concerns are often treated as design flaws that can be separately addressed, and research has already begun in that direction. We argue that they are instead the direct result of the paradigm shift undertaken by AI two decades ago—more specifically of the three important shortcuts that enabled the present methodology to develop. The term we use for the cost of reworking the systems into a state that is compliant with current social expectations is “ethical debt”—in analogy with the established notion of technical debt in software engineering—and we trace its cultural origins to the the very paradigm shift that led to the present version of AI, called “data-driven.” To explain this, we need to briefly recapitulate the recent stages of AI evolution and observe how “technology” does not refer just to an algorithm but rather to the complex of people, norms, algorithms, data, and infrastructure that are required for any of these services to exist. Addressing the current challenges in AI may require adapting all of the above.

The first truly viable and profitable form of artificial intelligence has gradually emerged over the past two decades, but it has been just over the past few years that its social impact has been felt as a result of its pervasive deployment. Both a unified data infrastructure and various AI technologies had to coevolve before they could really benefit from each other and then benefit society. As AI found its place in our lives, we have become more aware of problems with this technology: mass surveillance, personalized targeting of advertisements, disinformation, biased decision making, and unexplainable decisions.

To understand where those “pathologies” of AI originated from, we need to review how AI came to take its present shape: from the dream of a reasoning computer to the reality of statistical data-driven systems based on the web. As we briefly recall this journey we can point out some crucial shortcuts that allowed the field to move faster—and more cheaply—toward viable and profitable products. These shortcuts were part of an important paradigm shift that the research community underwent about twenty years ago. The recent story of AI is the story of how we avoided building expensive models of phenomena that we do not yet understand, such as language and vision, contenting ourselves with just emulating specific “skills” (such as spell checking or handwriting recognition) by exploiting statistical correlations found in large masses of data. Machine-learning algorithms and large masses of data could be used to find those valuable patterns.

This shifted the focus of researchers away from modeling the behavior or skill to be implemented (perhaps by understanding its underlying mechanisms) and toward securing vast amounts of observations of that behavior, which could be used as training data for statistical learning algorithms.

This new problem of collecting training data was in turn bypassed by the practice of using data sourced “from the wild,” an expression indicating data that was already preexisting as a by-product of other activities. But in many cases, the problem of annotating this data remained to inform the agent about its intended behavior: autonomous agents only have goals because of some definition of success or failure, which is either provided by the designer or acquired directly from observing the user in the case of learning agents. While this calls for some form of user feedback, this need was bypassed too by making use of various proxies (e.g., using click-through rates as a proxy for user satisfaction), generally called “implicit feedback.”

Taken all together, these and other shortcuts enabled us to generate a version of autonomous agents at a very low immediate cost. We now have to face the longer term cost of those decisions, which caused part of the “ethical debt” built into our AI infrastructure. To ensure the fairness of machine decisions, their transparency, the privacy of users, and compliance with new regulations and to secure services against surveillance or hostile manipulations will come at the significant cost of reworking the technology at a fundamental level. And in some cases it is conceivable that we might be unable to provide equivalent services in a socially acceptable way—in this case, the trade-offs between accuracy and social constraints will need to be clearly communicated to lawmakers and the public so that decisions can be made in the appropriate venues.

In this chapter we review the key design decisions that led to the current version of AI, introduce the notions of “ethical debt” and “data supply chain” as key concepts to develop safer AI, and propose a distinction between explicit and implicit information used to analyze AI systems as well as the notion of “misaligned proxies.” We hope that identifying and naming problems and practices is helpful in the process of critiquing and regulating this important area of research. In no way is this review intended to criticize the scientific contributions discussed in this chapter but instead it offers a critique with the benefit of hindsight.



2.2  Shortcuts and Debt

Current AI exists in symbiosis with the unified data infrastructure that has emerged over the past two decades, combining and replacing previous infrastructures for telecommunications, banking, retail, and more. As always, in technology studies, we cannot separate technical innovations from their social context. Business models for AI and the web coevolved and resulted in very profitable systems powered by autonomous agents, which interact on a daily basis with millions of people. That is where the first problems started emerging, so we will examine the cultural steps that took us to this moment.

While the notion of “paradigm shift” is well known (we have already discussed it in this context in Cristianini 2010 and 2014), we should introduce a lesser-known concept that will be useful in our discussion.

Technical debt is a notion used in software engineering to describe the additional cost that will have to be paid in the future as the result of taking a shortcut when developing a software system. In was introduced in 1992 by Ward Cunningham, who noticed the many analogies with an actual debt: while this could be part of a deliberate strategy, in situations where fast deployment is desired it can also accumulate interest, making it increasingly difficult to implement changes later on. Taking shortcuts essentially borrows from the future when essential rework will be needed.

A related concept in economics is that of externality, referring to the cost incurred by a third party which has no control on the creation of that cost Buchanan and Stubblebine (1962). These costs can be either individual or of an entire society, and emerge as the result of them consuming a service.

We use these terms to observe that AI is in a state of “ethical debt,” which we define as a technical debt where the future costs are not due to technical sustainability issues but to the need to address ethical issues such as externalities imposed on the users. This chapter attempts to identify the origins of AI’s ethical debt, which are both technical and cultural, so that addressing them will require more than just technical solutions. This is the story of how we tried to have a free lunch and ended up in debt and of how we might go about paying it back.



2.3  Stages of a Paradigm Shift

The way AI was imagined and pursued by its pioneers involved discovering some grand principles—say, for example, those underlying natural vision or language—and then using them to design artificial systems to complete some tasks related to vision or language. This approach was based on how other forms of engineering worked: for example, space engineering, where the design follows an explicit understanding of the underlying physical laws. Identifying and using the mechanisms behind a skill or behavior implied assuming a form of causal thinking; for example, machine translation should follow after having understood the mechanisms behind the generation of language.

Much of early AI research focused on variations of logical reasoning, taking reasoning to be a fundamental part of generating intelligent behavior and using the chess match as a powerful metaphor for how reasoning should work by cleverly examining alternative courses of action and selecting the most promising one. The necessary domain knowledge could be provided to them, possibly as explicit rules and axioms Cristianini (2010; 2016a,b).

That approach to AI, which lasted for decades, failed to deliver viable translation or vision systems and currently is not what powers the recent success stories of AI. Instead, starting from the late 1990s, researchers in an increasing number of domains settled for a practical approach that allowed them to bypass the frustrating attempt to list explicit rules behind complex phenomena such as vision or language.

By collecting large amounts of training data, they were able to use statistical learning algorithms—or a version of it—to produce the desired behavior. For example, in this way they could develop systems to recognize images of handwritten digits, to translate text, and to flag spam emails.

This alternative approach produced its own set of success stories starting from machine translation (Brown et al., 1990) and handwriting recognition (LeCun et al., 1989), and then spreading to a number of tasks, including product recommendation, spelling correction, spam filtering. Every time, researchers discovered that it was possible to complete a task without the need for the computer to explicitly represent, or understand, the contents of text or images, nor any underlying mechanisms, by just exploiting statistical correlations found in the training data, to obtain a sort of implicit model. This implicit model was formed mostly by large amounts of data, and by simple statistical rules that allow this data to be exploited.1

What resulted was a new generation of data-driven AI systems that did away with explicit representations, complex algorithms, and all previous expectations and just focused on the generation of the required behavior in machines by exploiting subtle statistical correlations in vast amounts of data. Machine learning, optimization, and data took center stage, as described by Mayer-Schönberger and Cukier (2013), and a rush began to gather valuable data (Cristianini, 2016a,b).

Changing the definition of what counts as “success” in science is the very essence of a paradigm shift, and this definition is often implicitly encoded in the success stories celebrated in a community or taught to students. We have already noted how artificial intelligence underwent a paradigm shift about two decades ago (Cristianini, 2014) by giving itself permission to take certain shortcuts and therefore—implicitly—to subtly redefine its goals.

Some of these lessons and a beautiful account of that mind-set can be found in Halevy, Norvig, and Pereira (2009), Mayer-Schönberger and Cukier (2013), and Cristianini (2010). Importantly, this new set of success stories also suggested a series of shortcuts to be followed when designing intelligent systems.


2.3.1  Correlation versus Causation

One important consequence of training statistical algorithms to emulate the decisions or behaviors of humans (e.g., recommending a book) is that we no longer value the reason why the decision is made, so long as the action it generates is appropriate. Predictions count more than explanations, knowing “what” counts more than knowing “why,” and—as summarized in Mayer-Schönberger and Cukier (2013)—“correlation trumps causation.”

By this slogan, the authors meant that (in the practice of AI as well as in other areas of science) there was a change: a focus on establishing and exploiting causal links was replaced by a focus on establishing and exploiting correlational links. While this had traditionally been seen as a fallacy, it became common practice in those domains where the traditional (hypothetical-deductive) method had not worked.

This position was best described in Anderson (2008), a popular and influential article hailing “the end of theory,” which was brought about by applying data-driven methods to science. That article summarized this shift as follows:

Faced with massive data, this approach to science—hypothesize, model, test—is becoming obsolete.… There is now a better way. Petabytes allow us to say: “Correlation is enough.” We can stop looking for models. We can analyze the data without hypotheses about what it might show.

The article supports its provocative claims by noting that in order for Google to recommend pages “no semantic or causal analysis is required”.

One year later, Halevy, Norvig, and Pereira (2009) note:

Early work on machine translation relied on elaborate rules for the relationships between syntactic and semantic patterns in the source and target languages. Currently, statistical translation models consist mostly of large memorized phrase tables that give candidate mappings between specific source- and target-language phrases. Instead of assuming that general patterns are more effective than memorizing specific phrases, today’s translation models introduce general rules only when they improve translation over just memorizing particular phrases (for instance, in rules for dates and numbers)

While this shortcut saves the enormous cost of understanding and explicit modeling, it creates another cost—that of sourcing vast masses of relevant training data—and there is no reason a priori to expect that this cost should be any smaller. Generating, curating and annotating high quality data is a significant expense in several industries—for example, in drug testing. This cost was also bypassed by the AI industry.



2.3.2  Data from the Wild

The second shortcut was memorably summarized Halevy, Norvig, and Pereira (2009), which draws general lessons from the success stories of speech recognition and machine translation. It identifies the causes for those successes in the availability of large amounts of data, already created for different purposes.

In other words, a large training set of the input-output behaviour that we seek to automate is available to us in the wild. In contrast, traditional NLP problems such as … POS tagging … are not routine tasks so they have no large corpus available in the wild. Instead a corpus for these tasks requires skilled human annotation. Such annotation is not only slow and expensive to acquire, but also difficult for experts to agree on…. The first lesson of web-scale learning is to use available data rather than hoping for annotated data which is not available. For example we find that useful semantic relationships can be learned from the statistics of web queries, or from the accumulated evidence of web-based text patterns and formatted tables, in both cases without needing any manually annotated data.

Data gathered from the wild has been crucial in the design of object recognition systems (Deng et al., 2009), face recognition (Huang et al., 2008; Jia and Cristianini, 2015), machine translation (Koehn, 2005), and so on. The ubiquitous word embeddings that allow us to represent the meaning of words before we process them are also all learned from data gathered from the wild (Mikolov et al., 2013).

Having replaced modeling with data and replaced generating data with collecting it from the wild takes AI designers very close to a free lunch—but not quite all the way there. Often a learning algorithm needs to be told what to do, and this comes in the form of supervision or feedback. The user should tell the agent which of its decisions was appropriate and which was not: this is a form of data annotation, or curation, that communicates to the agent its intended behavior.



2.3.3  Proxies and Implicit Feedback

A further cultural step addressed this problem. Rather than asking users explicitly what they wanted the AI system to do—a chore that many users are reluctant to take on—designers started making use of implicit feedback, which is another way to say that they replaced unobservable quantities with cheaper proxies. This started early; for example, Boyan, Freitag, and Joachims (1996) explain how to design document retrieval systems: “We make a design decision not to require users to give explicit feedback on which hits were good and which were bad … instead we simply record which hits people follow, … because the user gets to see a detailed abstract of each hit, we believe that the hits clicked by each user are highly likely to be relevant.”

It is reasonable to expect this proxy to be somewhat aligned with the elusive quantity of “relevance to the user.” but understanding the misalignment between a proxy and the intended target has become an important question for AI. This happens particularly as “retrieval” is replaced by “recommendation” and the business model of user “satisfaction” is replaced by that of user “persuasion.” Is the goal of the agent to maximize relevance or just to maximize click-through rates?2

The shift between retrieval and recommendation is very subtle as they rely on the very same set of techniques. After being used in retrieval, implicit feedback was also proposed in 1998 as a way to improve recommender systems (Oard et al., 1998), and click-through data were proposed in 2002 as a proxy for relevance in search engines (Joachims, 2002). From the late 1990s Amazon and others were making use of the feature “people who bought this also bought—,” also making a clever use of implicit signals (Schafer, Konstan, and Riedl, 1999).

In each of these cases, the assumption is that the user’s actions reveal their preferences or needs as well as (or even better than) would be done by an explicit feedback. A problem that we need to address is the consequence of using misaligned proxies in training autonomous agents.

Samples of user behavior were first employed by agents to learn general phenomena, such as correct spelling. Later they were used to link the most relevant hits to a given query. Finally they were used to infer an individual’s user preferences. Along the way, incidentally, the focus started shifting from serving the users to serving the advertisers. With each of those small decisions, the framing of the goals in AI was slightly shifted from causation to correlation, from retrieval to recommendation, from understanding to behaving, from serving users to steering them, and from making the data you need to adapting your needs to whatever data you can find.

These steps are what enabled a very low cost of entry for anyone who wanted to develop AI agents: the statistical algorithms were simple, the data was available in the wild, and the curation or feedback signals were implicitly provided by the users. Though each of these steps introduced assumptions and approximations, these shortcuts promised us a nearly free passage to artificial intelligence: by the 2010s we were able to train systems to recognize (or guess) faces, intentions, speech, recommended products, unwanted emails, and interesting videos, all based on fully automated analysis of behavioral or other personal data that was freely available online.

By that time we also had a global infrastructure through which these agents could gather the data they needed, and therefore these agents could provide very valuable services. The users were presented with a new mass medium that constantly looks back at them trying to guess their intentions, that learns from their behavior, and that remembers everything.

What came next was a lesson in externalities, unintended consequences, and technical debt. Part of the problem was that we built AI agents by allowing them to learn from data collected from the wild and annotated by observing human behavior. But the other part of the problem was the special place that those AI agents came to occupy within our data ecosystem. Before we discuss the side effects of those shortcuts, we will briefly turn our attention to the data ecosystem within which AI was deployed as it is also part of the “recipe” for current versions of AI.




2.4  A New Medium

The emergence of data-driven AI is directly connected to the emergence of a unified data infrastructure, which is larger than just the World Wide Web but which we will occasionally call—for convenience—just the Web (sensu lato). This infrastructure resulted from the rapid convergence of various elements and the introduction of new ones: computer and telephone networks, personal computers, mobile phones, ATM networks, and the various layers of hardware and software that underpin it all, from oceanic cables on one end to the personalized recommendation software on the other end. Importantly, an understanding of this infrastructure must also include cultural components such as the legal systems regulating its parts, the business models, and social acceptance.

For example, when we buy a book from Amazon, we may have accepted the personalized suggestion of its recommender software and then complete an online payment, at which point on the other side a combination of robots and people dispatches the book from a warehouse. International tax regulations, labor laws, publishing laws, telecommunications and banking—all of these components must be in place before one can imagine such a service.

The rapid convergence of this global infrastructure has created an ecosystem for autonomous software agents to thrive: within that context they can have the data they need to learn and improve, the necessary computing and physical infrastructures, and the affordances that allow them to have a viable business model.

It is within the context of the Web (sensu lato) that intelligent agents first left the laboratory and ventured into the wild, finding a place within society and becoming part of our daily lives. From there, they started to spread beyond. But by then, intelligent agents looked nothing like we had imagined. Their behavior was generated by statistical signals discovered in vast masses of data sourced from the wild (which they were constantly hungry for) and by the clever inclusion of humans as essential parts of their function to annotate this data with implicit signals (Cristianini, Ladyman, and Scantamburlo, n.d.).

The recommender agent that we find within Amazon (or Facebook or a spam filter) includes not only a statistical algorithm and a vast database of past transactions but also information about transactions that did not take place: items that were suggested but not selected by users, time of day and other contextual information, and so on. Truly it depends on samples of human behavior to learn either what we want it to do (as in the spam filter) or what it can make us do (as in the shopping recommendations). The difference between the two is often just in the eye of the beholder: revealing preferences is not different than revealing weaknesses (Burr, Cristianini, and Ladyman, 2018), and the agent has no way of distinguishing between the two.

So current intelligent agents include within themselves much more than an algorithm: they include datasets of choices we made and people who can be used to test future conjectures; in this way they provide crucial annotation for future items, which are themselves often produced by humans too. Recommending videos, news items, and books, blocking emails, and correcting spelling are all common examples of this symbiosis.

By the 2010s the convergence between data-driven AI and the Web was so tight that neither could have existed without the other. They had coevolved to a point of symbiosis.

We would be wrong to think of this new mass medium as a sort of modern telegraph: far from being a passive communication line, it looks back at us, partly understands the content of our communications, and guesses our intentions. Importantly, humans are both users and also participants of these systems (Cristianini, Ladyman, and Scantamburlo, n.d.; Cristianini and Scantamburlo, 2019).



2.5  The Recipe

The “secret sauce” that powers the current version of AI has an essential ingredient: samples of human behavior, often in the form of microchoices performed by millions of users, to be used as proxies for more expensive signals; other ingredients include statistical-learning algorithms, a powerful infrastructure for the collection of data and the delivery of services. Statistical-learning algorithms detect valuable patterns in the myriad signals generated by users’ behavior; these patterns are used to shape the actions of the macroscopic system, and the infrastructure is used to deliver services, generating value as well as further interaction.

We would be missing an important point if we imagined that the seat of intelligence here is the algorithm. In fact algorithms are often changed within current AI systems without the users noticing. The intelligence is at the level of the overall system, which is also robust to changes in its participants and its contents. For example, a video recommendation system owes its behavior to its current users, its historical data, its current contents, and a (set of) machine-learning algorithm. Each of them can change in time without the agent necessarily changing,



2.6  Consequences: A Rude Awakening

The recipe that gave us this version of AI involves replacing causal links with correlations, explicit models with statistical correlations, cured training examples with data from the wild, and explicit data annotations with implicit signals and other proxies.

It rests on the strong assumption that our actions reveal information such as our preferences or factual knowledge of the world. It does not seem to consider the possibility that our actions might also reveal our weaknesses and biases. Yet the field of computational social science has known for a long time that data about online human behavior does contain them in abundance (Sutton, Lansdall-Welfare, and Cristianini, 2018; Lansdall-Welfare, et al., 2017; Flaounas et al., 2013; Jia et al., 2016; Ali et al., 2010). When an algorithm is mining terabytes of text, to “triangulate” the meaning of a word such as “nurse” or “pilot” from the statistics of its everyday use, how can it avoid also picking up subtle biases in the way people perceive those jobs, for example, in terms of gender? When another algorithm is observing a user interacting with a video recommendation website, can it really distinguish the information needs of the user from their weaknesses, that is, things that they do not reflectively endorse but cannot resist clicking on (Burr and Cristianini, 2019; Burr, Cristianini, and Ladyman, 2018)?

Considering this, it is not so surprising that unintended effects were observed when the first such agents were deployed at the center of the global data infrastructure and expected to recommend news, target ads, screen applications, filter emails, and generally make meaningful decisions. One class of problems followed directly from the need that modern AI has to keep track of our online behavior and to generate valuable data while other problems emerged from the use it made of this data: to learn word representations, user preferences, or how to make decisions.


2.6.1  Privacy

In June 2013 the Guardian and the Washington Post reported that intelligence agencies have access to the data of US internet companies under a surveillance program called Prism. This includes emails, live chats, and search histories. The revelation created a scandal, attracting attention to the mass of personal data those companies stored. In 2017 the Observer and the New York Times revealed that Cambridge Analytica had used user information from Facebook to extract psychometric information and better target electoral ads. This revealed to the public the possibility that personal data can be used both to manipulate behavior and to infer sensitive private information (Burr and Cristianini, 2019). Insurance companies attempted to launch products whose price depended on the personality of users as inferred from their social media profiles. The public became aware that over the years, an industry based on data brokers has emerged for the trading of valuable data about online behavior.



2.6.2  Bias

Decisions made by algorithms have been suspected to suffer from biases (Scantamburlo, Charlesworth, and Cristianini, 2018). For example, in 2017 it was reported that job ads targeted at women had a lower pay rate than jobs targeted at men and that ads targeted at ethnic minorities in the United States contained racial biases. In 2017 it was also observed that the word embeddings inferred from text collected in the wild contained evidence both of gender and racial bias, a finding that might help explain the above reports when considered alongside documented topic differences in gender bias in the media (Flaounas et al., 2013; Jia et al., 2016; Lansdall-Welfare, Lightman, and Cristianini, 2017). All this would be picked up by a statistical algorithm trying to learn the meaning of words (Caliskan, Bryson, and Narayanan, 2017; Sutton, Lansdall-Welfare, and Cristianini, 2018).



2.6.3  Manipulation

Recommender systems, such as those that propose videos or news, are typically designed to try to maximize some measure of engagement, often click-through rates. This is part of the implicit feedback shortcut. But concerns are emerging that these systems might generate filter bubbles (Pariser, 2011) or induce excessive use of media. The use of proxies does not allow the agents to distinguish why a user engages with an item: are users’ clicks revealing their preferences, or are they revealing their weaknesses? In the second case, we would have built a learning agent specialized in detecting and exploiting the individual weaknesses of its users (Burr and Cristianini, 2019). This is related to the problem of value alignment: what the user wants and what relevant annotation the machine can actually find are different quantities (Hadfield-Menell et al., 2016). It is possible that designing recommenders that only rely on explicit and direct communication from users would solve this problem. Of course this would then suffer from one problem—that some users would not want to send this information to the agent—but this should possibly be an option available to the users. Problems can also result from machines that access psychometric information at the individual level rather than at the collective level (Lansdall-Welfare, Lightman, and Cristianini, 2019).



2.6.4  Transparency

As we replaced explicit modeling and representation of causal links with predictions based on implicit statistical correlations, it has been very difficult for users to understand the reasons behind the decisions of a machine. It is actually also very difficult to imagine how a machine can give such an explanation, yet this has now become a legal right of European users. The first shortcut is at work here, along with the other two, since the real reasons for a machine’s decision depend both on the algorithm and on the data. Accuracy of predictions has been privileged over other aspects of knowledge, in this way subtly redefining what knowledge and models are for. Explainable models might be less accurate but more acceptable in specific domains. Either way, a trade-off is likely to emerge.




2.7  Conclusions

What AI has accomplished through the research community over the past twenty years is remarkable, and it is not our purpose to point fingers or criticize individual contributions to the field. With the benefit of hindsight we can now reflect on how we introduced assumptions in our systems that are generating problems so that we can work on repairing and regulating the current version of AI. The same methods and principles can be perfectly innocuous in certain domains and become problematic only after being deployed in different domains. This is the space where we will need better informed regulation.

Science and technology are partly shaped by social and cultural elements, including practices that can be so commonly accepted as to go unnoticed. These are often conveyed through success stories, which exemplify what a scientific community should be doing and how. Thomas Kuhn called those stories “paradigms,” defining them as “universally recognized scientific achievements that, for a time, provide model problems and solutions for a community of practitioners” (Kuhn [1962] 1966).

Toward the turn of the century, the field of artificial intelligence has undergone a “paradigm shift,” changing the exemplar success stories that define its quest (Cristianini, 2010, 2014). The current paradigm of artificial intelligence has been variously described as focused on accurate predictions rather than accurate models; on detecting correlations rather than causation; on knowing “what” rather than knowing “why.” The use of so-called “nonparametric models” is an example.

The statistical correlations that power this type of intelligent behavior are extracted from datasets that are collected “from the wild” as recommended in Halevy, Norvig, and Pereira (2009); finally, the current paradigm calls—or at least allows—for data annotation to be performed by using proxies or “implicit signals” such as the preferences revealed by the user’s activity rather than by explicit communicative acts directed at the agent.

Taken together, these practices nearly deliver a “free lunch” since they do enable valuable predictions and decisions to be generated based on inexpensive data. Because of this, data has been termed a “new natural resource.” Based on these shortcuts, the field was able to deliver machine translation, speech recognition, object recognition, spell checkers, product recommendation, and much more. None of these tasks had been successfully automated under the previous AI paradigm.

However, these same shortcuts are also behind some of the subtle side effects that started being observed: they encouraged a business model of assertive data collection and personalized advertising; they allowed for subtle social biases to infiltrate elements of AI systems, such as word embeddings used to represent meaning; they might have encouraged the circulation of fake news by simply focusing on click-through rate maximization; they are behind the effect known as “filter bubbles” (Pariser, 2011), a feedback loop by which users are exposed to content increasingly similar to what they have seen before; they enabled delicate personal information to be inferred from publicly available information; they delegate potentially important decisions to systems that are not understandable to humans.

Taken together, these business and technical practices impose externalities on their users by reducing their autonomy and possibly even violating some of their legal rights (such as the right to fair treatment and, more recently, the right to an explanation). Redressing this will require significant and expensive rework. We call this situation—of future costs being created—the “ethical debt” of artificial intelligence.

Ethical debt, much like technical debt, results from taking shortcuts in the construction of software systems. Current practice in AI has made extensive use of this debt, and while this may well have been the correct decision to push the field forward, the time has come to start paying it back.


2.7.1  The Positive Side of Shortcuts

There can be situations where some debt is useful. Before we focus on some negative fallouts of the current methodology and on how to address them, we should briefly consider how the field would look if we had not made these choices. Finding a solution to AI’s ethical debt will require understanding what the alternatives are, and we should not fool ourselves into thinking that we have easy technical solutions: it is quite possible that solutions will have to come from different business models. While perhaps there is some irony in the way we sought a free lunch and instead ended up in debt, the alternatives to the current path are not much better.

Without shortcut 1 (machine learning instead of modeling), we would still be struggling to come up with a set of explicit rules on how a computer would distinguish a cat from a dog or between two handwritten letters or how it would suggest a good book based on a user’s previous reading history. That route had defied researchers for decades despite considerable investment, and there is no indication that it would work now. Without shortcut 2 (gathering data already in the wild rather than producing our own), not only would we have had to prepay a significant amount of money to produce large amounts of training data, but also we would have had to do this without even knowing if this would have been of any help. Further, it is notoriously difficult to elicit certain types of information from human annotators, including rules to suggest books or even just examples of appropriate suggestions for books or videos. Without shortcut 3 (using implicit feedback to guide learning in agents) we would have been stuck with asking users to communicate to the agent explicitly and directly the type of items they wanted and the satisfaction level they had with the suggestions they received. It has been known for a long time that users are often not fully aware of their information needs and tend to resist providing this kind of feedback.

But at this point, with the knowledge and technology we have today, it has to be possible to reconsider some of those decisions.



2.7.2  Remedies to the Shortcuts

In the case of shortcut 1, the use of causal (parametric, interpretable) models in certain domains might be mandated, even if accuracy might suffer, in the name of transparency of decisions. There are specific areas where users are entitled to explanations for consequential decisions, and it could be mandated that in these domains only weaker—but explainable—AI tools can be used. This would be a political decision and also a big change. Are we prepared to abandon black-box agents, to pay the price of explicit modeling, and perhaps even to hold back in certain areas where we fundamentally cannot develop those models? It seems unlikely, but we should have this conversation, at least for select sectors. Areas protected by laws should (and do) include justice, health, education, finance, and other domains.

In the case of shortcut 2 (training AI on data from the wild), we should at least be able to add some nuance: there can be types of data that can only be used for certain types of applications. Perhaps a given textual corpus can be suitable for training spelling correction agents but not for learning the meaning of sensitive words (perhaps because it originates from a community with very different values than those that we want to be reflected in our agent). And a type of certification could even be imagined to state that origin. There are already specific lists of domains where decisions are expected to be unbiased, and for these domains we might request AI agents to be trained on better understood data sources, which may also be more expensive, making implicit biases explicit. We should care about our “data supply chain” as much as we care about our food supply. A data supply chain can be defined as the sequences of processes involved in the production and distribution of training data that form the various models found in current AI systems. Each module might be based on different datasets, each of them in turn potentially shaped by yet other datasets. Are we prepared to pay the cost of generating, annotating, and curating expensive datasets, matching the rigor used for clinical trial data? This might be unlikely, but we could more closely regulate the data markets and develop screenings to formalize which applications a given dataset is suitable for. Just gathering data from the wild without any further considerations is simply not safe.

In the case of shortcut 3 (implicit feedback), it is possible to imagine that in certain domains the intelligent agent can only be allowed to learn from explicit, direct, and voluntary communications from the user rather than from observing the user’s behavior. This could be done in situations where there is the suspicion of filter bubbles or behavioral addiction. Deliberately using psychometric signals to infer how a user might react to a proposal might have to be banned as well as possibly many forms of nudging. Regulating the use of implicit signals by intelligent agents seems to be a reasonable request.

All this will probably cost more, possibly reducing the performance of our systems and their ease of use. Yet, domain by domain, we might decide that in some cases this is what we want. It would be part of paying back the ethical debt created over ten years ago by taking a series of shortcuts. We should not demonize those past decisions, as we would not have an AI industry today without them, but now the time has come to revisit some of them.



2.7.3  The Implicit-Explicit Dimension

An important dimension that has so far been neglected in the analysis of social implications of AI systems is the spectrum from implicit to explicit information. This covers the representation of knowledge within the agents, the mechanisms for making decisions, the signals contained in the training data, the biases that might be there, and the signals used as feedback to guide learning. Of course this should also cover the explicit consent of users of AI systems and the explicit focus on “the data supply chain” as an object of analysis. Closer regulation of the data markets would be facilitated by using this distinction.

The use of explicitly created data might be mandated in situations where both the experimental conditions need to be tightly controlled and the meaning of annotation must be carefully agreed. The use of explicit relevance feedback by users would also be an important requirement in some conditions, preventing agents from “eavesdropping” and using information unintentionally disclosed by users behavior. Information about preferences is personal information, and gathering it requires explicit and informed consent as well as explicit opt-in.

Explicit knowledge representation in AI models would allow easier sanity checks, both for bias and for explanations, but of course this is likely to limit the accuracy of systems. Explicit certification of biases that are present in the training data would also go a long way, allowing developers to make informed decisions about which components and data to include in their products. Future agents, in certain domains, might need to allow for the tracking of all sources of data which were used to train each of its components and for the assessment of their biases.

Finally, when we communicate with other users on social networks or access databases of content, it would be useful to drop the pretense that this is a direct interaction, making instead explicit the presence of an intelligent agent acting as intermediator so that we can explicitly decide which engagement actions are communicative acts aimed at the other users and which ones are aimed at the recommending agent. We should not conflate the two types of communicative acts.
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Notes


	1. This step also relates to statistical use of “nonparametric” models in lieu of parametric ones: nonparametric models differ from parametric ones in that the number and nature of the parameters is not fixed before seeing the data. Most modern machine-learning methods are nonparametric, and therefore they do not use the data as in classical statistics to estimate the value of a variable with a precise meaning within a theoretical framework.


	2. Although this definition is informal, it is possible to create formal definitions of alignment between two learning tasks (e.g., Cristianini et al., 2002).
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Mapping the Stony Road toward Trustworthy AI: Expectations, Problems, Conundrums


Gernot Rieder, Judith Simon, and Pak-Hang Wong


3.1  Introduction

Recently, the notion of trustworthy AI has become a key term in debates about the potential ethical implications of the widespread adoption of artificial intelligence (AI) systems in different societal domains. In Europe, the High-Level Expert Group on Artificial Intelligence (AI HLEG) set up by the European Commission (EC) has presented its Ethics Guidelines for Trustworthy AI (AI HLEG, 2019), literally placing the notion front and center. Shortly after, the Organisation for Economic Co-operation and Development (OECD) published a Recommendation on AI (OECD, 2019) that emphasizes the need for an “international co-operation for trustworthy AI.” In the United States, the White House Office of Science and Technology Policy (OSTP) has pointed to the importance of developing approaches for the trustworthy creation and adoption of new AI technologies (White House OSTP, 2019), and the Chinese Beijing AI Principles (BAAI, 2019) hold that AI research and development (R&D) should adopt ethical design approaches to make systems trustworthy.

These calls for trustworthy AI come at a time when the critique of automated decision making has become more public and pronounced (see, e.g., Eubanks, 2018; O’Neil, 2016). In particular examples of algorithmic bias and discrimination in criminal sentencing (Angwin et al., 2016), recruitment (Noto La Diega, 2018) and facial analysis (Brauneis and Goodman, 2018) have garnered public attention.1 What worries many is that the proliferation of such systems into ever more sensitive areas of human life appears to progress without proper checks and balances. For instance, as an extensive report on the use of decision-making software in the European Union notes, “it is doubtful that many oversight bodies in place have the expertise to analyze and probe modern automated decision-making systems and their underlying models for risk of bias, undue discrimination, and the like” (Spielkamp, 2019, 15). Similar concerns have been raised in the United States, with commentators noting a lack of tech literacy amongst policy makers, making it difficult for authorities to perform their regulatory and oversight function (see, e.g., Lamberth, 2019).

Against this background, attempts to govern the rise of AI via soft law approaches rather than hard law measures may seem like the most viable course of action. After all, how can one regulate a technology that has many different applications, evolves quickly, and involves problems that are not always easy to solve? The fact that AI research and development is now perceived as a major area of competition between the United States, China, and Europe factors in as well, as heavy-handed regulation is often seen as a threat to technological advancement and industrial growth, potentially undermining a nation’s ability to successfully compete in global markets (see, e.g., Castro, McLaughlin, and Chivot, 2019). Thus, at least for the time being, lighter-touch approaches continue to be the governance strategy of choice, with ethical guidelines and nonbinding codes of conduct—rather than legally enforceable rules—taking center stage (see Marchant, 2019).

Reactions to the focus on soft law initiatives have been mixed, in particular with regard to the EC-commissioned Ethics Guidelines for Trustworthy AI (AI HLEG, 2019). Whereas some have greeted the guidelines as a “system of checks and balances … to prevent abuses of power” (Loritz, 2019) or a “good starting point” for figuring out “whether new AI systems are ethical” (Samuel, 2019), others have lamented that “the guidelines do not seem to have any substance to them” and that “AI regulation needs action not philosophical thinking” (Davies, 2019). In a controversial opinion piece, an academic member of the expert group that worked on the guidelines for nine months called the result “a compromise” around an industry-invented “marketing narrative” that uses “ethics debates as elegant public decorations for a large-scale investment strategy” (Metzinger, 2019). According to the author, what can be observed is a form of “ethics washing” where industry “organizes and cultivates ethical debates to buy time—to distract the public and to prevent or at least delay effective regulation and policy-making” (Metzinger, 2019). Others have made similar arguments, adding to the guidelines’ controversial reception (see Hidvegi and Leufer, 2019).

In this chapter, we engage in a critical discussion of the concept of trustworthy AI as it is outlined in the High-Level Expert Group’s ethics guidelines (AI HLEG, 2019). However, rather than questioning the conditions of its development—that is, the composition and the timing of the expert group—we shall probe the concept both on theoretical and practical grounds, assessing its substance and the feasibility of its intent. More specifically, after a concise overview of the guidelines and their vision for trustworthy AI (section 3.2), we take a closer look at the conceptual underpinnings of trustworthy AI by considering how notions of “trust” and “trustworthiness” have been discussed in the philosophical literature (section 3.3.1). We then identify several obstacles when striving to achieve trustworthy AI in practice, debating practitioners’ limits of competence when balancing trade-offs among competing values (section 3.3.2) before outlining moral obstacles that may render the achievement of trustworthy AI difficult (section 3.3.3). We conclude by arguing for the establishment of a trustworthy AI culture that respects and protects foundational values (section 3.4).



3.2  The High-Level Expert Group’s Ethics Guidelines for Trustworthy AI

The EC-commissioned Ethics Guidelines for Trustworthy AI (AI HLEG, 2019) were developed by a fifty-two-member expert group comprising representatives from academia, civil society, and industry.2 Assembled in June 2018, the group released a first draft of the guidelines in December 2018 and, after an open consultation process that generated feedback from more than five hundred contributors,3 presented a revised version in April 2019. The European Commission has since welcomed the work of the expert group and considers the ethics guidelines a “valuable input for its policy-making” (EC, 2019, 4). More specifically, the guidelines are meant to inform and support the European AI strategy, which holds that an “environment of trust and accountability around the development and use of AI is needed” (EC, 2018, 13). Consequently, to facilitate public acceptance and increase Europe’s competitive advantage, the “trustworthiness of AI should be ensured,” which implies that “AI applications should not only be consistent with the law, but also adhere to ethical principles … empower citizens and respect their fundamental rights” (EC, 2019, 2). And this is where the Ethics Guidelines for Trustworthy AI come into play.

According to the guidelines,4 trustworthy AI has three components: it should be lawful, complying with applicable laws and regulations; it should be ethical, ensuring adherence to ethical principles and values; and it should be technically and socially robust, performing in a safe, secure, and reliable manner. While all three components are regarded as necessary for achieving trustworthy AI, the guidelines do not explicitly deal with the first component (lawful AI) but instead strive to offer guidance on how to foster and secure the second and third components (ethical and robust AI) by putting forward a set of principles and requirements that should be respected in the development, deployment, and use of AI systems. Concretely, the guidelines specify four ethical principles and seven key requirements that should be met throughout a system’s life cycle.

The four ethical principles are: (1) respect for human autonomy, meaning that humans interacting with AI systems must be able to keep full and effective self-determination over themselves without being unjustifiably subordinated, deceived, or conditioned; (2) prevention of harm, implying that AI systems should neither cause nor exacerbate harm, protecting human dignity with particular attention to vulnerable persons and power asymmetries; (3) fairness, meaning that AI systems must ensure that individuals and groups are not subject to unfair bias, discrimination, or stigmatization (substantive dimension) and are able to contest and seek effective redress against decisions made by such systems (procedural dimension); (4) explicability, meaning that processes and their purpose need to be transparent and that decisions must be explainable to those directly and indirectly affected, especially if the potential consequences of the decision are severe (sectorial approach).

These four principles, conceptually based on rights and values laid down in legal documents such as the Treaty on European Union (EU, 2012b) and the Charter of Fundamental Rights of the EU (EU, 2012a), are meant to serve as ethical imperatives to which AI practitioners should always strive to adhere. As such, they aim beyond mere legal compliance, seeking to provide guidance in identifying what should be done rather than what legally can be done with (AI) technology. The guidelines, however, acknowledge that despite offering guidance, the principles remain abstract ethical prescriptions that, to support the actual realization of trustworthy AI, must be translated into concrete requirements that developers should implement into their designs, that deployers should ensure to meet in their products and services, and that end users and society at large should be aware of so as to be able to request that they are fulfilled.

In addition to the ethical principles the guidelines specify seven key requirements that must also be met: (1) human agency and oversight, allowing users to make informed decisions regarding AI systems and creating effective mechanisms for monitoring and human intervention; (2) technical robustness and safety, requiring that AI systems are developed with a preventative approach to risks, behaving reliably as intended while minimizing unintentional and preventing unacceptable harm; (3) privacy and data governance, ensuring the protection and lawful processing of personal data while assessing the quality of datasets and implementing access restrictions; (4) transparency, including the proper documentation of datasets and analytical procedures, the explainability of both a system’s decision-making process and the rationale for deploying it, the identifiability of a system during interaction, and the communication of a system’s capacities and limitations appropriate to the use case at hand; (5) diversity, nondiscrimination, and fairness, aiming for the avoidance of unfair bias through oversight processes, greater involvement of affected stakeholders, more inclusive design processes, and the application of universal design and accessibility standards; (6) societal and environmental well-being, taking into account how systems affect institutions, democracy, and society at large and fostering research into sustainable and environmentally friendly AI; (7) accountability, enabling evaluation by internal or external auditors, facilitating the identification of potential negative consequences through impact assessments during all stages of a system’s life cycle; willingness to accept trade-offs between relevant interests and potential risks to the point where the development, deployment, and use of a system cannot proceed; and mechanisms for redress when unjust adverse impacts have occurred.

The guidelines also specify a number of technical and nontechnical methods of how these requirements can be implemented. The technical methods include (1) the development of architectures and procedures that “white list” rules that a system should follow and “black list” behaviors that a system must not exhibit; (2) the application of values-, privacy, and security-by-design approaches that ask companies to consider the impact of their systems from the very start; (3) research on explanation methods that provide insight into why a system behaved in a certain way and provided a given interpretation; (4) the incorporation of testing and validation processes that include all components of an AI system and ensure that the system behaves as intended throughout its entire life cycle; and (5) the definition of appropriate quality of service indicators to ensure that systems have been tested and developed with security and safety considerations in mind. The nontechnical methods include (1) regulatory frameworks, in acknowledgment of the need to revise and adapt existing or introduce new legislation; (2) codes of conduct, with organizations documenting their intentions, underwritten by desirable values such as fundamental rights, transparency, or the avoidance of harm; (3) standards that offer the ability to recognize and encourage ethical conduct in AI designs, with a possible “Trustworthy AI” label confirming by reference to specific technical standards that a system, for instance, adheres to safety, technical robustness, and transparency; (4) certifications for organizations that can attest to a broader public that an AI system is transparent, accountable, and fair without replacing corporate responsibility; (5) internal and external governance frameworks (e.g., a person, panel, or board) set up by organizations to complement legal oversight; (6) communication, education, and training to foster basic AI literacy and an ethical mind-set across society; (7) stakeholder participation and social dialogue to discuss the use and impact of AI systems and data analytics; and (8) increasing diversity among the teams that design and develop, test and maintain, deploy and procure AI systems, not only in terms of gender, culture, or age but also in terms of professional background and skill sets.

The guidelines conclude with an extensive assessment list for the operationalization of trustworthy AI, geared specifically toward developers and deployers of AI systems. The list contains a set of questions based on the seven key requirements outlined above and is meant to encourage reflection on how trustworthy AI can be achieved and the steps that should be taken in this regard. Lastly, the guidelines emphasize that trustworthy AI is not about ticking boxes but about continuously identifying requirements, evaluating solutions, and ensuring improved outcomes throughout an AI system’s life cycle.



3.3  Discussion

As mentioned in the introduction, the High-Level Expert Group’s guidelines have been welcomed by the European Commission that seeks to ensure that “this guidance can be tested and implemented in practice” (EC, 2019, 7). To this end, the EC has invited stakeholders who develop or use AI to provide feedback on the assessment list to evaluate the guidelines’ workability and feasibility.5 The EC sees this push for ethical AI as a win-win proposition: While “guaranteeing the respect for fundamental values and rights is not only essential in itself,” it also “facilitates acceptance by the public and increases the competitive advantage of European AI companies by establishing a brand of human-centric, trustworthy AI known for ethical and secure products” (EC, 2019, 7). This implies that, ultimately, the EC’s push for trustworthy AI is about more than ensuring that AI R&D is conducted in due consideration of the fundamental rights and values of the European Union. It is also about the strategic positioning of a “brand” that can be promoted—and sold—in European and global markets. But this focus on the commodification of trustworthy AI is where things become difficult, both on theoretical and on practical grounds. In this section, we shall first examine the conceptual underpinnings of trustworthy AI by considering how notions of “trust” and “trustworthiness” have been discussed in the philosophical literature before continuing to identify a number of epistemic and moral obstacles when striving to achieve trustworthy AI in practice.


3.3.1  On “Trustworthy AI” and “Trusting AI”

As the objective of trustworthy AI is to encourage people’s trust in AI systems, how trustworthy AI will be realized depends crucially on how “trust” and “trustworthiness” are interpreted. So it is essential for our discussion to first clarify the conceptual underpinnings of trustworthy AI. The concepts of “trust” and “trustworthiness” have been extensively discussed by philosophers (see, e.g., Simon, 2013). In philosophical analyses of trust, “trust” is ordinarily formulated as a three-place relation involving a trustor A, a trustee B, and either a domain of interaction or a specific good P. “Trustworthiness” or “being trustworthy” is then defined by the quality to merit trust. Philosophers often distinguish between (mere) reliance and (genuine) trust and relatedly between reliability and trustworthiness (see, e.g., Baier, 1986). While reliance is defined in terms of the rational expectation of a dependent person about the person (or entity) being depended on, “trust” is often defined not only in terms of rational expectation but also in moral terms. In her seminal article “Trust and Antitrust,” Baier (1986, 235) defines trust as “accepted vulnerability to another’s possible but not expected ill will (or lack of good will) towards one.” A violation of trust induces in the trustor a feeling of betrayal and not merely one of disappointment. Thus, if trustworthy AI aims to encourage people’s trust in AI systems but not mere reliance on them, the concepts of “trust” and “trustworthiness” need to be interpreted morally.

In their discussion on the possibility of trust in technology, Nickel, Franssen, and Kroes (2010, 431–433) helpfully identify two families of accounts of trust, namely (a) pure rational-choice accounts, in which “trust” is conceptualized as a rational cost-benefit calculation regarding the effectiveness of relying on another person (or entity) in completion of a specific task and (b) “motivation-attributing” accounts, in which “trust” requires the trustor to attribute some motivations to the trustee. They rightly point out that pure rational-choice accounts cannot distinguish between reliance and trust (and, in the same vein, between reliability and trustworthiness) because in these accounts trust is reduced to rational expectation of the performance of action by the person or entity being depended on, and thus it lacks the moral dimension required by genuine trust. Accordingly, the concept of “trust” in trustworthy AI cannot be based on a pure rational-choice account if it intends to distinguish between (merely) reliable AI and trustworthy AI. Indeed, the guidelines seem to acknowledge the insufficiency of a pure rational-choice account; ensuring the proper- and well-functioning of AI systems is only one of the seven requirements the guidelines specify—that is, (2) technical robustness and safety, which requires that AI systems “include resilience to attack and security, fall back plan and general safety, accuracy, reliability and reproducibility” (AI HLEG, 2019, 14).

It thus leaves us with “motivation-attributing” accounts of trust as the conceptual basis of trustworthy AI, but these accounts are not without problem when applied to trustworthy AI. Particularly, since “motivation-attributing” accounts require the trustor to attribute some motivations to the trustee with regard to their values and interests, nonhuman entities like AI systems are not appropriate targets for attribution of motivations as they do not have the right type of capacities to morally account for the trustor’s values and interests (Nickel, Franssen, and Kroes, 2010, 435; also see Jones, 1996; Tallant, 2019). Insofar as current AI systems cannot exhibit such mental and moral capacities to respond to the trustor’s values and interests, trustworthy AI also cannot be based on a “motivation-attributing” account.6

There are, however, potential ways to reframe the discussion of trustworthy AI to render the “motivation attributing” account plausible in the discussion. For example, Nickel, Franssen, and Kroes (2010) explore the plausibility of people trusting technology in a derived sense. They note that technologies, especially complex technical objects, are situated and implemented in a network that includes both technical object(s) and human agents who design, manufacture, manage, and/or operate the technical object(s) in question. In accordance with the “motivation-attributing” account, it is plausible for people to trust the technical objects indirectly, that is, to trust socio-technical systems through trusting the human agents who design, manufacture, manage or operate them and who are capable of accounting for the trustors’ values and interests. Accordingly, trust in AI systems is plausible only to the extent that we include human agents as the targets of trust, thereby framing AI systems as socio-technical systems that include human agents designing, creating, managing, and/or operating them (see, e.g., Ananny, 2016). In effect, this broad understanding of AI systems seems to be adopted in the guidelines as it is stated that “while ‘Trust’ is usually not a property ascribed to machines, this document aims to stress the importance of being able to trust not only in the fact that AI systems are legally compliant, ethically adherent and robust, but also that such trust can be ascribed to all people and processes involved in the AI system’s life cycle” (AI HLEG, 2019, 38).

The discussion so far has been to establish a plausible interpretation of trust for trustworthy AI. Our claim is that trust cannot be based on a pure rational-choice account, in which trust and trustworthiness are reduced to (mere) reliance and reliability, and that trustworthy AI should refer to the “motivation-attributing” account. Doing so, however, requires us to take the network of AI-based technologies and human agents, who are in various ways involved with the AI systems, as the unit of analysis. Yet, even if trust in AI systems is plausible, it remains an open question as to whether and when people’s trust in AI systems is justified or valuable. As O’Neill (2018, 293) rightly argues, “trust is valuable only when directed to agents and activities that are trustworthy.” To answer this question, it is essential to specify the criteria for AI systems, understood as socio-technical systems, to be trustworthy.

We have stated earlier that “trustworthiness” or “being trustworthy” is defined by the quality to merit trust. There are two types of criteria shared by many accounts of trust and trustworthiness as a moral notion, namely, competence and some kind of trust-responsiveness (Ruokonen, 2013). To be competent, the trustee needs to be capable of fulfilling the trustor’s expectation with respect to the tasks they are entrusted. To be trust-responsive, on the other hand, the trustee needs to in some ways account for the trustor’s values and interests as she completes the tasks. For example, Baier (1986) refers to the trustee’s good will (or lack of ill will) toward trustors, whereas Jones defines trustworthiness as follows: “B is trustworthy with respect to A in domain of interaction D, if and only if she is competent with respect to that domain, and she would take the fact that A is counting on her, were A to do so in this domain, to be a compelling reason for acting as counted on” (Jones, 2012, 71–72).

Purely game-theoretic accounts of trust have also been challenged within philosophy of science. In his influential article The Role of Trust for Knowledge, Hardwig (1991) argues that in order to know, in particular but not only in science, we need to trust others in regard to their truthfulness, their competence, and their adequate epistemic self-assessment, that is, the second-order competence to also know the limits of their competence.7 Accordingly, trustworthiness is considered to have a moral component (being truthful) and an epistemic component (being knowledgeable and free from epistemic vices, such as the tendency to misjudge or deceive oneself about her own capacities) (Hardwig, 1994, 88–89; O’Neill, 2018).

To summarize, there are several epistemic and moral requirements that human agents must fulfill to be considered trustworthy: on the epistemic side, they must be competent and know the limits of their competence; on the moral side, they must be trust-responsive and truthful. What do these requirements mean for AI systems?



3.3.2  The Epistemic Obstacles for Trustworthy AI

As outlined, the ethics guidelines specify a number of principles and requirements that practitioners should always strive to adhere in order to ensure that AI systems are developed, deployed, and used in a trustworthy manner. In other words, the ethics guidelines have created an expectation of the required level of competence for AI systems to be trustworthy. As argued in the previous section, trustworthiness implies that the trustee must have sufficient competence to effectively fulfill the trustor’s expectations. With respect to the guidelines, this means that for a socio-technical system involving AI applications to be trustworthy, the developing entity—that is, a company, organization, or institution—must in fact be able to meet the stated requirements. So, trustworthy AI may be difficult to achieve if the requirements in the guidelines are difficult to satisfy. In effect, the guidelines are well aware that satisfying the requirements is often not an easy or straightforward process, pointing to “tensions” that can arise between the ethical principles and “trade-offs” that will have to be considered when trying to implement the requirements.

For instance, tensions may arise between efforts to reduce crime through the use of AI systems for predictive policing (related to the principle of prevention of harm) and ethical imperatives to safeguard individual rights and freedoms (most closely linked to the principle of respect for human autonomy). Likewise, trade-offs might have to be made between an AI system’s decision being fully explainable (part of the guidelines’ requirement of transparency) and the wish for judgments to be as accurate as possible (part of the requirement of technical robustness and safety) as the methods that produce the best results may employ machine learning processes that cannot be easily grasped by human reasoning. The guidelines advise that AI practitioners should “approach ethical dilemmas and trade-offs via reasoned, evidence-based reflection” (AI HLEG, 2019, 13), addressing them in a “rational and methodological manner within the state of the art” (AI HLEG, 2019, 20). This seems prudent, especially since the guidelines concede that “in situations in which no ethically acceptable trade-offs can be identified, the development, deployment and use of the AI system should not proceed in that form” (AI HLEG, 2019, 20). Yet it does beg the question of whether the level of authority conferred to AI practitioners does not overstate their competence in making difficult value-based decisions. Of course, the point here is not to deny developers’ knowledgeability beyond the purely technical but to emphasize that when working toward more trustworthy AI environments, awareness of the potential limits of competence of any particular stakeholders should be fostered. This argument can best be illustrated by an example.

In 2016, a ProPublica report (Angwin et al., 2016) investigating a widely used tool for predicting recidivism risk found that the software was biased against African American defendants, significantly overestimating their likelihood to re-offend (false positive error) while underestimating the risk of Caucasians to commit future crimes (false negative error). Northpointe (now Equivant), the company developing the Correctional Offender Management Profiling for Alternative Sanctions (COMPAS) software, argued in reply that their test was racially neutral because the rate of accuracy—around 60 percent—was the same for both groups, leading the company to “strongly reject the conclusion that the COMPAS risk scales are racially biased against blacks” (Dieterich, Mendoza, and Brennan, 2016, 1). What is interesting here are not so much the technical details of the case8 but the fact that the dispute sparked a wider public conversation over algorithmic bias and motivated researchers to reflect and experiment on different notions of fairness and the inherent trade-offs among them (see Kleinberg, Mullainathan, and Raghavan, 2017). Despite a growing body of technical literature, however, it is important to recognize that the development of fair algorithms will always involve choices among competing values that cannot be decided on purely technical grounds, but necessitate broader public deliberation.9 As Wong (2020, 226) argues, the “ ‘fairness’ in algorithmic fairness should be conceptualized first and foremost as a political question and be resolved politically,” meaning that the task will not merely be to optimize and improve relevant techniques for fair algorithms but to “consider and accommodate diverse, conflicting interests in a society.” Thus, especially in high-stake contexts such as criminal justice, decisions as to what counts as fair and what does not should not be made by a lone company or organization; these decisions demand some form of democratic legitimation as well as the transparent communication of the inevitable value trade-offs that have been made when designing the system.

Ultimately, then, the realization of more trustworthy AI environments would ask developers in critical contexts not only to consider and publicly communicate the limits of their design but to acknowledge the limits of their competence to make certain design decisions in the first place. In sensitive areas, questions such as “What is an appropriate measure of fairness?” or “How to balance the trade-offs between explainability and accuracy?” may go well beyond what developers should be able to decide on their own, even if they are taking a measured approach and acting with best of intentions. Industry standards can help to alleviate these challenges to some extent, but the existence of a standard alone should not be seen as a carte blanche to go ahead without turning back. Northpointe, too, conformed to such standards, but this does not mean that their software does not pose a major ethical challenge that should have been democratically discussed not only before investigative data journalists broke the story and extensive media coverage forced a public response but also before the software was initially deployed. To be truly trustworthy, it would not have been sufficient to merely inform users about the nature and characteristics of the software, even if such communication efforts would disclose information regarding the limitations and potential shortcomings of the risk assessment system. Given the high-risk use case, the internal decision to opt for a specific fairness measure and offer the product on the market should not have been made as the company should have recognized that it was not really their decision to make: the nature and scope of the decision fell well outside the companies competence.

The case of COMPAS combines a number of characteristics that would have required a much more thorough assessment before being allowed on the market. Not only may its usage in US courts severely impact the future lives of those affected by the software, the defendants also had no way to opt out or contest the predictions. More generally, the following rule of thumb may be useful to decide on the level of care, oversight, and auditing needed for trustworthy AI system: the broader and deeper the potential for detrimental impact is, the more vulnerable the people affected will be, and the more unavoidable the system is—either due to its usage in public administration or due to (quasi-)monopolies—the higher the requirements and controls for AI systems must be. With respect to the COMPAS case, trustworthy AI would thus not only imply that “in situations in which no ethically acceptable trade-offs can be identified, the development, deployment and use of the AI system should not proceed in that form” (AI HLEG, 2019, 20) but also require considerable awareness among practitioners that in certain situations the decision of what constitutes an acceptable trade-off is simply not theirs to make but must in fact be negotiated in a different—and in this case public—kind of deliberative setting. Which leads us to another issue.



3.3.3  The Moral Requirements for Trustworthy AI

As stated, trustworthiness does not only require that the trustee is competent to satisfy the trustor’s demands, it also requires a specific moral component, namely being trust-responsive and truthful. With regard to trustworthy AI, this moral requirement faces obstacles on two separate fronts: on a technical level because of the ways AI systems function and on an organizational level because of various operational and market incentives. We shall discuss both dimensions in turn.

First, when considering AI systems on a purely technical level, the argument can be made that trust-responsiveness may present too strong a requirement as it mandates the trustee to complete the tasks not (only) for their own values and interests but also for the values and interests of their trustor. Trustworthy AI, therefore, must find means to be responsive to the users’ values and interests and demonstrate this responsiveness to them. However, most AI systems only treat users as members of certain classes or categories based on the data points these users left behind. Consequently, individual values and interests are only seen as a form of probabilistic affiliation, for example, the likelihood that a user values and enjoys what similar users value and enjoy. Thus, if trustworthiness requires trust-responsiveness on a personal level, the statistical basis on which AI technologies operate may impose an insurmountable constraint for AI systems to be trustworthy. Given these fundamental limitations it may be sensible to weaken the requirement and redefine the necessary level of trust-responsiveness as being responsive to group values and interests in lieu of personal values and interests and require AI systems to be trust-responsive only to those who are significantly impacted by them. This refinement is sensible, as those who are significantly impacted by AI systems are in fact most vulnerable to them and thus truly require the AI systems to be trustworthy. Yet, even with this refinement, trustworthy AI still needs to find a means to communicate to its users that it is acting on behalf of their values and interests to demonstrate trust-responsiveness.

The requirement of truthfulness implies that trustworthy AI must inform its users about its goals and workings. In this respect, the ethics guidelines include requirements for both transparency and accountability measures, involving demands such as the communication of an AI system’s capabilities and limitations, the identification of relevant goals and interests, and the reporting of potential negative impacts, including accessible mechanisms of redress should adverse impacts occur. Some of these requirements may be easier to fulfill than others. For instance, the guidelines require that AI systems must be identifiable as such, since humans have the right to be informed that they are in fact interacting with an AI. Disclosures of this kind may be relatively easy to accomplish as a clearly visible disclaimer or as a short announcement in the case of a verbal interaction to inform users that they are now interacting with software and silicon rather than human brain cells. Disclosure of the specific goals and workings of an AI system, however, may be more challenging because they may be in conflict with a variety of organizational interests, bringing us to the second crucial point to be made.

When designing and deploying an AI system, it may be in the best interest of a company or organization not to disclose certain information for a variety of reasons. For instance, companies may wish to treat certain aspects of their AI system as confidential trade secrets to protect their investments and secure an economic advantage over competitors. They may also argue, as Google has with regard to its search engine, that the disclosure of too much information could make it easier for others to manipulate or “game” the system, thereby reducing the quality and relevance of the service.

Being forthcoming about the goals of an AI system may also conflict with business interests as the objectives are often much more mundane than marketing language would suggest. Facebook’s official mission statement may hold that the platform strives “to give people power to build community and bring the world closer together” (Facebook, 2020), but at the end of the day it is a publicly traded company that is responsible to its shareholders in a competitive market. As Facebook’s chief executive officer Mark Zuckerberg bluntly replied when asked by congress about the company’s business model: “Senator, we run ads” (Bloomberg Government, 2018).

The significant influence of financial interests on research has long been recognized in research ethics and bioethics (see, e.g., Resnik, 2007). Indeed, conflicts of interests may encourage the fabrication and falsification of research data as well as failure to disclose relevant information regarding research agendas and interests. It is conceivable that financial interests have the same kind of influence in the AI context. Selective disclosure of business practices as in the case of the Cambridge Analytica (see Cadwalladr, 2018) or nondisclosure of controversial projects as in the case of Google’s Dragonfly project (see Google Employees Against Dragonfly, 2018) may serve as illustrative examples. To clarify, we do not wish to argue that the sheer existence of business considerations is immoral but that such considerations may reduce efforts of information disclosure and thus create a challenge for AI companies to be truthful and, in extension, trustworthy.




3.4  Conclusion

Based on our philosophical analyses on trust and trustworthiness, we can conclude that their moral and epistemic implications bring about four challenges for trustworthy AI. Using the human-centered terminology from philosophical accounts of trust and trustworthiness,10 AI systems must first be competent, that is, they must be designed and function properly and reliably. Second, AI systems must always also possess adequate epistemic self-assessment, that is, they should monitor and display their premises, shortcomings, and limitations. Third, AI systems must be responsive to the interests of the human trustors. While this may not be achievable in principle on an individual basis, we may require at least responsiveness to the most vulnerable groups of users. Fourth, the requirement of truthfulness demands honesty in regard to the goals and inner workings of an AI system insofar as it affects the users treatment through such systems.

We have shown that there are practical obstacles to achieving these requirements but would argue that there are ways to successfully deal with them. In order to do so, however, one must work toward facilitating a trustworthy AI culture or, as the Ethics Guidelines for Trustworthy AI poignantly stresses, “ensuring Trustworthy AI requires us to build and maintain an ethical culture and mind-set through public debate, education and practical learning” (AI HLEG, 2019, 9). But while we would agree that the goal should be “to create a culture of ‘Trustworthy AI for Europe”’ (AI HLEG, 2019, 35) that respects and protects foundational values, we are much more skeptical about recent efforts to sell trustworthy AI as a ready-made label or brand (see, e.g., EC, 2019), simply because the moral requirements for trustworthy AI systems can hardly be satisfied through a standardized certification process but must be cultivated as part of a much more comprehensive dialogical approach. What Europe should esteem to build is an ethos of trustworthy AI that generates safe and reliable AI products. The development of such products should indeed follow ethical guidelines such as the ones the High-Level Expert Group outlined and discussed, but trust should ultimately only be extended to the democratic and political culture surrounding these products. Transparency or accessible mechanisms for redress, for instance, is not something that a company or organization should have the discretion to offer but something that users—in due consideration of sectorial or contextual limitations—should have the ability to demand. As more and more countries issue guidelines that emphasize the need for trustworthy AI systems, it will only be the morally competent AI culture that can claim any credibility to truly trustworthy conduct.



Notes


	1. For more on the issue of bias in machine learning, see chapter 4 by Mireille Hildebrandt in this volume.


	2. For more information on the High-Level Expert Group and its exact composition, see European Commission (2020b).


	3. For more information on the consultation process, see DG Connect (2019).


	4. The following paragraphs provide a concise overview of the framework for trustworthy AI as outlined in the High-Level Expert Group’s ethics guidelines. The goal is to familiarize readers with the framework’s main elements before delving into a deeper discussion in the ensuing sections. For full details of the framework, please consult the original guidelines document.


	5. The Assessment List of the Ethics Guidelines for Trustworthy AI is available at EC (2020a).


	6. It remains an open question whether AI systems can be moral agents that have mental and moral capacities. For an overview of the qualities of AI systems to obtain moral agency, see Gunkel (2018).


	7.  It should be noted that being competent requires the trustee to have relevant skills, know-how, experience, and propositional knowledge.


	8. Northpointe’s answer to ProPublica’s allegations comprises thirty-seven pages to which the ProPublica journalists once again issued a detailed response.


	9. For reflections on the distributed structure of decision systems and related questions of responsibility, see chapter 5 by Katherine J. Strandburg in this volume.


	10. For a contrasting perspective, see this volume’s chapter 6 by Federico Cabitza, who argues for a shift from trying to make AI human-centered to pursuing an AI-decentered humanity.
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The Issue of Bias: The Framing Powers of Machine Learning

Mireille Hildebrandt



4.1  Productive Bias, Wrongful Bias, and Unlawful Bias

In this chapter I will discuss three types of bias and their interrelationship. The first concerns the bias that is inherent in machine learning. This type of inductive bias is inevitable and, though neither good nor bad in itself, is never neutral in real world settings. The second concerns the bias that is problematic from an ethical perspective because it (re)configures the distribution of goods, services, risks, and opportunities or even access to information in ways that are morally problematic. This may regard categorical exclusion of people or the softer tyranny of nudging people into a certain direction based on traits or behaviors. Let’s note that these traits or behaviors may be observed (by sensor technologies or online tracking systems) or inferred (by way of machine learning). Bias in observation affects the training data, and bias in inferences affects the throughput of the system; both impact the output. The third type of bias concerns unlawful bias, that is, the targeting of people based on prohibited grounds. This may be a subset of ethical bias, but sometimes bias that is not ethically problematic may nevertheless be unlawful because,1 for instance, discrimination on the basis of gender may be prohibited categorically, even if some would argue that there is no ethical implication (e.g., charging men a higher car insurance premium because they are found to be more risk prone than women is not necessarily an ethical problem).

The objective of this chapter is to clarify how these types of bias can be analytically distinguished while acknowledging their overlap in the real world, raising the question of their interrelationship and interaction. Whereas in other work I have focused on the intersection of the first and the third (Hildebrandt, 2018a,b, 2020), in this chapter the focus is on the first and the second. In the conclusion I will argue that machine learning (ML) has a framing problem that is based on the fact that bias is inevitable and productive, though potentially incorrect, unjust, or unlawful. This requires a precautionary approach toward the real-life employment of ML applications and a plurality of methods to counterbalance unfair redistributions of risk and opportunities.



4.2  Machine Bias

After Julia Angwin uncovered a bias against black defendants and offenders in the training data used to predict recidivism (Angwin et al., 2016), many authors have highlighted the bias in data as the root problem of ML inferences (Barocas, 2012; Barocas and Selbst, 2016; Cabitza, Ciucci, and Rasoini, 2017; Chouldechova, 2017; Kroll et al., 2017). I believe that the root problem is more complex and more extensive (Aradau and Blanke, 2015; boyd and Crawford, 2012; Coglianese and Lehr, 2017; Dalton, Taylor, and Thatcher, 2016; Kitchin, 2014). In this section I will briefly discuss bias in training data (including its curation), in the way the feature space and the hypothesis space are defined, and in the framing of both the machine-readable task and the selection of performance metrics. In the final subsection I will sum up the implications by pointing to the fact that just like human cognition and human perception are framed, machine cognition and perception are not objective. This requires prudence and contestability, especially when machine-generated knowledge is presented as reliably confirmed.


4.2.1  Inductive Bias: The Generative Force of ML

In his magnificently written Machine Learning, Tom Mitchell discusses the inevitable, productive, and even generative bias of ML (see Mitchell [1997], section 2.7 “Inductive bias”). Under the heading of “The futility of bias free learning,” he explains, based on the size and composition of the hypothesis space (see section 4.2.5 below), that “a learner that makes no a priori assumptions regarding the identity of the target concept has no rational basis for classifying any unseen instances” (Mitchell, 1997, 42). This is “a fundamental property of inductive inference” (Mitchell, 1997, 42). Mitchell (1997, 42) defines the “inductive bias” of the inductive learning algorithm as “additional assumptions B sufficient to justify its inductive inferences as deductive inferences” (see figure 4.1). Explaining inductive inferences in terms of deductive inferences clarfies the need to assume that the hypothesis space contains a function that is valid for both the training data and new data (generalization can only be valid if the deduction is valid).

[image: ]
Figure 4.1
Justification of inductive reference as deductive reference. Source: Mitchell (1997, 44).


Mitchell is—obviously—not claiming that any bias will do here. On the contrary, making explicit that a bias is required to obtain any results demonstrates the importance of iterant testing and keen awareness that this bias may cause error (Mitchell, 2017, p. 5). My point here is that the bias that is inherent in the construction of the hypothesis space is not only a potential source of error but also the condition of possibility of ML output. In that sense the bias is productive, and—due to the human ingenuity of whoever develops the hypothesis space—generative of both the spectacular and the more mundane accomplishments of ML.

Generally speaking, machine-learning algorithms are distinguished as supervised, unsupervised, or reinforcement learning. Supervised learning implies that the training data are labeled in advance, “telling” the algorithms how they should be qualified (classification). Unsupervised learning implies that the training data is searched for patterns to detect potentially relevant classes of data (clustering); this also allows the algorithm to detect anomalisms (qualified as outliers, which may either be ignored or singled out for monitoring or even tweaking the cluster-based classification). Reinforcement learning implies that the output data are classified as correct (invoking a reward) or incorrect (invoking a punishment); it is the machine version of behaviorism (operant conditioning) (Hildebrandt, 2017). In all types of ML the learning algorithm must calibrate between overfitting (nearly always correct on the training data but incorrect on new data) and overgeneralization (generally correct on new data but with too many false negatives and false positives). This is the inevitable jump from historical data to future data; no algorithm can be trained on future data (see section 4.2.7 below).



4.2.2  Bias in Training Data

Machine learning is a way to “compress” a set of data into a single mathematical function, the so-called target function (Grünwald, 2007). The goal of machine learning is to approximate this function.

One problem may be that whereas the inferred approximation of the target function correctly defines the data set, it does not correctly define the real life events the data supposedly represent. Due to the translation and curation that must be accomplished when data is captured (Agre, 1994), there is a gap between the data and what they refer to (a “reality gap”). This problem has been qualified as the issue of “low hanging fruit” and can result in what has been termed the problem of “survival bias.” Low hanging fruit refers to the fact that one may have access to big data that seemingly enable reliable inferences, whereas in fact the data is not relevant or incomplete. Survival bias refers to the fact that one is working with low hanging fruit without noticing that it is the missing data that are relevant (Hand, 2020). In their chapter in this volume, Amigoni and Schiaffonati also discuss a so-called “reality gap.” This, however, refers to the difference between the testing of autonomous systems by way of simulations (with simulated data) or real world experiments (with “real” data). The reality gap I refer to here concerns the illusion that “real” data are equivalent with “reality.”

A second problem is that the more data we have, the more spurious correlations or patterns can be found in the data because unless data are truly random, many different mathematical relationships can be detected among the data. These relationships can be spurious, which means that the relationship between a and b depends on one or more third variables that influence both a and b. One can, for instance, discover a correlation between black people and recidivism, suggesting that black people recidivate “because” they are black (Angwin et al., 2016). However, this may be caused by myriad other features, such as low income, lack of education, problems with housing, or difficulty in finding work. These features, in turn, may depend on the kind of choice architectures black people face, which may, in turn, depend on assumptions of white people about black people and/or depend on how such assumptions are sedimented and reinforced in societal institutions (such as policing). Note that we are not discussing blame here but correlations and where they come from.

A third problem is that the data correctly refer to a reality that is itself biased due to any number of societal developments that have resulted in exclusion of people based on certain traits or behaviors. Whereas the bias in the first two examples refers to incorrect, irrelevant, or incomplete data and to incorrect interpretation of correlations, the bias in this example stems from the real life events that have been datafied. In other words, the problem is not in the data but in the real world. Mining the data will confirm existing bias and possibly reinforce it. This problem cannot be solved by better or more data, though one could argue that ML may help to uncover the bias and/or underlying causes. The qualification of societal events or distributions as biased depends on moral or political evaluation; it is not given. In other words, there will always be bias in the sense of nonrandom distribution, but whether this is considered wrongful or even unlawful is a matter of debate.

Note that bias in the data regards supervised, unsupervised, and reinforcement learning.



4.2.3  Bias in Feature Space

In many types of ML, notably in the case of supervised ML, the first step after having captured and curated the data is to label the training data. This involves categorization, which implies qualification. Basically, this means that a set of features is developed that hopefully covers the relevant aspects of the data. These features operate as variables that, depending on their value, can be correlated by way of mathematical functions. For instance, color may be a feature, with values ranging from (for example) blue, red, and yellow or violet, red, orange, yellow, green, and blue; or cat may be a feature, with values yes/no; or thick may be a feature, with values ranging from one to five. In machine translation features may be specific letter or word sequences (n-grams) or language syntax (part of speech [POS]); and in attempts to predict legal judgment features may be n-grams or POS, based on (for example) their position in a legal judgment (Aletras et al., 2016).

Decisions on what features are used to label or tag the training data quite obviously determine what correlations or patterns can be detected. Correlations with features that have not been used will not be recovered. This means that the feature space decides on what relationships are made visible or invisible. This implies choices and trade-offs, noting that mapping a feature space one way or another need not be based on deliberate bias but may simply be limited by the imagination of the developer, the need to prevent overfitting or overgeneralization, and the like. Labeling at this stage is a matter of categorization and sorting (Bowker and Leigh, 2000) that is based on natural language, even as it enables further formalization (moving from features to variables to mathematical functions). Instead, the Sapir-Whorf thesis may come into play; this thesis proposes that language is not merely a way of expressing thoughts or depicting reality but “focuses on structural differences among natural languages such as Hopi, Chinese, and English, and asks whether the classifications of reality implicit in such structures affect our thinking about reality more generally” (Lucy, 2015, 903). Here again, we encounter bias as a generative and inevitable precondition for ML, as labeling both assumes and decides that the distribution of data is not random but matters deeply with respect to the patterns sought. There is nothing wrong with this as long as one is aware of potential blind spots, skewed mappings, and the ensuing invisibilities. In chapter 2 (in the section “Proxies and Implicit Feedback”), Cristianini discusses the employment of specific user behaviors as a proxy for user preferences. One could perhaps frame this as a way to automatically label user data. If the assumption that such behavior “stands for” their preferences is incorrect, the inferred feature space would be incomplete in a similar way as discussed above. Users are restricted to the kind of behavior allowed by the choice architecture of their online environment; if their preferences are not part of the available choices, the feature space is biased.

Bias may also occur because one is seeking to unearth correlations or patterns based on sensitive features such as race, ethnicity, gender, sexual orientation, or political opinion on the one hand and, for instance, violent behavior, disease, unemployment, or intelligence on the other. The ML research design may be geared to confirming prejudice by constructing a feature space that makes it hard to falsify preconceived ideas. It may be hard to put a finger on such bias, especially where the construction of the feature space is hidden behind trade secret, incompetence, or intellectual property rights. Nevertheless, the possibility of deliberately inscribed bias should not make us blind for the more foundational, unintended bias that is inherent in developing a feature space.

Note that this type of bias is relevant in the case of supervised learning. In the case of unsupervised learning it becomes relevant when evaluating whether the inferences make any sense at all. When deep-learning algorithms are employed it may be that the output does not provide information about what features co-determined it and how the system weighted them. This was the point of Caruana and colleagues’ (2015) seminal article on the prediction of risk of death by pneumonia where features such as asthma correlated with low risk. While the correlation was deemed highly accurate on the data, it was entirely mistaken in reality. The reason was that patients with such features were always sent to the hospital, resulting in lower morbidity. If the software had employed an unsupervised deep-learning algorithm with a risk score as final output with no clue as to which features determined the score, the high accuracy (on the data) could have resulted in the death of patients. This is clearly connected with issues of explainability for unsupervised learning (notably in the case of deep learning). In the case of reinforcement learning we could say that the labeling happens with regard to the output data (qualifying it as either correct or incorrect).



4.2.4  Bias in Ground Truth

Closely related to the design of the feature space is the decision on what in ML design is called the “ground truth” (Amoore, 2019). There is a subtle irony in the idea that one could “grind” the truth, but the idea is that in the case of supervised and reinforcement learning we need to tell the machine what concept, outcome, or ranking is the correct one. This is part of labeling to the extent that one must, for instance, tell a learner that aims to correctly identify medical problems in an X-ray image which medical problem maps to what image. The problem is that radiologists may disagree on this, meaning there is no given “ground truth.” Various methods to solve this problem exist, but they do not remove the “ground truth” that in many applications the system can do little more than mimic the agreement among relevant domain experts, to the extent that it exists. To quote the title of an article that refers to a host of relevant findings: “There Are No Accurate Machine Learning Models, Only Agreeable Ones” (Talby, 2019). This asserts the points made so far: in many instances there is no given way to avoid or escape the bias that is in the data or in the labeling. As Callon and Law (2005) concluded, there is no quantification without qualification, meaning that the datafication, sorting, and labeling that is inherent in ML applications involve hard work as well as a number of hidden assumptions.

One could counter that this is not applicable in case of unsupervised learning, notably when based on deep learning. Here it is the ML system that creates a dynamic adaptive feature space while at the same time hiding both its construction and the construct from view. This, however, not only results in issues of explainability but also in issues of verifiability regarding the reliability of what is learned (e.g., Caruana et al., 2015) precisely because the relevant features and their weight cannot easily be detected and checked against domain expertise and real life (remember that ML systems can only test against data).



4.2.5  Bias in the Hypothesis Space

ML is a matter of pattern recognition. The patterns that can be detected by an ML system are expressed in mathematical functions. Let’s quote the Encyclopedia of Machine Learning:

The hypothesis space used by a machine learning system is the set of all hypotheses that might possibly be returned by it. It is typically defined by a Hypothesis Language, possibly in conjunction with a Language Bias. (Blockeel 2010)

A learner’s language bias is the set of hypotheses that can be expressed using the hypothesis language employed by the learner.

This language bias can be implicit, or it can be defined explicitly, using a bias specification language (see Bias Specification Language). (Sammut and Webb, 2010)

A hypothesis space is the set of mathematical functions (hypotheses) that are tested against the training data based on the assumption that relevant patterns can be expressed by way of a mathematical function, called the target function. This is the function that properly describes the relevant relationships in the data such that it will also apply to future or out-of-sample data. In practice, we can never be sure about whether a hypothesis is the target function, but for pragmatic reasons we assume that the hypothesis will come to approximate the target function after being tested against validation data and, finally, against new (out-of-sample) data.

The learning algorithm cannot uncover patterns that are not described in one of the hypotheses. It can only “perceive” patterns that are in the hypothesis space. A hypothesis space that leaves out relevant functions will have trouble approximating the target function; a hypothesis space that includes many different functions may result in “discovery” of a number of spurious patterns (Coglianese and Lehr, 2017). In both cases we have bias and questionable—unreliable—results. This refers either to the fact that the algorithm cannot see a relevant pattern because the relevant mathematical function is not part of the hypothesis space or to the fact that testing for spurious correlations is not always obvious.

In a way, ML can be defined as a methodology to “compress” a dataset into a mathematical function that properly describes the relevant patterns in the data. We can, however, never be sure whether that function will perform well on future data (see section 4.2.7 below). Clearly, the same dataset can be compressed in different ways, depending on what patterns are deemed relevant.



4.2.6  Bias in Machine-Readable Task Description and Performance Metrics

The relevance of a pattern depends on the objective of the ML system, and this is directly related to the question of how we qualify a success and how we qualify a failure. For the system to learn, the objective must be translated into a machine-readable task, and the evaluation of the performance of the resulting hypothesis must be translated into a performance metric that defines in machine-readable terms what counts as “getting it right.” A task description will guide the construction of the hypothesis space and vice versa since the learning algorithm can only “see” what the hypothesis space allows. The task description is a translation of (or a proxy for) a goal, aim, or objective that is translated into machine readable language by whoever develops the ML research design, hopefully having heard domain experts and/or those who commissioned the system.

For example, the goal of real-time bidding (RTB) systems is to optimize for advertising revenue. If this is translated into a machine-readable task, the actual task may simply be optimizing for attention, trying to keep website visitors on the site. This may turn out to work best if visitors are lured into clicking on increasingly extreme content, thus initiating a vicious circle that feeds on sensationalist content and nourishes fake news. This does not imply that RTB systems actually generate increased advertising income since these systems can easily be p-hacked (Berman et al., 2018), meaning that data are parsed and analyzed until the so-called p-value is below 0.5. The p-value is a statistical indicator that supposedly refers to statistical significance but raises more questions than it solves, especially when statistical significance is confused with relevance or real world significance (Gigerenzer, 2018). As the reliability crisis in the social and natural sciences has demonstrated, we must face the fact that p can easily be manipulated by techniques (such as data dredging) that violate the methodological integrity of the research, resulting in unreliable output. As Head et al. (2015) explain:

It occurs when researchers try out several statistical analyses and/or data eligibility specifications and then selectively report those that produce significant results [12–15]. Common practices that lead to p-hacking include: conducting analyses midway through experiments to decide whether to continue collecting data [15,16]; recording many response variables and deciding which to report postanalysis [16,17], deciding whether to include or drop outliers postanalyses [16], excluding, combining, or splitting treatment groups postanalysis [2], including or excluding covariates postanalysis [14], and stopping data exploration if an analysis yields a significant p-value [18,19].

In the case of machine learning such manipulation cannot easily be detected because the algorithms operate in the back-end system (protected by trade secret or intellectual property rights).2 Also, the choice of the performance metric is pivotal for the so-called accuracy of the resulting approximation of the target function. For reliable ML, a variety of performance metrics should be chosen, for example, to test for spurious or hidden correlations that only surface if the results of different types of performance metrics are compared. Accuracy, precision, and sensitivity are examples of how performance metrics measure the extent to which a machine-readable task has been achieved based on assumptions about ground truth and the adequacy of the feature and the hypothesis spaces. Accuracy measures the number of correct predictions (true positives and true negatives) over all predictions (correct and incorrect); precision measures the number of true positives over all positives (true and false); sensitivity measures the number of true positives over the number of actual positives (both true positives and false negatives). Basically, a performance metric qualifies what counts as a true or false positive or negative, meaning that qualification precedes quantification (Callon and Law, 2005). Failing to test the metrics on different articulations of the task may result in unreliable output, as a single articulation of the task may imply the same bias that inheres in the data, the selected features, and/or the design of the hypothesis space. Failing to share the outcome of different tasks and performance metrics will similarly result in potentially incorrect claims that, for example, the systems outperforms human experts. It can also result in biased outcomes that misrepresent the data in a way that leads to indirect discrimination or that fail to compensate against prohibited bias.



4.2.7  Wolpert, Hume, Gadamer, and Popper on the Framing Problem of ML

In his seminal work on Truth and Method, Gadamer (2004) explains why we cannot cognize or perceive anything without some kind of prior framing. This goes not only for human beings but also for ML research design: the learning algorithm can only perceive through the prism of the hypothesis space. Though Kahneman suggests that such prior framing is mostly irrational (Kahneman, 2003b), based on a “biased” interpretation of Simon’s concept of “bounded rationality” (Simon, 1982), Gigerenzer has demonstrated why Kahneman is actually wrong—based on an in-depth inquiry into Kahneman’s examples and assumptions (Gigerenzer, 2018). The inevitability of a prior framing has been emphasized by philosophers of science such as Popper and Kuhn, where Popper explains why perception necessarily depends on some implied theory about the reality one expects to encounter (Popper, 2002) and Kuhn draws the further conclusion that scientific observations depend on paradigms that serve as reasonably coherent frames of reference (Kuhn, 1996).

Another way of framing the framing problem of ML is to follow Hume’s discussion of the foundational uncertainty of inductive reasoning, which not only results in a constructive skepticism (Hume and Steinberg, 2011) but also highlights the crucial role played by temporality. Statistical inferences (core to ML) are necessarily grounded in historical (or streaming) data. We cannot train a learning algorithm on future data. The recognition of this obvious fact has far-reaching consequences, as for example Wolpert (2013) has shown with his “no free lunch” theorems that mathematically demarcate the limits of ML’s predictive force. Wolpert basically demonstrated (based on mathematical proof of underlying theorems) that optimization depends on the unknown distribution of future data (test data), which cannot be assumed to be the same as that of the training and validation data.

Simply said, ML is dependent on prior knowledge, both in the sense of data and in the sense of framings. This is now recognized on the forefront of ML science, where for example Gary Marcus (Marcus and Davis, 2019) and Rodney Brooks (2017) put their finger on the limitations of current day artificial intelligence. The point will be to understand the difference between cognitive bias in humans (whose intelligence is highly adaptive and capable of unexpected abductive reasonings) and in machines (whose intelligence always depends on how we feed them with data, feature spaces, hypotheses spaces, machine-readable tasks, and performance metrics). Machines can do inductive and deductive inferences but cannot originate abductive reasoning (Douven, 2017). Abductive reasoning requires an intuitive jump from a set of findings to a theory that explains it, which can then be tested inductively by deducting hypotheses that should be confirmed by the data. Clearly, the research design of ML, as developed by humans, and notably the construction of the hypothesis space is largely a matter of creative abduction that enables the machine to inductively test the abducted hypotheses. If confirmed, this allows the system to use the abduction as a ground for deductive reasoning (this is why feedback loops are crucial).

Yet another way to confront both the limits and the productive nature of ML is to discriminate between generating hypotheses (exploratory research) and confirming hypotheses (confirmatory research) (Hofman, Sharma, and Watts, 2017, 487):

In exploratory analyses, researchers are free to study different tasks, fit multiple models, try various exclusion rules, and test on multiple performance metrics. When reporting their findings, however, they should transparently declare their full sequence of design choices to avoid creating a false impression of having confirmed a hypothesis rather than simply having generated one (3). Relatedly, they should report performance in terms of multiple metrics to avoid creating a false appearance of accuracy.

To qualify research as confirmatory, however, researchers should be required to preregister their research designs, including data preprocessing choices, model specifications, evaluation metrics, and out-of-sample predictions, in a public forum such as the Open Science Framework (https://osf.io). Although strict adherence to these guidelines may not always be possible, following them would dramatically improve the reliability and robustness of results, as well as facilitating comparisons across studies.

What this type of transparency does, rather than explain how the system operates, is to show what assumptions and other framings shaped the output of the learning algorithm, which will allow a far more precise and informed evaluation of both the reliability of an ML algorithm and its potential for unethical or unlawful bias.




4.3  Ethically Problematic Bias


4.3.1  Choice Architectures

The bias that is inherent in ML can be ethically problematic for a number of reasons, for instance, due to the fact that it redistributes risks or reinforces existing inequalities or because it mistakenly provides an aura of objectivity and neutrality to outcomes that are based on a series of design choices that may privilege an unwarranted disparate outcome, even if this is unintended. Another layer of ethical concerns focuses on autonomy and manipulability because ML applications often (re)define the choice architecture of end users, thus shaping the extent to which they can or cannot develop their agency.

The concept of a choice architecture was coined by Thaler and Sunstein (2008) in the context of nudge theory (Behavioraleconomics.com, 2019):

This term coined by Thaler and Sunstein (2008) refers to the practice of influencing choice by “organizing the context in which people make decisions” (Thaler, Sunstein, and Balz, 2013, p. 428; see also nudge). A frequently mentioned example is how food is displayed in cafeterias, where offering healthy food at the beginning of the line or at eye level can contribute to healthier choices. Choice architecture includes many other behavioral tools that affect decisions, such as defaults, framing, or decoy options.

“Choice architecture” is not about how we decide under conditions of perfect information (whatever that could be) but how we decide based on our “bounded rationality” (Gigerenzer and Selten, 2001; Simon, 1982). The latter forces us to detect the difference that makes a difference (Bateson, 1972) when navigating our world, precisely because our cognition is limited by the range of our experience, perception, and prior knowledge. Rather than framing the cognitive bias that enables us to detect such differences as a downside of our cognitive makeup, as behavioral economics does (Kahneman, 2003a), this kind of bias or “heuristics” can better be understood as a way to speed up the process of effective decision making, based on both experience and various types of prior knowledge (Gigerenzer, 2008). Gigerenzer’s long-standing research in this space highlights the obvious but often overlooked fact that cognition is both agent-dependent and environment-dependent, implying that a truly rational choice is always and necessarily ecological (Todd and Gigerenzer, 2007). Making a choice based on an abstract kind of rationality that has no meaning or benefit in the situation of the agent would actually be irrational and may even be dangerous. Nevertheless, whereas a cognitive bias may be a good heuristic for an agent, considering the environment they need to address, it can nevertheless be used against them. As these biases often operate as intuitive, tacit knowledge, they can be “played” by choice architectures that hide the creation of path-dependencies, lock-ins, and other deliberate attempts to manipulate human choice.

The concept of a “choice architecture” refers to designed environments that try to influence what choices will be made, for instance, by excluding some choices while making others highly attractive. Whereas behavioral economics “believes” that human cognition is biased in the sense of being irrational, its proponents also believe that our irrational biases are predictable (Ariely, 2011), providing effective handles for the remote control of both individuals and populations. Whoever knows how to “use” the cognitive biases of a target population can thereby manipulate people into making specific choices. Or so the narrative goes (Thaler and Sunstein, 2008). This potentially benign attempt to influence people requires the proactive design of environments that nudge people into supposedly good behavior, for example, under the heading of libertarian paternalism (Sunstein, 2016). The design of such a choice architecture, however, also involves a number of choices on the side of the developers and providers, even if these choices may be hidden under the banner of creating “a great user experience.” Nudging, moreover, aims to employ human bias to prioritize choices amenable to whoever designs the environment (or whoever pays for the design).

Choice is a crucial concept in ethical inquiry. In the next subsection I will explore different moral or ethical theories to better understand the relationship between human agency, choice, and data-driven agency (see also chapter 11 in Hildebrandt [2020]). This has important practical relevance, since such “theories” often form the tacit knowledge base of those who design our choice architecture.



4.3.2  Utilitarian, Deontological, and Virtue Ethics

Utilitarian ethics is focused on the consequences of one’s actions. If they are good, the action is good; if they are bad, the action is wrong. Obviously, this raises many questions, such as “good or bad for whom?” and “what is a good or a bad consequence?” The question of what counts as “good” is defined in terms of utility, which is, however, a rather vague term as different people may have different opinions of what can be qualified as utility. This problem has been solved by calculating in terms of preferences instead of utility, obviously raising a series of new questions, especially because preferences are not given and can be manipulated (and what about preferences we deem evil, such a preference for white supremacy). In light of those questions, utilitarianism can be divided in act utilitarianism and rule utilitarianism where the first merely looks at the consequences of a single action while the second asks what rule this single action follows and checks whether the consequences of everyone following this rule would be either good or bad. Further, to “calculate” the consequences, utilitarianists may aggregate the good to be expected for the entire population or take the average of the good that comes from the act or the following of the rule. Taking the average aims to compensate for the fact that the aggregate may hide substantial disparities among individual members of a population. Note that such “averaging” can perhaps mitigate but not solve that problem. If we take the Correctional Offender Management Profiling for Alternative Sanctions (COMPAS) software that is used to predict recidivism (see section 4.2.2 above) we can ask what choice we should make when training the algorithm. Should we require that false-positive and false-negative rates for those who do not recidivate be equal (whether black or white), or should that depend on “weighing” the potential harm to victims of the increase in false negatives of those black defendants who do recidivate that results from the requirement? If so, could we then for example calculate the systemic harm to all black people that are being stigmatized, compared with the aggregate harm to individual victims?

The bias that is inherent in utilitarianism is manifold. The most important issue is that it assumes that agents and their preferences (or what they consider utility) are independently given while also assuming that means and ends can be neatly separated. Though such assumptions make the theory attractive to those who wish to quantify, aggregate, and calculate “good,” “utility,” “preferences,” or “costs and benefits,” they are in fact untenable. Agents and their preferences develop while anticipating the actions, preferences, and beliefs of other agents, and this anticipation shapes the identity, desires, and intentions of the agent. This confirms the importance of debate and reflection, notably on what should be considered, for example, a public good. Bypassing the interdependence of human agency and the moral commitments it generates easily turns an ethical assessment into a sterile exercise that takes into account what can be counted instead of what counts.

Deontological ethics is focused on moral duty. If an action complies with one’s moral duty it is right; if not, it is wrong (note the shift from qualifying actions in terms of good and bad to qualifying them as right and wrong). The most influential deontological theory goes back to Kant’s so-called categorical imperative that requires us to always act such that it is in accordance with a rule we would wish everyone to follow. Not, as with utilitarianism, because of its consequences but because we deem it the right rule (e.g., don’t steal, don’t lie, don’t kill others unless in case of self-defense). Another way to formulate that same rule is to require that we should never use another human agent without respecting their autonomy, rejecting the idea of using (for example) the death of one human being without taking into account their autonomy to save the life of another. Deontological ethics does not make it easy to apply risk analyses or calculations of costs and benefits because autonomy is not measurable in terms of effects; it should be respected for its own sake.

The bias inherent in deontological ethics is manifold. Here, the most important issue is that “we” may disagree about the content of the rule that “we” should all follow because it will not necessarily be clear under all circumstances what it means to respect the autonomy of human agents. If the autonomy of black and white defendants as well as potential victims must be respected, software such as COMPAS seems problematic if it decides on detention (this would be consequentialist instead of deontological). An interesting question is whether deontological ethics would accept using COMPAS if it merely informed but not conclusively determined the decision on detention. Since the categorial imperative says that one should never “use” a human agent unless their autonomy is respected, one could argue that this should depend on how the decision is actually made and what role COMPAS actually plays in the process of decision making. If the court or the public prosecutor enters into a conversation with the defendant, seriously investigating their motives and background while also taking potential victims seriously, one could argue that a deontological approach does not necessarily stand in the way of employing the calculated output of machine-learning applications.

Virtue ethics is focused on developing practical wisdom. A decision is virtuous if the human decision maker has learned, based on extensive experience to properly balance between propensities to take extreme or categorical positions. Such positions could, for instance, be (1) the rejection of any kind of software or (2) the heralding of computational systems as the only way to make the right decision. The idea is that understanding human nature and what it requires in terms of ethical decision making takes time and will depend on the kind of feedback one receives or solicits and how one deals with this. Practical wisdom may involve tacit knowledge (Polanyi, 1966) and an intuitive way of not merely knowing what one should decide but knowing how to act on such knowledge (Varela, 1992). A virtuous character implies that one has practiced one’s moral compass, tuning and calibrating potential responses to make sure they fit the situation at hand.

The bias inherent in virtue ethics is manifold. The most obvious issue is the bias toward individual character rather than institutional rule making. This seems to favor a rule by persons rather than a rule of law, making those subject to decisions dependent on the personal wisdom of whoever decides.3 One of the major points of discussion concerning the use of COMPAS is that we cannot be sure that without the COMPAS software discrimination does not occur. On the contrary, some would argue, in that case discrimination is both invisible and thereby necessarily unchallenged. Nevertheless, if used wisely, the software may rightfully challenge human judgment, teasing out inconsistencies or even outright discrimination. If used in this manner, COMPAS could help to improve the moral compass of judges.



4.3.3  The Politics of Ethics: Who Is Framing What and How?

In other work I have suggested that a pragmatist ethics may integrate key aspects of the classical approaches discussed above (chapter 11 in Hildebrandt [2020]). First, a pragmatist ethics takes into account the consequences of one’s actions, without however assuming that “means” and “ends” can be separated (as in utilitarianism). Because pragmatism understands that “means” co-determine the “ends,” it affords a relational approach to ethics that is also open to the idea that our technologies (as means) shape our selves (as agents). A pragmatist ethics can incorporate the idea that our actions should always respect the autonomy of other agents, taking into account what is crucial for deontological ethics. Here, the advantage is that such pragmatism, other than deontological accounts, does not assume autonomy, having a keen eye for the way our technologies do or do not afford our autonomy, turning autonomy in something that must be enabled rather than assumed. This would, for instance, imply that courts or public prosecutors, when deciding on detention, take into account the consequences of using software that may have an aura of objectivity that is however shaped by historical data, including its inherent bias. This would require the decision maker to develop intuitions that counter such bias, thus developing the kind of practical wisdom required under virtue ethics. In turn, a pragmatist ethics will not make everything dependent on the practical wisdom of individual decision makers as it will help to detect how the technological environment does or does not nourish practical wisdom.

A pragmatist ethics will make it easier to raise the critical questions of who is framing what and how to the advantage or detriment of who else. The sensitivity of pragmatism to the impact of the tools we use contributes to asking the right questions about how the designed environment facilitates or obstructs human autonomy and fairness, which is related to the consequences of design choices, such as unwarranted stigmatization, surreptitious priming, targeted misinformation, or fragmentation of the public sphere. This brings us to the politics of ethics. Which ethical approaches hide choices made at the level of the design of our environment, thus hiding the political implications of these choices because no attention is paid to the preconditions for human agency (in itself the precondition for ethical agency)? Which ethical approaches provide a conceptual toolbox to uncover design choices that impact our agency, even if these choices are made in the back end of decision systems? For instance, if the machine-readable task of a learning algorithm is to increase advertising revenue, the environment will be designed in a way that captures and holds the attention of its “users” or “inhabitants,” hoping to raise the amount of billable impressions, clicks, or conversions. This may, in turn, generate ever more extreme content, including so-called deep fakes or other sensationalist content (Tufekci, 2018). It may also generate addiction to online social networks or online gaming in ways that diminish our capabilities for independent scrutiny, critical reflection, and creative imagination.

One can conclude that there is a politics of ethics as those with an interest in the creation and maintenance of specific types of designed environments may cherry pick the ethics that fits their private interests. On the other hand, there may be a democratic politics of ethics where those committed to both the public interest and human autonomy engage an ethics that charts the constitutive impact of designed environments on our choice architecture.




4.4  The Framing Powers of ML and the Force of Law

The point of law and the rule of law is that we do not want to depend on the good intentions of those in power (e.g., big tech) or those in authority (the state). Ethics should not be used to distract attention from the force of law (Wagner, 2018). Competition law as well as constitutional law are meant to put in place countervailing powers to ensure that those who suffer or enjoy the consequences of decision making will have real impact on the decision-making process (Dewey, 1927; Mouffe, 2000). In a sense, this is about who gets to decide on the choice architecture that citizens and consumers “live by”; in other words, who gets to decide the design of the environment and the extent to which it affords us autonomy.

I have described how the choices made when developing a machine-learning research design will impact the output of the research, which in turn shapes the choice architecture of our designed environment. In the field of computer science entire conferences are now dedicated to “fair computing” or “privacy by design,” aiming to prevent or counter undesirable biases that result from the application of ML. As long as such efforts remain in the realm of ethics, it will be hard to agree on a sufficiently demarcated definition of (for example) fairness or privacy because much depends on which assumptions are made and what ethical bias determines the definition. This is where the law comes in as it must define fairness to the extent that it has legal effect.

ML applications have framing powers that reconfigure our choice architectures in line with whoever pays for them. These framing powers thrive on the force of technology, notably where self-executing code, cleverly constructed interfaces, and complex back-end systems determine what choices can be made with what invisible consequences. The force of technology is becoming a progressively stronger competitor of the force of law, generating data- and code-driven “normativities” that citizens and consumers may not be aware of. The text-driven normativity of law and the rule of law operate in terms of legal effect that is ultimately grounded in what Austin coined the performative effect of “speech acts” (Austin, 1975; Hildebrandt, 2016, 2018b). Text-driven normativity thrives on the performative nature of written and unwritten speech acts; its generative and inevitably open texture (Hart, 1994) is open to interpretation and contestation. Though text-driven normativity requires closure to achieve legal certainty, it also ensures that legal norms are adaptive and flexible in view of differing circumstances. In other work I have argued that the employment of ML must be seen to be under the rule of law (Hildebrandt, 2018a). Both the framing that goes into ML research design and the framing that results from the design choices made must become part of a reconfigured system of checks and balances that opens black boxes, redresses petrified or volatile biases, and addresses the potential subjection of a scalable human subject (Stark, 2018) flustered by biases based on spurious, incorrect, or wrongful inferences.



Notes


	1. Case C-236/09, Association Belge des Consommateurs Test-Achats ASBL and Others v Conseil des ministres, 2011 E.C.R. I-00773.


	2. For an overview of the many biases this can give rise to, see a lineup of relevant “data fallacies” (Geckoboard, n.d.).


	3. Please note that in political and legal theory the trope is “rule by men” versus “rule by law.” The canonical reference here is Bobbio (1996). “Rule by men” refers to the use of law as a way to control a population rather than “rule of law,” which entails a system of checks and balances that bind the ruler to their own law. Though “rule by men” has mostly been exercised by men, the reviewers—unfamiliar with legal and political theory—were quite upset about the use of this biased terminology. I have therefore used “rule by persons,” as indeed female authoritarianism did and does exist.
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Adjudicating with Inscrutable Decision Rules

Katherine J. Strandburg



5.1  Introduction

Machine-learning models derived from large troves of personal data are increasingly used in making decisions important to peoples’ lives (Fisher and Taub, 2018). These tools have stirred both hopes of improving decision making by avoiding human shortcomings and concerns about their potential to amplify bias and undermine important social values (Gates, Perry, and Zorn, 2002; Kleinberg et al., 2017; Dastin, 2018). It is frequently difficult for humans to grasp or explain how or why a machine-learning-based model comes up with a particular output prediction for a given individual. These difficulties arise because machine-learning models are created using numerical optimization techniques to detect patterns in large datasets, often base their predictions on large numbers of input features, and are expressed as mathematical functions that are often complex and difficult even for expert designers to interpret (Bornstein, 2016; Burrell, 2016; Doshi-Velez and Kim, 2017).1 Selbst and Barocas (2018) usefully summarized this “situation in which the rules that govern decision-making are so complex, numerous, and interdependent that they defy practical inspection and resist comprehension,” by the term “inscrutability.”

The inscrutability issue has drawn the attention of data scientists (Lipton, 2018; Gilpin et al., 2018; Doshi-Velez and Kim, 2017), legal scholars (Selbst and Barocas, 2018; Edwards and Veale, 2017; Kroll et al., 2017; Selbst, 2017; Sloan and Warner, 2018; Zarsky, 2013; Wachter, Mittelstadt, and Russell, 2018), policy makers,2 and others (Mittelstadt, Russell, and Wachter, 2019; Binns, 2018; Mulligan, Kluttz, and Kohli, 2019; Mittelstadt et al., 2016; Miller, 2019), but the discourse has focused primarily on explanations to decision subjects. For example, the EU’s General Data Protection Regulation (GDPR) arguably gives decision subjects a “right to explanation,”3 reflecting the “thought that underpins much of the debate” that “to justify a decision-making procedure that involves or is constituted by a machine learning model, an individual subject to that decision-making procedure requires an explanation of how the machine learning model works” (Gillis and Simons, 2019). Some scholars have criticized this focus, emphasizing the importance of public accountability (Selbst and Barocas, 2018; Bloch-Wehba, 2019; Brauneis and Goodman, 2018; Cobbe, 2019; Doshi-Velez et al., 2017).4 Gillis and Simons (2019), for example, contrast “the focus on individual, technical explanation … driven by an uncritical bent towards transparency,” with their argument that “institutions should justify their choices about the design and integration of machine learning models not to individuals, but to empowered regulators or other forms of public oversight bodies.” Taken together, these threads suggest the picture of explanatory flows shown in figure 5.1, in which decision makers justify their choices by explaining case-by-case outcomes to decision subjects and explaining design choices regarding automated decision tools to the public and oversight bodies.

[image: ]
Figure 5.1
Schematic of explanatory flows in a simple decision system.


Many real-world decision systems require significantly more complex explanatory flows, however, because decision-making responsibility is delegated and distributed across multiple actors to handle large numbers of cases, as represented schematically in figure 5.2. Delegated, distributed decision systems commonly include agenda setters, who determine the goals and purposes of the systems; rulemakers tasked with translating agenda setters’ goals into more specific decision criteria; and adjudicators, who apply those criteria to particular cases.5 Delegation and distribution are often necessary and effective strategies for coping with agenda setters’ limited time and expertise when many decisions need to be made.

[image: ]
Figure 5.2
Schematic of explanatory flows in a delegated, distributed decision system.


For government decision making in democracies, the ultimate agenda setter is the public, generally represented by legislatures. Legislatures specify decision criteria in varying degrees of detail, often delegating further rule making to specialized administrative agencies. Responsibility for adjudication of individual cases is also frequently delegated to a corps of administrative law judges and, ultimately, to courts. Private parties also employ delegated, distributed decision systems, particularly in arenas such as employment, credit, and college admissions where they apply similar criteria to decisions concerning a relatively large number of individuals. The private entity’s owner and leaders are the primary agenda setters in such cases. Nonetheless, when a private decision system implicates important public values, the public may also play a role in agenda setting by enacting legal regulations, such as anti-discrimination and privacy laws. While private entities may or may not assign formal rule making and adjudication roles, the tasks of specifying decision criteria and considering individual cases are often delegated and distributed functionally within private organizations, much as is illustrated in figure 5.2.

Advances in machine-learning techniques for constructing data-driven automated decision tools have driven a surge of interest in automating decision making. For example, such tools currently are being used or considered for decisions involving pretrial detention (Eaglin, 2017), sentencing,6 child welfare (Hurley, 2018), credit (Bruckner, 2018), employment (Kim, 2017; Ajunwa, 2019), and tax auditing (Houser and Sanders, 2017). Automated decision tools are particularly attractive to designers of delegated, distributed decision systems because their deployment promises to improve consistency, decrease bias (Kleinberg et al., 2017), and lower costs (Coglianese and Lehr, 2017).

Figure 5.2 illustrates how paths for explanatory information flows proliferate as a result of the delegation and distribution of decision-making authority. This chapter focuses on explanatory flows to and from adjudicators.7 It describes how explanatory flows to and from adjudicators can contribute to improving decision quality, promoting accountability, and enhancing coordination among decision system actors. It then analyzes the ramifications of introducing inscrutable automated decision tools into such a system. Decision tool inscrutability erects barriers to all of the explanatory flows shown in figure 5.2. In many decision contexts, these barriers have the potential to degrade decision system performance and to undermine accountability and coordination mechanisms. It is thus important for decision system designers to take these issues into account in deciding how – and whether – to incorporate automated decision tools.

As background for the analysis, section 5.2 describes conventional adjudication in delegated, distributed decision systems, discussing trade-offs between rigid, prescriptive “rule-like” decision criteria and flexible “standard-like” decision criteria in such systems.8 It highlights the variety of ways in which rule-like and standard-like criteria may be combined to advance agenda-setters’ goals. Section 5.3 analyzes the functions that explanations flowing from and to adjudicators conventionally play in such decision systems, relating those functions to relevant discourses in the legal literature.9 Section 5.4 provides a brief primer on machine-learning models, which have driven the recent upsurge of interest in automated decision tools. It explains their appeal to designers of delegated, distributed decision systems and describes some particularly relevant potential shortcomings of these models. It also explains and critiques the accuracy/explainability trade-off that motivates developers to use inscrutable models. Finally, it argues that the “humans are black box decision makers too” trope is irrelevant to some of the most important concerns associated with automated tool inscrutability. Section 5.5 brings the analysis together by comparing and contrasting inscrutable automated decision tools with more conventional rule-like decision criteria and analyzing how automated decision tool inscrutability affects adjudication in delegated distributed decision systems. Section 5.6 briefly concludes with some suggestions about where to go from here.



5.2  Conventional Adjudication in Delegated, Distributed Decision Systems

Adjudication procedures, both public and private, run the gamut from formal hearings complete with witness testimony and formal evidentiary rules to decisions based entirely on online submissions. The extent to which decision subjects can participate by offering arguments or factual evidence also varies widely. Despite their differences, adjudications have a similar basic structure, though the steps are not necessarily carried out sequentially or independently of one another. To make a decision, an adjudicator ordinarily will:


	• interpret the governing decision criteria, which may include rule-like and standard-like aspects

	• use permissible fact-gathering methods to identify relevant and reliable case-specific facts

	• apply the decision criteria to those facts

	• come to a decision, exercising any remaining flexibility or discretion

	• explain the decision to various audiences, such as decision subjects, agenda setters (sometimes including the public), rulemakers, and other adjudicators




5.2.1  Rules, Standards, and the Adjudicator’s Role

Rulemakers have various options for designing decision criteria. Most importantly for present purposes, the criteria to be applied by adjudicators can be described with varying degrees of specificity and flexibility along a spectrum from rigid and detailed “rules” specifying precisely which case-by-case facts are taken into account and how they are weighed to flexible “standards.” Rule-like criteria have traditionally been applied explicitly by adjudicators, but the distinction between rule-like and standard-like decision criteria depends on the extent to which adjudicators are empowered to interpret the criteria, determine which facts to take into account, exercise discretion, or otherwise influence the decision in more than a rote fashion. Automated decision tools are always rule-like in this sense, whether or not the rules they apply are inscrutable.

If rulemakers could predict and specify, in detail, all circumstances that would ever arise in future cases and determine in advance how agenda setters would decide each case, they could, at least in principle, specify perfect rule-like decision criteria. Given such a perfectly specified rule, adjudicators would be responsible, at most, for gathering the case-by-case facts required to apply the rule and applying the role in a rote fashion to those facts. At the other end of the spectrum, if adjudicators had sufficient knowledge, expertise, judgment capacity, and understanding of and commitment to the agenda-setter’s goals, they could make perfect case-by-case decisions based on standard-like decision criteria after gathering the appropriate case-by-case facts. Either way, as long as adjudicators applied the rule or standard correctly, the resulting decisions would be correct and consistent across adjudicators. (Any remaining biases or undesirable outcomes could be laid at the feet of the agenda setters.)

In the real world, of course, this sort of perfection is not even remotely attainable. Both delegation and distribution of decision-making authority contribute to the imperfection of real-world decision systems. Delegation creates well-known principal-agent problems whenever a principal (here, the agenda setter) gives agents (here the rulemakers and adjudicators) leeway to determine how best to pursue the principal’s goals. An agent’s decisions can deviate from the principal’s goals because of mistakes or because there is a conflict of interest between the principal’s goals and the agent’s own interests. Thus, if agents can get away with it, they may shirk when the principal would prefer greater diligence or seek to enrich themselves or otherwise benefit at the expense of the principal’s goals. Principal-agent problems can be alleviated, at least to some extent, by accountability mechanisms (Eisenhardt, 1989; Gillis and Simons, 2019). Distribution of decision-making responsibilities creates distinct and underappreciated imperfections associated with the need for decision system actors to coordinate their activities.

Adopting rule-like decision criteria can mitigate principal-agent concerns because rulemaking usually involves a smaller number of actors, who can be selected for their expertise, acumen, and trustworthiness and who can be more efficiently supervised by agenda setters. Once adopted, rule-like criteria can presumably be applied consistently and efficiently by the larger and often less expert group of adjudicators. Rule-based determinations are also presumptively easier to oversee than standard-based decisions. Unfortunately, rules may still get cases wrong because they are overly rigid and insufficiently nuanced in light of granular variations between cases and unanticipated or evolving circumstances. While vulnerable to adjudicator inconsistency, bias, and errors, standards are better able to take proper account of case-by-case circumstances and evolving situations.

Specifying decision criteria thus involves trade-offs between the advantages and disadvantages of rules and standards. The trade-offs depend on numerous context-specific factors, such as the predictability and importance of the decision, the comparative expertise, competence, and trustworthiness of rulemakers and adjudicators, the financial resources available, and the importance of speedy decision making. Note, moreover, that rule-like and standard-like decision criteria specifications, even if intended to promote the same agenda setter goals, are likely to reach different conclusions in at least some cases



5.2.2  Decision Criteria Combining Rule-Like and Standard-Like Aspects

Because of these trade-offs between rules and standards, real-world decision criteria for significant decisions about individuals ordinarily combine rule-like and standard-like aspects to various degrees and in various schemes. The examples in this section illustrate some of the ways in which decision criteria can be designed to be more or less rule-like and to combine rule-like and standard-like elements. These variations in decision criteria design also shift responsibility between rulemakers and adjudicators. For highly rule-like criteria, rulemakers bear the bulk of responsibility for ensuring that decision criteria adequately reflect agenda setters’ goals by specifying which factual circumstances matter, how those facts are to be determined, and how they are taken into account. Adjudicators are responsible primarily for obtaining the case-specific facts needed to apply the rule and applying the rule correctly to those facts. In contrast, highly standard-like criteria give rulemakers a more limited role while adjudicators are responsible for interpreting such criteria in light of the purposes and goals of the decision system, determining what factual information should be taken into account, and deciding how it should be weighed in light of the goals of the decision system.

For example, New York’s DWI (“driving while intoxicated”) statute states that “No person shall operate a motor vehicle” (1) “while such person has.08 of one per centum or more by weight of alcohol in the person’s blood as shown by chemical analysis of such person’s blood, breath, urine or saliva, made pursuant to [provisions regulating testing]” or (2) “while intoxicated.”10 The first criterion is rule-like, in that rulemakers (in this case, legislators), have set the 0.08 percent limit for blood alcohol content and defined protocols for measuring it. Adjudicators are responsible only for determining whether a particular defendant’s blood alcohol level was properly measured according to the prescribed protocols and for the trivial task of determining whether the defendant’s level was above 0.08 percent. The second criterion is standard-like, directing adjudicators to interpret the meaning of “intoxicated” in light of the statute’s purposes, to take a variety of different sorts of factual circumstances of intoxication into account and to weigh them according to reason and common sense to come to a conclusion.

The DWI statute also illustrates one sort of scheme for combining rule-like and standard-like aspects. When a properly conducted test measures blood alcohol of 0.08 percent or above, a rule requiring a finding of intoxication applies. If the defendant’s blood alcohol level is below 0.08 percent or was not measured, the standard kicks in. This asymmetric approach presumably reflects a legislative preference for erring on the side of caution with regard to drunk driving, even though the rule risks ensnaring some individuals with high levels who are not dangerously intoxicated, while the standard applied to those with lower levels potentially opens the door to adjudicator inconsistency or bias. Such rule-like and standard-like criteria could have been combined differently. For example, the provision could be symmetrically rule-like so that a blood alcohol level below 0.08 percent would be a complete defense. Such a scheme would miss some cases of intoxicated driving that are caught by the standard-like approach but would eliminate potential adjudicator bias and inconsistency.

Most speed limit laws have a similar structure, in that driving above the speed limit ordinarily violates the speeding laws while driving below the limit can also be a violation if a driver’s speed is not reasonable and prudent in light of road and weather conditions (Nolo, 2019). By contrast to the DWI scheme, most states excuse driving above the speed limit in a narrow range of emergency situations, presumably reflecting a legislative judgment that safety and other public priorities justify speeding in those situations. In a minority of states, however, justifications for exceeding the speed limit are not so narrowly drawn. Driving over the limit triggers only a presumption of unsafe driving, which can be overcome if the adjudicator determines that the defendant was driving safely under the extant road, weather, and traffic conditions. This approach, while governed by a rule-like presumption, empowers adjudicators with far more standard-like flexibility. One can infer that states taking this approach value the flexibility of a granular assessment of safe driving over the efficiency and consistency of the more rule-like approach.

The history of US federal sentencing law also illustrates several approaches to combining rule-like and standard-like elements. Historically, criminal laws set relatively broad sentencing ranges, leaving judges with considerable standard-like flexibility to determine sentences on a case-by-case basis. Concerns about certainty and fairness, as well as a legislative desire to be “tough on crime,” led to the 1984 creation of the Federal Sentencing Commission, which adopted much more rule-like Federal Sentencing Guidelines. Those Guidelines specified, in considerable detail, what factors should be taken into account in sentencing for various offenses and how those factors should be weighed and combined to determine sentences. The Guidelines’ recommendations were initially treated as mandatory rules, leaving judges with relatively little standard-like authority over sentencing decisions once the facts were determined. In 2005, however, the US Supreme Court held, in United States v. Booker, that this heavily rule-like approach to sentencing was unconstitutional.11 Rather than revert to the old highly standard-like approach, however, federal sentencing today combines the rule-like Sentencing Guidelines with standard-like flexibility by instructing judges to treat the Guidelines’ recommendations as “advisory.” Though the recommendations are advisory, judges are “required to properly calculate and consider the guidelines when sentencing, even in an advisory guideline system” and must provide reasons for the sentences they impose, which are reviewed in light of “the totality of the circumstances, including the extent of any variance from the Guidelines range” (U.S. Sentencing Comm’n, 2018). This approach creates a particular balance between defendants’ rights to individualized sentencing and the legislature’s goals of increasing consistency and tougher sentencing. As an aside, the history of the Sentencing Guidelines also illustrates the distinction between consistency, which is inherent to rule-like decision criteria, and bias against disfavored social groups, which depends entirely on the substance of the rule. The legislative majority that created the Sentencing Guidelines wanted to get tougher on crime—especially in minority neighborhoods—and perceived judicial sentencing leniency as an obstacle to that goal. The substance of the Guidelines reflected that “get tough” objective and also became notorious for having created and enshrined huge racial disparities in drug sentencing.

The Sentencing Guidelines, while rule-like overall, take many underlying factual circumstances into account, some of which are assessed in a more standard-like fashion. For a simpler illustration of this common situation, consider a hypothetical law school admissions process, in which applicants are required to submit Law School Admission Test (LSAT) scores, college grade point averages (GPAs), information about extra-curricular activities, and personal essays. LSAT scores and GPAs are standardized law-school-success predictors that attempt to summarize complex facts about applicants’ knowledge, ability, and previous educational success. Our hypothetical school has also asked for the extracurricular information and personal essays because it believes that the LSAT and GPA are insufficiently nuanced predictors of law school success, especially for some subgroups of applicants, and also because the school’s goal is not only to admit the “best” students but also to craft an entering class that is diverse along many dimensions of background and experience.

Assume the admissions office distributes the numerous applications it receives to several readers, who are expected to assign an overall desirability score to each application. To ensure consistency among readers, the dean of admissions creates a rule-like rubric for computing a numerical extracurricular score. The rubric uses the number and breadth of activities, length of participation in each, awards, leadership roles, and so forth. Its design reflects the correlations between extracurricular involvement and law school success that have been observed in admissions office studies of previously admitted students. The personal essays contain some information relevant to potential law school success and are also the most important source of information relevant to the goal of creating a diverse class. Applicants’ experiences and backgrounds are heterogeneous and vary widely from year to year. Because there are many ways to form a diverse and successful class, it would be virtually impossible to create a fixed rubric for scoring the personal essays.

The admissions office could use various possible schemes for combining LSAT, GPA, extracurricular activity information, and personal essays to produce an overall desirability score for each application. Consider three: first, the school might instruct readers to use a standard-like evaluation to assign holistic desirability scores to the personal essays, which will then be combined with LSAT, GPA, and extracurricular scores using a rule-like formula to produce the overall student desirability score. Second, the school might use a rule-like formula to compute preliminary desirability scores based only on LSAT, GPA, and extracurriculars and then instruct readers to make standard-like adjustments to the final desirability scores based on the personal essays. Third, the school could instruct readers to assign an overall desirability score to each application based on a standard-like holistic evaluation of all four types of information. These approaches make different trade-offs between the advantages and disadvantages of rule-like and standard-like decision criteria and reflect different balancing among the law school’s goals.

In sum, different decision criteria designs reflect different trade-offs between the advantages and disadvantages of rules and standards. As a result, different decision criteria specifications will produce different numbers and sorts of “bad” decisions when evaluated in light of agenda setter goals. The adjudicator’s role in decision making also changes in light of the way that decision criteria are designed. Decision criteria design also affects the importance and role of some of the explanatory flows shown in figure 5.2, a point that is explored in section 5.5.




5.3  Explanation in Delegated, Distributed Adjudication

As many commentators have discussed in relation to both conventional and automated decision making, explanations are important means of vindicating decision subjects’ rights and conveying respect for their dignity as citizens and human beings (Berman, 2018; Coglianese and Lehr, 2019). In a delegated and distributed decision system, however, information and explanations must flow not only from adjudicators to decision subjects but also along multiple other paths, as illustrated by the cartoon in figure 5.2. This chapter aims primarily to complement rather than add to the discourse about explanations to decision subjects by focusing on the systemic functions of explanations by and to adjudicators in delegated, distributed decision systems, which include quality control, accountability, and coordination.12 Moreover, while explanations by adjudicators tend to receive all of the attention, explanations to adjudicators are also critical to decision system performance.


5.3.1  Explanations by Adjudicators

Explanations by adjudicators may have several different audiences, including decision subjects, agenda setters (including the public), rulemakers, and other adjudicators. Explanations to agenda setters are primarily concerned with managing the principle-agent problems associated with the delegation of rulemaking (Olsen, 2013). When delegated responsibility is distributed between rulemakers and adjudicators within a rulemaking entity or across a group of adjudicators, the potential for principal-agent problems and the corresponding need for accountability mechanisms multiplies. Explanations from adjudicators to rulemakers and to other adjudicators are also important for addressing coordination and consistency issues associated with distributed decision making.


5.3.1.1  Explanations for accountability

Explanation is a well-established key to accountability when principals delegate responsibility to agents. It gives principals information that can assist them in detecting mistakes, misunderstandings, and conflicts of interest. For example, agents have a common-law duty to inform principals of facts that “the principal would wish to have” or “are material to the agent’s duties.”13 The principle that government decision makers should justify their decisions with reasons is also well-enshrined in the law, not only in the United States where it is a key component of the constitutional right to “due process of law”14 but also in other democracies (Mashaw, 2007; Shapiro, 1992). While the demands of the due process requirement vary depending on factors such as the seriousness of the individual deprivation resulting from government action and the cost of providing various procedural protections for various types of decisions,15 an explanation, while not always required, is the least common denominator of due process requirements.

Reason-giving also is central to administrative law, which has been described as “the progressive submission of power to reason” (Mashaw, 2001). The Administrative Procedure Act’s “arbitrary or capricious” standard, for example, requires an agency “to provide a statement of its reasons for acting that includes a discussion of the relationship between the available evidence and the factual predicates for the agency action” (Pierce, 2010). Many other statutory regimes also require adjudicators to provide at least some explanation of their decisions to decision subjects, the public, legislatures, or other supervising authorities.

Redish and Marshall (1986) identify a set of “due process values” including accuracy, the appearance of fairness, equality, predictability, transparency, rationality, participation and control, revelation (by which they mean the desire to know why decisions are made, even if one has no way to change the outcome), privacy, and dignity. Staszewski (2009) similarly argues that reason-giving promotes public-regarding values of accountability, transparency, and democratic legitimacy. Reason-giving is also deemed a bulwark against arbitrary decision making, whether motivated by bias or animus or unintentionally irrational (Cimini, 2005). It requires rulemakers to articulate how the directives they create effectively implement public-regarding purposes and adjudicators to justify their decisions in terms of those directives, interpreted using accepted methods and applied logically in light of the case-specific facts (Bressman, 2003). Reason-giving promotes fairness because it “encourages officials to treat similarly persons alike and differently situated persons differently” (Staszewski, 2009). Reason-giving also promotes accountability by providing the basis for review and correction by higher authorities. Reason-giving, especially by government decision makers, also expresses respect for a democratic citizenry (Johnson, 2014) and upholds dignity: “to be subject to administrative authority that is unreasoned is to be treated as a mere object of the law or political power, not a subject with independent rational capacities” (Mashaw, 2007). “Authority without reason is literally dehumanizing. It is, therefore, fundamentally at war with the promise of democracy, which is, after all, self-government” (Mashaw, 2007).

In a delegated, distributed decision system, the need for oversight means that even when decision subjects do not receive individualized explanations, adjudicators will likely be required to convey some explanation of their decisions to agenda setters who potentially include the public or its representatives. Explanations from adjudicators to agenda setters can improve decision alignment with agenda-setter goals. For government decision systems and other decisions implicating public values, public explanations also provide dignitary and democratic benefits important to maintaining the public’s agenda-setting authority. To highlight the particular concerns associated with delegated, distributed decision systems, this section focuses on the importance of explanatory flows for decision quality. Two mechanisms by which explanations by adjudicators might create accountability to the public and other agenda setters are described below.

The “show your work” phenomenon    The “show your work” phenomenon is familiar: the very process of explaining one’s reasoning is likely to improve it by highlighting loopholes, inconsistencies, weaknesses, and errors. The effect’s power is heightened when adjudicators are concerned that an inadequate explanation will make them appear incompetent, irrational, or biased, particularly in the eyes of those in authority. A government decision may be deemed arbitrary when it is “not rational, predictable, or fair”; its “conclusions … do not follow logically from the evidence”; it makes “distinctions that violate basic principles of equal treatment”; or it involves the exercise of “power without an adequate, public-regarding purpose” (Bressman, 2003). Private decision makers may also wish to avoid making (or being seen to make) decisions that are arbitrary in this sense, even if no such legal constraints apply.

The “show your work” phenomenon can also help to detect and thwart invidious bias, at least to some degree. It is probably most effective at producing self-awareness of unintentional or implicit bias, but the scrutiny that explanations bring may also help to deter intentional bias by making it more difficult to mask. As one commentator colorfully put it, “hypocrisy has a civilizing force in human decision-making” (Noto La Diega, 2018).

In a distributed decision system, the show-your-work phenomenon can increase accountability not only through case-by-case explanations to agenda setters but also through explanations to supervisors within an adjudicative entity or through summaries or reports prepared by adjudicative entities. In preparing such materials, adjudicative entities may identify inconsistencies or common misunderstandings and spot adjudicator performance issues. Moreover, the show-your-work phenomenon may also increase the care and attention devoted to preparing guidelines or training materials for internal use, especially if those materials are made available to the public or other agenda setters.

Show your work to the teacher: Review by higher authorities    A frontline adjudicator’s explanation of a decision, in conjunction with the factual record, is ordinarily a reviewing authority’s primary basis for catching and correcting unjustifiable decisions. Review by higher authorities not only triggers the “show your work” phenomenon but also goes beyond it because reviewing authorities have the power to directly overturn and correct adjudicators’ mistakes. Moreover, reviewing authorities can respond by providing explanations to adjudicators that can help to harmonize decision criteria interpretation among adjudicators and inform them about how to exercise their flexibility appropriately.



5.3.1.2  Explanations for decision criteria evaluation and reform

Explanations generated by adjudicators and adjudicative entities can assist rulemakers and agenda setters in evaluating decision system performance by highlighting problematic outcomes in cases encountered in the real world. As discussed earlier, any real-world specification of decision criteria creates an imperfect mapping of decision system goals and purposes to case-by-case decisions. Bad decisions can result when rule-like decision criteria fail to generalize appropriately to unanticipated factual scenarios, have unexpectedly biased impact on particular social groups, or fail to consider significant factual circumstances. While only rulemakers and agenda setters are empowered to change the rule-like criteria to correct this sort of generalizability failure, adjudicators are often the first to encounter these sorts of problems and are thus most able to bring them to the attention of the rulemakers and agenda setters who can modify the rules. Adjudicators’ explanations of their decisions thus can provide uniquely valuable information about whether and how decision criteria should be reformed. Adjudicators can even be encouraged to state explicitly that current decision criteria are creating outcomes that seem out of line with the system’s goals and values. Especially when accumulated and analyzed by an adjudicative entity, adjudicators’ case-by-case explanations can illuminate generalizability problems and provide guidance to rulemakers and agenda setters for reform.

The extent to which adjudicators’ explanations are useful for evaluation and reform depends on many factors, including whether adjudicators have the information they need to identify problems, how much detail their explanations provide, and who has access to them. Cryptic checklists of reasons for denying government benefits mailed to individual claimants are less likely to catalyze reform than detailed narrative explanations in judicial opinions that are searchable and downloadable by the public.

Summary reports and statistics put together by adjudicative entities, while potentially lacking the contextual nuance of case-by-case explanation, can also provide insights for evaluation and reform. (For one example, see O’Reilly [2001]). Internal guidelines and training materials created by adjudicative entities, in light of dialogue with adjudicators, may also highlight recurring and troublesome factual scenarios that adjudicators have begun to encounter.




5.3.2  Explanations to Adjudicators

Though explanations to adjudicators are also very important in delegated and distributed decision systems, their importance has been largely overlooked in the debate about automated decision tools. Adjudicators must be made aware of and understand enough about the decision criteria and procedures that agenda setters and rulemakers have laid out to be able to find the necessary facts, apply rule-like criteria correctly, and evaluate standard-like criteria properly in light of the decision system’s goals and applicable over-arching principles, such as due process, fairness, and efficiency. When required to combine rule-like and standard-like criteria, adjudicators must understand the appropriate scheme for combining them and have the information necessary to follow it. Explanations to adjudicators also give them the background information they need to provide the explanations they are required to give to agenda setters, decision subjects, and other decision system actors.

Since adjudicators do not need to understand the underlying rationale of a rule to apply it, one might think that explanations of the bases for rule-like criteria would be unnecessary. In fact, the extent to which adjudicators need to understand the meaning and underlying basis of the rule-like aspects of decision criteria depends on the combination scheme. It is useful to consider three sorts of combination schemes, each requiring different levels of adjudicator understanding of the rule-like criteria.

First, a combination scheme might itself be highly rule-like, in which case adjudicators need only understand how to apply the scheme. For example, adjudicators do not need to understand why the legislature set the DWI blood alcohol cut-off at 0.08 percent to apply the per se intoxication rule or to perform a standard-like evaluation when there is no reliable blood alcohol measurement available. Similarly, if the law school applies a rule-like formula for combining LSAT score, GPA, extracurricular score, and personal essay score into an overall desirability score, readers do not need to understand the basis for that combination rule. Highly rule-like combination schemes will not be appropriate in all contexts, however, and may be difficult for rulemakers to create when decision criteria involve both standard-like and rule-like aspects. For example, in applying the standard-like intoxication criteria to a case where there is a valid blood alcohol measurement below 0.08 percent, it seems likely that adjudicators would benefit from an explanation of the basis for the cutoff so that they can understand how the measured level’s distance from the cutoff should play into the standard-like intoxication assessment.

A second type of combination scheme might treat a rule-like assessment as conclusive for some criterion and direct adjudicators to combine it with other factors based on its meaning. In that case, the adjudicator might not need an explanation of the basis for the assessment but would still need an explanation of the rule-like factor’s meaning in relation to other criteria. Consider, for example, pretrial detention decisions where judges are often required to take into account both the risk that the defendant will commit another crime if released and the risk that the defendant will fail to make future court appearances. Suppose a rulemaker were empowered to create a rule-like procedure for determining a numerical “recidivism risk” score that judges were required to take as conclusive of “recidivism risk.” (Of course, this sort of scheme intentionally, and often controversially, sacrifices the judge’s flexibility to evaluate recidivism risk in light of case-by-case circumstances.) What information does the judge need to meaningfully combine this rule-like “recidivism risk” score with a standard-based assessment of the risk that the defendant will fail to appear for future court dates if released? At a minimum, to combine these two factors sensibly and fairly, judges would need an explanation of the meaning of the “recidivism risk” score. For example, judges should be given explanations about whether the numerical probability indicates likelihood of committing a violent offense or likelihood of committing any felony or misdemeanor and about whether the score represents the fraction of similarly situated defendants in the training data who committed offenses when released or gives a percentile ranking relative to the defendants in the training data. With that level of understanding, the judge may be able to weigh recidivism risk and flight risk together in deciding whether pretrial detention is appropriate. Without that level of understanding, however, judges’ ultimate decisions cannot be justified.

Moreover, this sort of separation between decision criteria aspects is only reasonable in limited situations. Arguably, at least, recidivism risk and flight risk are conceptually distinct factors that can be siloed in this way. But, unless applicants were barred from discussing their extracurricular activities in their personal essays, it probably would not make sense to instruct law school admission readers to combine the extracurricular score with their evaluation of the personal essay without an explanation of how the score was derived.

Finally, as illustrated by the speed limit and Sentencing Guideline examples, a rule-like assessment could be treated as a rebuttable presumption or advisory recommendation, which the adjudicator is empowered to modify or reject in a standard-like manner in light of case-specific circumstances. This sort of combination scheme is popular because it exploits human adjudicators’ relative strengths in generalizing from experience, nosing out normatively troubling or nonsensical results of rule-like criteria and taking idiosyncratic case-specific information into account. To discern whether a rule-like assessment should be modified in light of other available information, however, an adjudicator needs a sufficient explanation of the basis for the rule-like assessment. Thus, for example, a present-day judge who must consider whether and in what circumstances to deviate from an “advisory” sentencing guideline recommendation needs much greater understanding of the Guidelines’ underpinning than a sentencing judge would have required during the “mandatory” era. Or consider the law school admissions scheme in which a desirability score is computed based on the LSAT, GPA, and extracurricular scores and readers are instructed to adjust that score based on the personal essay. To do that, a reader needs to understand why a personal essay might warrant a desirability score adjustment in light of the decision system’s goals. If, for example, readers were instructed that adjustments should be made primarily if a personal essay indicates a particularly interesting background for diversity purposes, they would need to understand something about what sorts of diversity are interesting and how the law school balances trade-offs between predicted academic success and class diversity. If, alternatively, readers were instructed to adjust the desirability score if the personal essay suggests that the preliminary score under- or overestimates the likelihood of law school success, it would be important for adjudicators to understand the basis for the preliminary score, including the extracurricular rubric.

To summarize, adjudicators will always require: (1) explanations of how to correctly apply rule-like aspects of the decision criteria; (2) explanations of the decision system goals and bases for evaluating standard-like aspects of the criteria; and (3) explanations of how to combine rule-like and standard-like aspects. Except when the combination scheme takes one of the first two relatively specialized forms discussed above, the explanation of how to combine rule-like and standard-like aspects will ordinarily need to include an explanation of the underpinnings and bases of the rule-like criteria.

Decision system performance depends critically on the effectiveness of these explanations to adjudicators, which conventionally come first and foremost from the text of the decision criteria set out by agenda setters and rulemakers along with any accompanying interpretive materials. In addition, adjudicators may look to materials created by reviewing authorities, such as relevant judicial opinions or opinions from internal review boards. When more than a few adjudicators are involved, they commonly are organized into an adjudicative entity that coordinates and oversees their work. Such entities may provide additional explanation through training materials, guidelines, procedural rules, and performance reviews.




5.4  Machine-Learning Models as Automated Decision Tools

The potential to develop automated decision tools using machine learning has driven both the recent surge of interest in automating a wide variety of decision systems and the debate about inscrutability and explanation. This section introduces some relevant characteristics and limitations of machine-learning-based decision tools and discusses why, and in what sense, they tend to be inscrutable to human adjudicators (and others).


5.4.1  The Promise and Limitations of Machine-Learning-Based Decision Tools

Supervised machine learning, which is the approach generally used in decision-making applications, is a computational technique that exploits the availability of “big” training data sets that map data for some set of features to outcome variable data for many individuals. (For useful nontechnical overviews, see Lehr and Ohm [2017]; Burrell [2016]; and Domingos [2012]).16 To use a machine-learning model as a decision tool, the outcome variable must serve as a proxy for some relevant decision criterion. Machine-learning optimization techniques automatically detect patterns of correlations between features and outcome variables in the training data and fit those patterns to complex, nonlinear models. Once created, such a model can be used to predict the value of the outcome variable for a new individual using data for that individual’s features. The validity of the model’s predictions depends on how well the model fits the training data and on how well the training data represents the sorts of cases that arise in real-world use of the model. Often, these two criteria are in tension because a model that is “overfitted” to the training data is particularly unlikely to be generalizable to new cases.

In terms of the canonical trade-offs between predetermined rules and flexible standards, any automated decision tool, whether or not created using machine learning, necessarily implements a rule, in that its output relates a predetermined list of factual circumstances to one another in a predetermined way. Proponents of machine-learning-based decision tools hope, however, that machine-learning models can improve on conventional rules in two ways. First, by using large numbers of training cases, machine-learning techniques can detect empirically grounded patterns that rulemakers might otherwise have missed. Second, and probably more importantly, machine-learning models can take account of large numbers of features to produced more nuanced or “personalized” rules than has traditionally been possible (Casey and Nesbitt, 2019; Partnership for Public Service, 2019). Ultimately, proponents hope that machine-learning models employing large numbers of features can achieve the case-by-case granularity that previously was available only by adopting standard-like decision criteria while retaining the efficiency, consistency, and accuracy of rule-like criteria. This expansion of automated rules into arenas previously governed by standards is at the heart of the controversy over machine-learning-based decision tools.

Machine-learning models can go wrong in a number of ways, as many commentators have discussed. Barocas et al. (2017) provide an overview of many of these critiques while Nay and Strandburg (2020) emphasize pitfalls related to the selection of features and outcome variables. The question of how effectively such models can replace standard-like decision criteria is of particular relevance to the effects of decision tool inscrutability on adjudication. The potential for machine-learning models to replace standard-like adjudications has at least two important limitations, however. The first relates to machine-learning’s reliance on “big data” training sets while the second relates to generalizability.

Collecting data that is “big” enough, in terms of both numbers of features and sample size, to create highly accurate and nuanced machine-learning models is difficult and expensive. As a result, machine-learning processes often rely on “found data” collected for some other purpose to train the models. Unfortunately, reliance on found data leaves designers at the mercy of whatever feature sets and outcome variables happen to have been collected. Having “big data” for an outcome variable makes it possible to train a model that accurately predicts that outcome variable, but that sort of data may be unavailable for the decision criteria that are truly of interest in a particular context. For example, a judge might like to know the likelihood that the defendant would commit a serious crime if released pending trial, but the available “big” data might instead record arrests for any crime, which is a loose and biased proxy for the factor of interest (Eaglin, 2017).17 To reasonably rely on an automated decision tool that predicts only a proxy, adjudicators need to understand how that proxy relates to the decision criteria that really matter. Often, that relationship might vary according to the circumstances of particular cases, potentially in biased or otherwise troubling ways.

The need for “big” training data similarly limits the available feature sets to data types that have been recorded for large numbers of individuals (Nay and Strandburg, 2020). These limits constrain the sorts of factual “evidence” that can be taken into account by a machine-learning-based decision tool. Even when data is available for many features, there may be still be important case-specific circumstances that are not available in “big data” form.

As a result of such data availability constraints, it will often be impossible to train machine-learning-based decision tools to adequately replace the nuance of standard-based decision criteria. In that situation, rulemakers can either abandon the automation effort, live with its shortcomings, or combine it with a standard-based assessment (along the lines of treating a Sentencing Guidelines recommendation as advisory). The latter approach is attractive in many decision contexts but may be thwarted by inscrutability, as discussed below.

Limited training data availability also affects a machine-learning model’s “generalizability”—the ability to perform well in handling cases that were not included in the data used to train it. The training data may be incomplete because it is skewed or nonrepresentative or because new factual scenarios crop up over time. Generalizability is essentially the technical version of the long-standing concern that rule-like decision criteria will be insufficiently flexible and forward-thinking to produce good outcomes in real-world decisions. While machine-learning-based models can be more nuanced than conventional rules by taking account of a large set of known features, they cannot avoid the limitations of their training data, particularly with regard to accounting for new or unrepresented factual circumstances, social change, and evolving normative understandings (Nay and Strandburg, 2020). Generalizability concerns are thus another reason to retain some flexibility for adjudicators to deviate from even a highly nuanced and accurate machine-learning model. Here again, however, model inscrutability complicates the situation.



5.4.2  Inscrutability, Accuracy, and Machine Learning

The inscrutability of machine-learning models stems from the fact that their computational mapping from feature inputs to outcome prediction is often hard to explain in terms that are intuitively comprehensible to humans. Part of what makes these mappings difficult to explain is their reliance on large numbers of features, which is one of their great advantages, but this tends to make the behavior of even relatively simple functions difficult to intuit. (Selbst and Barocas [2018] discuss this point in connection with the difficulty of interpreting required explanations for credit determinations.) “Deep-learning” models lack explainability at a more fundamental level in that the ways that they map input features to outcome variables cannot be represented in standard forms, such as closed equations, decision trees, or graphs (Bornstein, 2016). Even developers and subject matter experts find it difficult or impossible to interpret such models, though there is ongoing research into technical methods for providing approximate interpretations of inscrutable models18 or, alternatively, creating more accurate explainable models (Rudin, 2019).

Developers employ inscrutable machine-learning models despite their explainability issues because such models often perform better on validation metrics, such as the total number of errors they make on the training data (“accuracy”).19 Essentially, this is because a more complicated (and thus less explainable) computational mapping can always be fit at least somewhat more closely to the training data. Thus there is always at least some unavoidable trade-off between “accuracy” and explainability.

Discussions of the policy implications of the trade-off between “accuracy” and explainability have focused rather myopically on an explanation’s value to decision subjects, generally ignoring the value of other sorts of explanatory flows. “Accuracy,” or any other metric of fit to the training data, may or may not be what a decision system should optimize to appropriately serve its social purposes, however. As discussed earlier in this chapter with regard to adjudicators (and elsewhere with respect to rulemaking; Strandburg, 2019), explanatory flows serve many valuable functions that are not captured by measurements of validity on training data. In other words, purely in terms of decision quality, the gains in accuracy associated with machine-learning-based automated decision tools may not be worth the sacrifice in explainability.



5.4.3  Human Black Boxes and Inscrutable Machines

When critics talk about the “black box” quality of machine-learning-based decision tools (Pasquale, 2015), a common rejoinder is that human decision makers are also “black boxes” in the sense that it is impossible to know what went on in a human decision-maker’s mind before coming to a decision. This rejoinder misses the boat in two respects. First, conventional explanation requirements are not based on the expectation that human decision makers will or even can provide accurate and detailed descriptions of their thought processes20 but are intended to force decision makers to justify their decisions in terms of the agenda-setters’ goals and values in order to promote accountability and improve decision quality.21 Indeed, reason-giving is a core requirement precisely because human decision makers are inscrutable and prone to bias and error. Second and relatedly, the “human as black box” discussion is conceptually framed around an explanation by a human adjudicator who has made a standard-based decision to a decision subject. It has little to do with the many other functions of explanations, including explanations to human adjudicators from rulemakers and agenda setters, which are of a different character.




5.5  Implications of Inscrutable Automated Decision Tools for Adjudication


5.5.1  Adjudicator Roles in Decision Systems Incorporating Automated Decision Tools

Automated decision tools function as highly rule-like decision criteria in that adjudicators have no flexibility or discretion with regard to the relation between input and output. Fully automated decision systems are rare, however, and likely to remain so in contexts where significant decisions are made about individuals’ cases. Indeed, participation of a human decision maker is required for significant decisions under Article 22 of the GDPR. Adjudicators thus generally will continue to be expected to take responsibility for combining automated decision tool output with other criteria and for taking account of case-by-case circumstances in coming to final decisions. They may also, and in some contexts should, be responsible for finding and vetting case-by-case feature data. Ensuring that adjudicators have the explanations they need to adequately carry out these functions is thus vital to decision quality.


5.5.1.1  Assessing the reliability of decision subjects’ feature data

Conventionally, adjudicators often are responsible for gathering and vetting factual inputs for rule-like decision criteria. Fact gathering and vetting for particular cases continue to be important for the quality of decision making using automated decision tools. While commentators have focused on the potential implications of unreliable training data for model bias and overall performance, the novel and important questions associated with case-by-case feature data reliability remain largely unaddressed. Overall model validation, at its best, can demonstrate only that training data errors did not significantly downgrade the model’s overall performance, perhaps because they averaged out. The well-known “garbage in, garbage out” principle remains relevant to any particular case; even a perfect model will give mistaken results if it is fed erroneous input data. Leaving feature data reliability issues unaddressed not only violates decision subjects rights in some contexts but also threatens the consistency and efficiency goals of automating a rule. Moreover, if data quality issues are distributed in a biased fashion, then failing to correct them may result in a biased distribution of erroneous decision results.

Three basic approaches to feature data reliability are possible, all of which are sometimes employed in conventional adjudications. First, adjudicators could assess feature data reliability on a case-by-case basis. Second, some sources of feature data may be presumed sufficiently reliable perhaps because they are obtained directly from decision subjects or taken from sufficiently trustworthy government or business records. Third, a decision system’s rulemakers might prescribe pre-approved data sources as long as such pre-approval is consistent with applicable legal requirements, such as due process requirements for government adjudications.

When machine-learning-based models are used, however, decision subjects’ feature data will often be taken from the same “found data” sources as the training data. Even when such found data is adequate to train a satisfactory model, its source may not guarantee adequate reliability for a particular individual’s data. Dismal reviews of credit report data, for example, should raise red flags about the likely reliability of found data. For important decisions, adjudicators could and probably should play a role in vetting the reliability of the feature data used to compute automated decision tool output. Vetting a particular decision subject’s found data is not always a simple matter, however, especially when the model employs a large number of features. Giving decision subjects an opportunity to contest their feature data is a possible approach but may not be particularly effective when there are large numbers of features whose importance to the outcome is difficult to disentangle. Moreover, found data often come from transactional records that are impossible or unreasonably difficult for decision subjects to verify or dispute. If an adjudicator determines that data for some of an individual’s features is erroneous or unreliable, it may be hard for the adjudicator to assess how those issues affect the reliability of an inscrutable decision tool’s ultimate output for that individual.

To address these issues, rulemakers should instruct adjudicators how they should account for the possibility of feature data errors, perhaps by prescribing pre-approved feature data sources, providing protocols for assessing whether data sources are reliable enough to presume feature data reliability, or clarifying how adjudicators should vet feature data reliability. In the law school admissions hypothetical, for example, LSAT scores and GPAs are presumed reliable based on the trustworthiness and security of their sources while extracurricular activity information and the personal essay come straight from the applicant. In the DWI illustration, rulemakers prescribed protocols for measuring blood alcohol content, which required the use of certified analytical equipment. Aspects of those procedures, such as the timeliness with which samples were taken, remain disputable on a case-by-case basis, however.

When adjudicators are responsible for vetting the reliability of decision subjects’ feature data on a case-by-case basis, rulemakers should also instruct them about what to do if they find that particular feature data is unreliable. In the DWI example, the statute instructs adjudicators who determine that the blood alcohol test results are unreliable to fall back on standard-like consideration of relevant evidence of intoxication. Similarly, rulemakers could give adjudicators standard-like flexibility to discount an automated tool’s output in light of feature data unreliability. Tool inscrutability complicates this option, however, as discussed below.



5.5.1.2  Combining automated decision tool output with other decision criteria

As illustrated earlier, conventional decision criteria often set out schemes for combining rule-like and standard-like aspects. Moreover, different approaches to combining rule-like and standard-like criteria require different types of adjudicator understanding about the meaning and basis of the decision criteria. To combine the output of inscrutable decision tools with other decision criteria, adjudicators need more rather than less guidance than is generally given for combining conventional rule-like and standard-like criteria. Oddly, however, the discourse about automated decision making has hardly touched upon this issue, despite the fact that it arises in nearly every decision system that incorporates an automated decision tool. Instead, with some exceptions,22 there has been a much more abstract debate about the relative competencies of human and machine decision makers and the pros and cons of having a “human in the loop” to act in some unspecified way as a check on the automated decision tool. Not surprisingly, that debate has raised concerns that adjudicators will come to act as mere rubber stamps for automated tool output, a situation that would be misleading and wasteful and thus should be unacceptable.




5.5.2  Inscrutable Decision Tools and Explanatory Flows

The use of inscrutable machine-learning-based decision tools has several implications for the extent to which explanations by and to adjudicators can fulfill their conventional purposes.


5.5.2.1  Explanations by adjudicators

Adjudicators can only explain what they understand. The use of inscrutable decision tools thus inevitably hobbles, at least to some degree, not only adjudicators’ capacity to explain decisions to decision subjects but also the accountability, evaluation, and reform functions performed by explanations from adjudicators to the public and other agenda setters, to rulemakers, and to other adjudicators.

Accountability and inscrutability    The “show your work” and “show your work to the teacher” effects will necessarily diminish to the extent that adjudicators cannot explain the reasoning behind their decisions. Of course, rule-like decision criteria are designed to reduce flexibility at the adjudication stage and transfer accountability from adjudicators to rulemakers, potentially including responsibility for providing explanations of rule-like criteria to facilitate accountability. Rulemakers can only provide general explanations or validations, however, which cannot entirely replace the accountability function of adjudicator explanations of their case-by-case decisions. Moreover, when rule-like decision criteria are inscrutable to adjudicators, they cannot competently explain (or carry out) some types of combination schemes, thus limiting accountability even for the nonautomated aspects of decision making.

Inscrutability, evaluation, and reform    The incorporation of inscrutable tools also affects the extent to which front-line adjudicators can contribute to decision system evaluation and reform by identifying case circumstances for which current decision criteria produce problematic outcomes. Generalizability is always a serious concern for highly rule-like decision criteria, and automated decision tools are as rule-like as you can get. Though creating nuanced models of known cases is machine-learning’s strength, generalizability is its Achilles’ heel. Human decision makers, despite all their shortcomings, are essentially the only game in town when it comes to generalization skills (Nay and Strandburg, 2020). This human advantage is especially important for recognizing when and why rule-like decision criteria fail to produce good decisions in real-world cases so that those criteria can be reformed. While adjudicators and adjudicative entities are best placed to observe such problems when they arise, their inability to understand and explain what went wrong will seriously undercut their potential contributions to decision system evaluation and reform.



5.5.2.2  Explanations to adjudicators

Incorporating an inscrutable automated decision tool into a decision system necessarily limits the extent to which the decision system’s rule-like criteria—including any limitations, assumptions, and biases—can be explained to adjudicators by rulemakers and adjudicative entities. When such explanations cannot be given, adjudicators capacity to make high quality decisions that appropriately combine rule-like and standard-like decision criteria may be severely curtailed.

Disrupting adjudicators’ role in ensuring reliable factual bases for decision    Unless decision subjects’ feature data are taken from sources that can be presumed reliable, adjudicators should be responsible for vetting its reliability and compensating for any feature data unreliability. To fulfill that role, an adjudicator must, at a minimum, be given an explanation of the features and the sources of feature data. If data for some of a decision subject’s features are found to be unreliable, the adjudicator must also be able to assess how that unreliability affects the reliability of the tool’s ultimate output for that decision subject. When a decision tool is inscrutable, adjudicators cannot be given the explanations of the connections between particular features and tool outputs that they would need to compensate or correct for such inaccuracies.

To take feature data unreliability into account, some other approach must be devised. Some of the technical approaches that are being developed to explain decision outcomes to decision subjects work by exploring how decision outcomes would change if various features were varied (Datta, Sen, and Zick, 2016; Martens and Provost, 2014). One criticism of such methodologies for providing overall explanations of decision outcomes is that they may oversimplify the possible synergistic effects of feature values and thus be incomplete or misleading to decision subjects. This critique would not apply, however, if such techniques were used to investigate the way that outcomes in individual cases would be affected by uncertainty about a specific feature or small subset of features.

Restricting adjudicators’ capacity to combine rule-like and standard-like decision criteria    If a decision system incorporates an inscrutable decision tool, it is critically important for rulemakers to carefully explain to adjudicators how they should use its output, potentially in combination with other case-specific information, to make final decisions. Often, adjudicators will be expected to use a standard-like approach to rebut or modify an automated prediction in light of case-by-case circumstances. To do so, they must receive an adequate explanation not only of the tool output’s meaning but also of its factual, logical, and normative bases. The absence of such explanations for inscrutable automated decision tools limits the extent to which adjudicators can effectively play this important role. Without an adequate explanation of the automated rule, adjudicators are essentially left guessing and cannot adequately justify modifying or rejecting the automated tool output in particular cases. Unfortunately, decision tool inscrutability thus undercuts adjudicators in precisely the cases where the “human in the loop” is most often used to assuage critics’ concerns. As a result, the nuance that machine-learning models can supply may not compensate for the loss of adjudicators’ front-line ability to detect and overcome generalizability shortcomings.





5.6  Paths Forward

There are no universal solutions to the question of whether and how to incorporate inscrutable machine-learning-based tools into decision systems because their use involves trade-offs that will vary from one decision context to another. It is, therefore, crucial that decision system designers confront these trade-offs squarely rather than sweeping them under the rug. The above analysis suggests the following general approaches to the problems that decision tool inscrutability poses for adjudication.


	1. Rulemakers should explicitly define the criteria to be evaluated by automated decision tools. They should explain the meaning and basis of the automated evaluation as clearly as possible to adjudicators, including the definition of the outcome variable, the nature of its proxy relationship to the true decision criteria, and the identities and definitions of the features used in the model.

	2. Rulemakers should provide specific guidance to adjudicators about what decision criteria they are expected to evaluate and how they are to go about combining those criteria with automated decision tool outputs to make decisions.

	3. Rulemakers should explicitly determine and explain the scope of adjudicators’ responsibility for assessing the reliability of decision subjects’ feature data. Where adjudicators bear responsibility for vetting that data, rulemakers should set out procedures for that assessment and either provide alternative decision criteria for adjudicators to use when feature data is unreliable or explain how adjudicators should go about determining the impact of feature data error or uncertainty on automated decision tool output. To that end, data scientists should develop or adapt technical approaches for determining how input feature data uncertainty affects decision tool output.

	4. Adjudicative entities should provide training, guidelines, and similar internal explanations to adjudicators about all aspects of adjudication, including the scheme for combining automated decision tool output with other decision criteria.

	5. When explaining decision outcomes, adjudicators should explain not only how they assessed the decision criteria delegated to them but also how they went about combining those criteria with the automated tool output to come to a decision. If they are responsible for vetting the decision subjects’ feature data, they should also explain that process. Even if such explanations cannot be complete when inscrutable machine learning models are used, they will be useful for clarifying and evaluating the schemes that adjudicators are using to incorporated automated tool output into their decision making. Such explanations may also permit adjudicators to identify and highlight ways in which automated tool inscrutability hampers their performance of their adjudication responsibilities.

	6. All of the implications of inscrutability analyzed here, along with those discussed by other commentators, should be taken into account by rulemakers in deciding whether to incorporate a machine-learning-based decision tool into a particular decision system and, if so, what criteria should be assigned to that tool and how it should be designed.





Notes


	1. See also presentations and slides from NYU Information Law Institute, Algorithms and explanations, Conference at New York University School of Law, New York, April 27–28, 2017, https://www.law.nyu.edu/centers/ili/events/algorithms-and-explanations.


	2. See, e.g., Algorithmic Accountability Act of 2019, S. 1108, 116th Cong. (2019), https://www.govtrack.us/congress/bills/116/s1108.


	3. GDPR Art. 13(2)(f) requires that data subjects be informed of “the existence of automated decision-making, including profiling, referred to in Article 22(1) and (4) and, at least in those cases, meaningful information about the logic involved, as well as the significance and the envisaged consequences of such processing for the data subject.” Art. 22 provides a limited “right not to be subject to a decision based solely on automated processing, including profiling, which produces legal effects concerning him or her or similarly significantly affects him or her.” For debate about what these GDPR’s requirements entail, see Selbst and Powles (2017); Casey, Farhangi, and Vogl (2019); Crabtree, Urquhart, and Chen (2019); Kaminski (2019); Veale and Edwards (2018); Wachter, Mittelstadt, and Russell (2018).


	4. For the most part, this emphasis is recent. But, for a truly path-breaking consideration of these issues, see Citron (2007)


	5. The terms adjudication and rule making are borrowed, loosely, from administrative law. See 5 U.S.C. § 551. See also, e.g., 5 U.S.C. §§553 and 557. The general paradigm in figure 5.2 also describes many private decision systems.


	6. See, e.g., State v. Loomis, 881 N.W.2d 749, 753 (Wis. 2016).


	7. Elsewhere, I explore their implications for the rule-making stage (Strandburg, 2019). Note that the present introductory section largely follows the introduction in that companion piece.


	8. The terms “rule” and “standard” are used in various ways in various literatures. As explained further in section 5.2, I follow a substantial thread of legal scholarship by using them here to describe the extent to which decision criteria leave room for adjudicator interpretation or discretion. See, e.g., Pierre J. Schlag, Rules and Standards, 33 UCLA L. Rev. 379 (1985).


	9. The discussion uses legal scholarship as a springboard but does not delve into the important question of when particular forms of explanation are legally required. For some discussion of that issue, see, e.g., Citron (2007); Steinbock (2005); Crawford and Schultz (2014); Citron and Pasquale (2014); and Coglianese and Lehr (2017).


	10. N.Y. Vehicle and Traffic Law § 2, 2(a) (Consol. 2019).


	11. 543 U.S. 220, 245 (2005).


	12. I also set aside questions about enforcing or carrying out decisions because this chapter addresses automation’s effects on explanation’s role in adjudication. Those who enforce or carry out a decision are, of course, one audience for an explanation from the adjudicator, but while automated decision tool opacity makes it harder to explain or justify a decision, it does not create obvious barriers to communicating its bottom line.


	13. Restatement (Third) of Agency, § 8.11 (American Law Institute, 2005).


	14. U.S. Const. amend. V; U.S. Const. amend. IV.


	15. Mathews v. Eldridge, 424 U.S. 319 (1976).


	16. Note that data scientists usually separate the available data into “training” and “test” datasets to improve validation using various techniques. Because the distinction is not salient to the present discussion, this chapter refers to all of the data that is used to develop the model as “training” data.


	17. Keddell (2016) discusses similar problems with using “substantiation, meaning a decision that abuse has been investigated and found to have occurred” as an outcome variable for predicting risk of child abuse.


	18. Lehr and Ohm (2017) and Selbst and Barocas (2018) provide nontechnical overviews of some of these methods.


	19. Weinberger (2018) discusses these trade-offs.


	20. But see Cohen (2010) for a discussion of the circumstances in which this sort of explanation should be required.


	21. Bathaee (2018) discusses some of the ways in which humans rely on a combination of explanations, documentary, and other evidence along with intuitive heuristic understanding to scrutinize the intentions of other human beings.


	22. Leta Jones (2015), for example, argued that “the effectiveness of requiring a human in the loop to meet certain social goals is questionable.” Discussions about the decision-making role that humans in the loop should play have been perhaps most prominent in considering the use of robots in combat (Docherty, 2012).
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Cobra AI: Exploring Some Unintended Consequences of Our Most Powerful Technology

Federico Cabitza



6.1  Introduction, or The AI as Part of the Automatic Infrastructure

In 1997 Parasuraman and Riley (1997) made a general point that we subscribe to: in our industrial age, automation has always been applied (with few exceptions) whenever it could “perform a function more efficiently, reliably, or accurately than the human operator, or merely … at a lower cost.” They also added a valuable remark: “in modern times, humans are consumers of automation.” This latter remark invites us to recognize a third component, besides efficiency and effectiveness, as an essential driver for (the justification of) automation: the capability of technology to simplify work and improve users’ ease and comfort. This is an essential factor to persuade the users that there is a “relative advantage” in having (part of) the task automated and that reconfiguring their practices accordingly is worth the trouble. When this happens, the artificial intelligence (AI) guarantees a positive “user experience” and “customer satisfaction”: very broad concepts that also encompass a sense of safety and a feeling of being in control of the situation. Under this perspective, automation is not just a matter of better provision of services; it also regards the effective creation of new needs, like the need to dispel uncertainty from our lives and be relieved of some responsibility, and of new ways to satisfy those needs, like in the case of predictive algorithms and decision support.

Efficiency and convenience are inextricably intertwined in a new form of automation, the automation of intelligent tasks—or better yet, the automation of tasks that require some form of intelligence from their performers but nonetheless that some feel the need to automate: this is the definition of AI that we adopt in this chapter. As recognized by (Head (2014, 7) AI “is essential [where] complex interactions between humans, as in health care, higher education, customer service, and human resource management, are to be fully subject to the industrial disciplines of measurement, standardization, and speed,” that is, where human practice and work must be subject to ideals of effectiveness and efficiency for the sake of profit and productivity.

In addition to this, we can also observe how AI is also the latest (and most complex to date) way to satisfy the consumers of a variety of different services, including booking a table at a restaurant, choosing a movie to watch in the evening, or managing the amount of emails to respond to. In this light, convenience and comfort can be seen as the Trojan horse to bring the ideals of optimized efficiency into the realm of management tasks, decision-making processes, and knowledge work; that is, fields that, since Frederick Taylor conceived the ideals of scientific management more than a century ago, have so far been refractory to be completely rationalized and hence relieved from human whims and prejudices.



6.2  Paving the Road to Hell …

Again, in the words of Parasuraman and Riley (1997): “it has become evident that automation does not supplant human activity; rather, it changes the nature of the work that humans do, often in ways unintended and unanticipated by the designers of automation.” AI, as any other form of automation, can obviously malfunction, be deliberately hacked, or be fed with unreliable or biased data. The more integrated these technologies are into our societal processes, the more vulnerable these processes are as technology failures may increasingly impact on safety, security, credibility, reputation, and customer satisfaction and possibly lead to litigation costs, reputation damage, reduced profitability, and regulatory scrutiny. However, these are consequences when the technology fails. Conversely, in this chapter we are more interested in the consequences triggered by a successful AI that is extremely accurate, fast, and usable. In those cases, what could possibly go wrong?

To address this provocative question, we introduce and explain the expression “cobra AI,” which we used in this chapter’s title. The cobra effect is a common expression indicating any undesirable effect that incurs or is facilitated by a technical intervention that is aimed at addressing a need or at solving what is perceived as a problem: regarding “technical,” we mean either a technological solution, like a tool, machine, or software program, or a socio-technical solution that can encompass policies, incentives, rules, and ad hoc organization structures. Such intervention is a “cobra” if it ends up creating new unexpected problems or even making the original problem more serious. “Perverse results” and “backfires” are common synonyms of this concept that grounds on the negative side of the broader concept of “unintended consequence,” which can occur at both individual and societal level (Tenner, 1997; Carr, 2010, 2014).

In this light, we denote as cobra AI any application of AI that directly facilitates or induces the occurrence of one or more unintended negative consequences in the setting where the system is adopted.

In what follows, we will focus on the medical domain and in particular on the role that decision support systems that embed predictive models developed by means of machine-learning (ML) techniques can have on health socio-technical systems. Health care is just one of the myriad of application domains where the ML-based AI is and will be applied in the future, but it represents for us a paradigmatic case. The complexity, heterogeneity, uncertainty, and criticality that characterize medical work mean that it is a challenging field to apply AI solutions in order to improve its practices and the intended effects of these practices on the society, that is, the people’s health and well-being. Some peculiarities notwithstanding, we believe that the following points apply equally well in many other settings where humans are called to make decisions, learn from their mistakes, share best practices, and choose among alternative courses of action on the basis of the available evidence and data: in short, our points about AI will apply to knowledge work and knowledge communities (Lindkvist, 2005) in general.



6.3  Human-AI Interaction and Its Discontents

Most of the current systems that express AI in medical settings (also known as medical AI) perform so well in specific tasks that we can argue that human-AI interaction is already more relevant than computation for its impact in the real world (see chapter 8 by Vaughan and Wallach in this book). This allows us to shift from mere statistical performance as a criterion to assess AI validity to focus on other types of validations: what we called pragmatic, relational, and ecological validation in Cabitza and Zeitoun (2019). Beyond merely technical distinctions (which would be beyond the scope of this chapter), these concepts all relate to the drivers that should justify and motivate the introduction of AI in real-world work settings: improvements in efficiency, effectiveness, and convenience. These dimensions are all intertwined and mutually affecting each other: increasing one can have a negative impact on the others. Before illustrating the general case of cobra AI in regard to each of these drivers, we give two examples of what we could call the “too-short blanket” doom in what follows.

First of all, an increase in accuracy in the identification of diseases can have a negative impact on the efficiency of this task. For instance, one of the areas where machine learning has shown the most impressive performance is in mammography and the early detection of breast cancer (Ribli et al., 2018). A state-of-the-art model that “showed good agreement with radiologists in the test set” (Lehman et al., 2018; my emphasis) disagreed with humans in one case out of three (x = 0.67 with a 95 percent confidence interval: 0.66, 0.68). If the findings of this study are confirmed by other similar ones, further research should be then aimed at understanding the causes, “epidemiology,” and effects of this disagreement: in particular, we should first try to understand on what cases radiologists and AI disagree more often, for example, whether it is more likely that they differ on the difficult or on the easy cases; second, we should investigate whether the reliance on “second opinion” services (Cabitza, 2019) will become more frequent as the above result seems to suggest that the opinion of a second human rater is considered the optimal strategy to resolve human-AI disagreement. If this is the case and if other studies confirm that doctors and AI may disagree up to a third of the time, then again we might observe that using AI to increase accuracy (because two or three opinions are better than one) is associated with the unexpected consequence of experiencing a decrease in the actual exam throughput (because second opinions require time).

Perhaps even more paradoxically, higher effectiveness can have a negative impact on comfort and the quality of life (of job conditions) too. One of the most impressive achievements of predictive AI in the medical field has been recently reported by a team of researchers affiliated with DeepMind Technologies (a company controlled by Google): their system is capable of predicting acute kidney injury, that is, a (relatively rare) condition that contributes to hundreds of thousands of deaths per year, forty-eight hours before it happens, with an accuracy of 90 percent in the most severe cases (Tomašev et al., 2019). However, for each accurate prediction, the system created two false positive calls: thus, a remarkable improvement in (predictive) effectiveness can lead to greater anxiety (and hence less comfort) and possibly to an even more serious condition known as alert fatigue: this is a sort of desensitization of health practitioners toward automatically generated alerts resulting from repeated exposure to the same alert over time, often for nothing, as observed in a similar system (Connell et al., 2019).


6.3.1  The Taylor’s Dream

We start from efficiency for its historical role in justifying any initiative aimed at either rationalizing or automating human work (Tenner, 2018), despite the resources, efforts, and changes required in this undertaking. In designing information technology (IT), rationalization and automation coincide. Therefore, the promise of IT and in particular of AI to increase efficiency is so obvious that it can easily be taken for granted. Medical work is no exception. AI comes to medicine with high promises to make some tasks faster, reduce waiting times and delays, and relieve doctors from the burden of “paper work” (that is, coding, recording, reporting, and other administrative tasks). This kind of work is historically considered a waste of medical skills with respect to care (Christino et al., 2013) and an inefficient use of a doctor’s time, which recent studies (e.g., Young et al., 2018) estimate to be devoted to paper work for slightly more than one half of a doctor’s daily shift.

Medical AI looks very promising in regard to efficiency improvement. For instance, a deep convolutional neural network trained to assess breast imaging not only showed very good agreement with radiologists (who agreed with its classification and accepted it in nineteen cases of twenty), but also took less than three seconds to run the exams managed by the whole radiology department in a day (Lehman et al., 2018). A system developed by DeepMind Technologies, trained on almost fifteen thousand optical coherence tomography scans, is capable of returning a detailed diagnosis and “referral recommendation that reaches or exceeds that of experts on a range of sight-threatening retinal diseases” in roughly thirty seconds (De Fauw et al., 2018). According to another recent study (Annarumma et al., 2019), an AI system was capable of detecting abnormal chest X-rays with high accuracy and decreased the evaluation time for an expert radiologist opinion from an average of eleven days to only 2.7 days.

However, limiting to the diagnostic throughput would be shortsighted. First, the generalization of AI models without a substantial loss of performance is still problematic: when AI systems are applied to different populations of patients or to images from different devices than those on whose samples it has been trained, the success rate has fallen from higher than 90 percent to lower than 80 percent (Zech et al., 2018).

Secondly, making a single step of clinical work more efficient without considering the whole process end-to-end can just move transaction costs to other areas of the overall process or socio-technical system. For instance, the cobra effect here is that the introduction of AI and its virtuous maintenance could require more work, other than care, for the practitioners (Cabitza, Rasoini, and Gensini, 2017). For instance, two likely scenarios of operational AI in medicine—that is, “active learning” (Smailagic et al., 2018) and “federated learning” (Yang et al., 2019)—both require that an increasing number of specialists working at any health-care facility that adopts AI services review and validate the output of this AI as well as annotate new data on which to keep their AI trained. In the case of active learning protocols, continuous case annotation is necessary to increase the number of cases on which the AI is trained, to have the AI models fit more local data that are more representative of local practices and needs, and to keep the training set of the machine up-to-date, therefore mitigating the risk of “concept drift” (Tsymbal, 2004) (i.e., when past data do not represent current practices any longer). On the other hand, the idea behind federated learning is that no training data is ever transmitted among health-care parties; only the updates related to the model are so that a central agency aggregates the parameters and updates a global model. The local annotation of patient data is then a necessary task to guarantee security and privacy as these data are not taken outside an institution’s own security measures and as every hospital keeps control of its own data. In fact, also in traditional scenarios of predictive and classification support and in automatic note transcription (Topol, 2019), manual validation of any machine output will still be necessary for a long time to come, especially for legal reasons. Doctors will always be considered responsible for the final decision, even if they only had to confirm the interpretation of the machine; on the other hand, if doctors reject this interpretation, it is likely that they will be required to provide further detailed explanations, also to mitigate the risk of malpractice complaints.

Thus, that the adoption of medical AI requires extra work and additional efforts by medical experts would not be a new or unexpected phenomenon as this latter has been been observed many times in regard to health ITs (Ash, Berg, and Coiera, 2004), with the subsequent disruption of consolidated practices and work flows that had been optimized over time. Moreover, the continuous improvement of AI requires the availability of more and more data of good quality in digital format to train better models. Therefore, to feed AI with more and better data, practitioners could be called on to digitize more aspects of a patient episode in the medical record and their reports, especially in regard to any complications that might have occurred and the outcome reported at various steps, and to describe more conditions by following complex classification schemes. To make the AI models more explainable, practitioners could also be called to make the lines of reasoning behind their decisions more explicit and more verbose than before in their reports and notes so that specialized models could extract the explanations associated with the target labels and enrich the machine advice with this additional information (Gale et al., 2019).

For instance, it is known that accurate predictive models can be built by grounding on large amounts of structured (or annotated) data only. Indeed, when doctors and patients are called to annotate these datasets, the phenomenon of observer variability (Cabitza, Locoro, et al., 2019) has been consistently observed by many researchers in almost any sector and field. This occurs when the same medical condition is represented differently by different observers—that is, the data annotations do not agree—and this makes the data inconsistent over time or “noisy” and affected by what is also called label bias (see also chapter 3 in this volume). To mitigate this effect and reduce the noise affecting the available data, AI developers are increasingly relying on nonhuman sources that are considered more “objective” and less prone to errors and variability: for example, quantitative data coming from body sensors, medical imaging modalities, and laboratory tests. However, here lies the cobra effect in that this preference could reinforce the so-called phenomenon of biomarkup (Mandl and Manrai, 2019). This is the tendency of relying on an increasing number of biomarkers for diagnostic and prognostic purposes, hence eroding the concept of normality and inducing overuse (Brownlee et al., 2017), especially in terms of excessive and unnecessary laboratory tests. This can also lead to more patient distress and even further tests due to false-positive results to overdiagnosis, to unnecessary treatments, and to costly and harmful care: as encapsulated in one phrase, to the “medicalization of common conditions” (Redberg, 2016). Thus, a technology introduced (and justified) to make health-care processes more efficient (and cost-effective) could end up legitimating unnecessary use of health resources and cause increased costs, not to speak of preventable harm.

All that said, it seems difficult to obtain relevant and continuous increases in efficiency without also changing our idea of effectiveness and maintaining work that is processes, including knowledge work, socially sustainable and human-centered. This leads us to consider the second driver—effectiveness.



6.3.2  Doing the Right Things

Efficiency, that is, doing things right, is almost a futile achievement if these things are not the right ones to do in order to deliver value to the actors involved. The reference to the concept of value sheds light on why the driver of effectiveness invites us to consider the novelty of AI with respect to other forms of automation.

As the name also implies, AI operates at the level of human cognition: here, improving effectiveness means that humans make sense of the world and make decisions on what to do next with more accuracy and with fewer errors. In medicine, AI is expected to reduce preventable errors, implicit (unconscious) bias, prejudices, and the effects of other human limitations, like distraction and fatigue. In particular, preventable errors are considered a dramatic phenomenon of giant proportions. A recent and comprehensive survey (Panagioti et al., 2019) estimates that one in twenty patients are exposed to preventable harm in medical care and that for more than 10 percent of these patients the harm is severe or leads to death.

This renovated sensitivity that medicine is somehow broken creates the conceptual ground for the idea that technology could fix it and help make it more effective and safer. This is the vision popularized by Topol (2019) in his book Deep Medicine, whose main point is that “AI can make healthcare human again.”

However, to our knowledge, few studies have compared the performance of medical teams using an AI support with respect to teams not using it (e.g., Sayres et al., 2019) or have investigated the differentiating effect of AI on primary end points, like mortality rate, complication rate, and length of stay (Park and Han, 2018). In particular, we need more studies to verify if the medical encounters performed by the members of the “AI team” are actually longer (and more meticulous) than those by the traditional team (as well as the patients’ satisfaction in either groups).

Even with the lack of clear empirical evidence, the idea that “computers plus humans do better than either one alone” (Jarrahi, 2018) has the ring more of truism than truth. In medicine, this form of tight collaboration between AI and humans has been associated with the evocative expression centaur model (Goldstein, Lawrence, and Miner, 2017): humans and AI would be merged into an hybrid agent capable of exhibiting the best of both components: intuition, creativity, empathy, and even stubbornness (and other typically human qualities) would derive from the upper and human part of the centaur while its muscles—that is, capabilities related to the processing of huge amount of data and to the detection of imperceptible patterns hiding in the data—would be provided by the AI.

However, there is still a lack of studies proving that what many commentators call a centaur is not actually something else, such as a chimera—that is, a hybrid creature composed of disparate and badly matched animal parts, a symbol of a dysfunctional patchwork—or worse yet, a Narcissus—the young man who lost his head because he was in love with his own reflection. These latter two alternative mythical figures symbolize how AI and humans can integrate with each other according to their respective limitations and flaws rather than according to their capabilities, as in the case of the centaur metaphor. In particular, no study has so far focused on what kind of errors humans and AIs commit more often. Even when the AI performance is reported to be on par with or even superior to human performance (Liu et al., 2019), agreement between humans and AI is not very high (e.g., Rajalakshmi et al., 2018). This is a clue that humans and AI make different mistakes, that is, that the AI could mislead humans when they are right and bias them toward error (see below the concept of automation bias). If, conversely, we observed that AI and humans make similar mistakes and so they especially misclassified the most complex or the rarest cases, AI errors would occur either when doctors need help the most or when the lives of the patients are most at risk, respectively. Thus, in low-knowledge and “wicked” situations, that is, when cases are characterized by uncertainty and ambiguity (as typically are in medicine), humans could end by projecting their biases and their arbitrary and partial ways to frame problems and classify phenomena onto data representations that, when algorithmically transformed into the AI’s advice, become objective representations of the truth and hence unquestionable. In doing so, AI could become our legitimate way to give our limitations and biases an unprecedented authority and scope. We will come back to this later in the next section.



6.3.3  The Comfort Trap

Although much more neglected than the drivers of efficiency and effectiveness, the cobra effects of AI along the dimension of comfort are probably more relevant and far-reaching. To this respect, it can be useful to introduce the concept of interaction friction. This concept generalizes the concepts of data friction and computational friction introduced by Edwards (2010, 83) to account for “the struggle involved in collecting, checking, storing, accessing data” and “transforming them into information and knowledge,” respectively. Metaphorically, the idea of friction generally relates to the “resistance and socio-technical struggle” (Edwards, 2010) that people must overcome to have things done. Interaction friction indicates all those difficulties (including performance anxiety, fear of making mistakes, embarrassment) that users experience when they must engage in some form of interaction (with other people, with some machine, with an online service) to have things done—for example to book a table at the restaurant. Automation, as a specific kind of machinery (concept that, for the ancient Greeks, encompasses any kind of contrivance, including plots and schemes), is a way to remove many of the problems lying on the pathway between us and the intended results and hence to reduce the friction we can meet in this (not necessarily metaphorical) journey, including interaction friction itself. The evolution of authentication methods nicely illustrates this idea: memorizing a password or a pin and typing these codes is more difficult than drawing a pattern on the touchscreen with the fingertip, which yet is more difficult than just standing still in front of a camera as in the case of “face unlock.” The idea is simple: removing friction from the lives of users should bring more comfort and hence satisfaction, make things faster (cf. efficiency), and reduce various factors, like fatigue and frustration, that can lead to errors (cf. effectiveness).

However, Frischmann and Selinger (2018, 141) convincingly argue that “some friction, some inefficiency, even some transaction costs may be necessary to sustain an underdetermined environment conducive to human flourishing.” They also enumerate the unintended consequences of delegating physical and cognitive labor to technical devices, systems, and applications, among which AI is an instance, like losing bits of “agency, responsibility, control, intimacy, and, possibly, knowledge and skill” (Frischmann and Selinger, 2018, 30). The cobra effect lies in the fact that frictionless settings produce opposite conditions, like additional anxiety and angst whenever problems sneak in, irrespective of all the preventive and proactive countermeasures taken by smart devices and intelligent assistants to lull us into a benevolent bubble. This is the “liquid fear” of which the sociologist and philosopher Zygmunt Bauman wrote about in one of his last works (Bauman, 2013) and whose most intense (and dangerous) manifestation is the so-called startle effect. This is an uncontrollable human reaction that is elicited by exposure to a sudden event that breaks down the routine, for instance, the autopilot disconnecting on an airliner. This effect has been often observed and reported in aeronautic settings where it usually lasts a minute or so, and in the meanwhile it transforms experienced pilots in disoriented rookies who could commit serious errors or fail to understand the most clear situation. Only a colleague taking over control can avoid disasters, which regularly occur in the rare cases in which both pilots are affected by this effect, as happened in the notorious (and well-studied) Air France Flight 447 accident.

In the face of our increasing reliance on computers or AI technologies, the analogies between the cognitive load required in a plane cockpit and in hospital rooms under an unexpected emergency are many and profound, and they call for the need that doctors “ensure that they would be able to perform procedures in the absence of such technologies” (Bhangu et al., 2013).

A milder and shorter sort of startle effect has been observed in simulations of self-driving cars: for instance, in Large et al. (2019) the authors report how, after about only twenty minutes of an autonomous trip, drivers would appear to become lackadaisical in their approach to grasping the steering wheel when asked to do so to manually drive the car again; their driving during the ten seconds following the handover was found to be poor, with “high levels of lateral instability” (i.e., swerving across lanes and varying their speed) and low “take-over performance.”

Similar phenomena have been observed whenever we develop such a trust and self-satisfaction with a technology that we may unjustifiedly assume that “all was well” when in fact a dangerous condition is going on undetected by the system, by either design or malfunction, a condition that is called automation complacency (Parasuraman and Manzey, 2010). When, instead of monitoring a surrounding situation or the state of the system, humans trust technology so much to over-rely on it to make a decision, the same factors can conspire to have us to use the technology’s output “as a heuristic replacement for vigilant information seeking and processing,” thus leading to so-called automation bias (Parasuraman and Manzey, 2010).




6.4  Discussion, or Why We Should Care

The so-called “law of unintended consequences” (Mansfield, 2010) states that every human intervention on a complex system brings unintended effects irrespective of its effectiveness with respect to the intended ones. Provided the universal nature of this law, one could rightly wonder why this phenomenon should attract our interest when it concerns AI: in other words, why should we focus on cobra AI?

In the previous sections, we have seen how AI, as a form of automation, is developed and adopted to pursue improvements that can be related to one of three main areas: efficiency (also in terms of cost savings), effectiveness (in terms of decision accuracy), and convenience (mostly in terms of user comfort). However, although these areas are closely linked, tales about “too short blankets” and the unlikeliness of “free meals” remind us that an optimal balance among the above dimensions is unlikely. Different people will prefer to pursue one target at the expense of the others, depending on their role. For instance, policy makers, shareholders, and management decision makers will likely prefer efficiency and, to a lesser extent, efficacy over comfort; conversely, shop-floor workers and front-line decision makers will cherish comfort and effectiveness more than efficiency to reduce fatigue and minimize the odds of committing errors (and the related stress and risk of being charged with malpractice). On the other hand, consumers (e.g., patients) usually appreciate efficiency and comfort more since mistakes usually have no serious consequences and can be easily corrected.

However, cobra effects are difficult to avoid: as we have seen, pursuing efficiency can backfire in an over-rationalization of practice and its known paradoxes (Tenner, 2018), and pursuing efficacy can lead us to overvalue some objectives at expense of others and to opportunistic behaviors, like risk compensation and greedy objective optimization, as in the case of the so-called Goodhart’s Law.1 And yet, it is the potential consequences of pursuing comfort that worry us more for its potential to bring forth forms of laziness and atrophy at unprecedented degrees, both at societal and individual level. In what follows, we will focus on these unintended consequences.

AI shares with any machine or machinic solution the fundamental aspect of providing humans with new abilities “beyond” those that nature has endowed them with. However, on top of this common feature, AI is also deeply different from other kinds of automation that have predated it. Until now, machines and automation have been generally and aimed at allowing humans overtake the inadequacy of their musculoskeletal systems, as in the paradigmatic cases of the loom and the locomotive, or the shortcomings of their “inborn sensorium” (Obermeyer and Lee, 2017), for which the “stethoscopes, electrocardiograms, and radiographs” were developed in medicine.

However, equating the support of human sensorium to any support of cognition would be a mistake. The difference between a prosthetic support, which substitutes and replaces a system by surrogating its function, and an orthosis, which supports a system to enhance and amplify its function, emerges from the consequences on the original system: in the former case its function atrophies over time, and the prosthesis slowly becomes an irreplaceable part that guarantees that the function is not lost; in the latter case, the performance is better with the support, but it is not lost or deeply undermined in its absence. Further, the progressive loss of the function requires a more intense reliance on the prosthetic function to maintain the habitual level of performance, and so a vicious circle of deterioration and overdependence soon begins.

This applies to physical activity and perception capabilities (e.g., sight) as well as to our cognitive abilities, like remembering phone numbers, doing math in our heads, and orienteering ourselves in unfamiliar places (Carr, 2014). Research confirms that overreliance on cognitive technologies (Frischmann and Selinger, 2018) and mental outsourcing (Spitzer, 2016) can affect cognition permanently (Carr, 2010), and modify the brain as a case of negative neuroplasticity that has even been equated to a digital dementia (Spitzer, 2016): in case of overreliance on decision support we prefer the expression decision atrophy.

However, this process can have more serious consequences in the case of AI than we are willing to acknowledge, for example, in the cases of pocket calculators or satellite navigators. The skills that we agree to have supported by AI, for the sake of improvements in efficiency and efficacy, are interpretation, discernment, and judgment: that is, some of the highest instances of knowledge work. Any impact on knowledge, including its transmission, ratification, and circulation and how knowledge impacts our decisions and actions, cannot be overestimated.

Further, AI exerts its power on the basis of data mirroring past interpretations, the so-called ground truth. This can foster a sclerotizing loop (see figure 6.1). Many sources warn about the arbitrariness and contextual nature of many interpretations consolidated in the ground truth used of medical AI, which are affected by uncertainty, ambiguity, and variability of the phenomena of interest as well as by differences in expertise, sensitivity, and conditions of the observers involved (for a list of some sources, see: Cabitza, Locoro, et al. [2019]).
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Figure 6.1
The processes, outputs, and potential failures occurring in the loop among human ground truthing, machine labeling, and human decisions, which possibly confirm the machine labels into a “new” truth. This loop can result in epistemic sclerosis, that is, the inability to produce new knowledge genuinely grounding on new interpretations of unexpected cases.


The recommendations of AI, often called predictions too easily rather than a forecast about the future, are but interpretations proposed for their similarity with other interpretations on possibly very different data coming from the past or on similar data configurations associated to very different real-world instances. Here the risk is twofold: on the one hand, it can reiterate and hence reinforce the usual and common interpretations; this in turn can orient decision makers toward fulfilling the “AI’s prophecies” (Hildebrandt, 2016) and thus failing to produce new knowledge from unexpected results and new interpretations of what caused them. We call this cobra effect epistemic sclerosis, and it follows the decision atrophy by closing the loop depicted in figure 6.1. On the other hand, this decision atrophy could lead to new and unexpected errors. For instance, in the case where the advice given by the machine is a proper prediction supporting the prognosis of a patient—that is the machine tells how patients will be after a few days, if they get worse and die or get better and heal—it is likely (and desirable) the doctors would try to prove the machine wrong by intensifying treatment and trying to avoid any complications to improve the patient’s outcome. However, it has been speculated (Keil, 2017) that a prediction of good outcome that is perceived as reliable by doctors could induce risk compensation behaviors in the doctors, and therefore they could act less carefully in response to a lower perceived risk or just less aggressively than is necessary (and implicitly assumed by the predictive model), thus unintentionally making the patient’s outcome actually worse.

On the other hand, concealing the contingent nature of past (and biased) interpretations and the value-laden assumptions of those who engineered the predictive models (Hildebrandt, 2016) behind the idea of a machine’s advice can make those aspects irreversibly incontestable under an armor of efficient accuracy; we call this the fallacy of algorithmic authority. This is the idea that the algorithmic nature of a machine is sufficient to legitimate its output and to make it a normative device, that is, a device that is capable to assert allegedly true propositions (to be verified by matching them with reality), to legitimate normality (by recognizing and reinforcing a particular idea of normal distribution of the features), and to establish norms (to which people have to conform). This fallacy can, in its turn, induce a sort of algorithmic credulity in the decision makers. Algorithmic credulity occurs when humans misplace reckless trust in the superior accuracy and objectivity of a machine by believing that the machine’s input is a valid and truthful representation of the reality of interest, the machine’s logic is correct and fair, and its output is precise and reliable.

Here, the cobra effect lies in confusing exactness with truth. Decisions that can deeply affect the life of people (O’Neil, 2016) usually are to be made on the basis of contextual elements that are refractory to be encoded and described unambiguously through symbolic language. In fact, the context (understood as “the situation within which something exists or happens, and that can help explain it,” Cambridge Dictionary [2020]) is a non-text by definition. Moreover, deliberate analysis is seldom more important than intuitive reasoning. In fact, there is evidence that people (and doctors are no exception; see Vogel [2018]) make their decisions mainly based on gut instinct (if not emotions) and then rationalize the decision “after the fact” (Klein et al., 1993).

An example of how text and context can be perilous in real-world settings is given by those computerized clinical decision support systems that are designed to raise medication safety alerts when they detect a serious risk for potential drug-related adverse events in the interaction between two or more drug administrations or for some known allergy of the patient. These alerts are produced in virtue of computationally simple rules matched with prescription orders and other textual details written on the medical records. However, a great number of alerts, between 49 and 96 percent, are overridden (Ancker et al., 2017) in practice because many are found to be false alarms by doctors and nurses on the basis of the context and others, for alert fatigue. This is a very basic unintended consequence: crying wolf makes you not credible when a real wolf appears.

Thus, it is an informed conjecture to claim that AI systems could be less accurate in very complex cases (rather than in the simple ones where humans would need those systems less) where errors may cause the more serious consequences or where a patient has a rare disease (as these are inevitably underrepresented in their training sets), for which humans are less prepared. In either case, pursuing an AI that can cast recommendations enriched with plausible explanations could backfire in unexpected ways; this is a situation called the white box paradox: in uncertain (low knowledge) cases, making AI more explicable could give it persuasive power and make it more convincing, hence being more effective in misleading us when it is wrong and leaving us more vulnerable to automation bias.

All that said, we argue that an AI to which we attach “oracular” attributes—that is, any machine that is highly accurate, that is partly inscrutable, and with the legitimate role to assert (or suggest) the truth,—can jeopardize much more than cognitive capabilities like memory, orienteering, and arithmetic. In particular, the cobra effects of the algorithmic authority fallacy can undermine a number of human abilities: our ability to interpret a situation (semiotic deskilling), which can exacerbate medical overuse; our ability to go beyond sharp and clear-cut categories (desensitization to context and to anything that is not – or even cannot be—datafied), which can lead to the so-called tick-box medicine; the ability to accept uncertainty and reconcile contradictions (algorithmic credulity and automation bias); and, above all, our will and capability to take full responsibility for the decisions made, thus developing a sort of disinclination to take on responsibility, which can be possibly mirrored in the so-called defensive medicine that is the practices of recommending tests and treatments not necessarily in the interest of the patient but rather to protect the doctor against potential lawsuits.

In this section, we have mentioned the main risks that we should be more concerned about when the AI works well (or rather when we are confident it was beneficial) than when it is defective. More than advocating for additional ethics committees, sets of guidelines, or legal frameworks, we should nurture a “robust constructive distrust” (Hildebrandt, 2019) as direct users or consumers of AI services, and we should comply to the imperative of responsibility that was proposed by Hans Jonas (1984). This imperative has been expressed in different forms in the reflections about technology from thinkers like Plato (through the myth of Thamus and Theuth), Marx, Nietzsche, Weber, Heidegger, and Braverman (just to name a few); this imperative urges us to take the future consequences of technology on the individual and societal level seriously, without looking for enemies outside of us or anything else from us (“the AI,” or the corporations behind its development). It is what we do to ourselves when we appeal to machinic oracles and paternalistic structures of automation to grab and enjoy the tantalizing fruits of efficiency, effectiveness, and convenience in our work practices and interactions.



6.5  Afterword, or Designing the Cobra Antidote

At the end of this short discussion, we could wonder whether we can do more than just raising and cultivating awareness of cobra AI to minimize the risk of its occurrence and its inevitable impact on how we work, collaborate, or make sense of the world, but we probably won’t. We may have to settle for relying on the large companies that control the AI market worldwide and hope that they will want to compete on an ethical level, so that the “invisible hand” will bail us out also to this respect.

At the same time, we can hope that the community of researchers coalescing around the concept of the “human-centered AI” (or “human-centric AI”2)—which motivated great universities like the Massachusetts Institute of Technology (MIT)3 and Stanford University4 in launching dedicated institutes, research groups, and courses—will attract an increasing number of responsible researchers from different disciplines including the humanities as well as research funds and media visibility.

However, as a designer of decision supports deployed in real-world clinical practice, I suspect that making AI human-centered rather than being the solution to the problem is one of the deepest causes of the problem. Developing a human-centered AI means many things: developing systems that are scrupulously aimed at looking after us and taking care of us; developing systems that protect us from accidents and, in some cases, from ourselves and from our own errors; developing systems that put us at ease by wearing the most captivating masks, looking like companions or assistants; developing systems that can predict our needs and present us with exactly what satisfies us in a given situation; developing systems that interpret our emotions from facial expressions and the most imperceptible gestures to understanding how to improve their behavior and our experience; in short, developing systems that are aimed at smoothing out the interaction friction from our lives, like an automatic curling sweeper before our path. These systems could be the cobra systems that, despite their best intentions (as well their creators’ intentions), bring forth the progressive and inevitable erosion of the human qualities we care about the most in decision making and knowledge work: intuition, accountability, autonomy, the will to continually improve oneself through hard work.

Thus, instead of a human-centered AI and its integration in human practices, we should try to pursue an AI-decentered humanity and to design AI systems for their integration into our existing cooperative work practices as an adjunct and not as an essential part, as if we put these systems slightly to one side, on the edge of our paths, as peripheral members of our team. The adjunction approach has implications both at the macrocognition level and at individual cognition level. At the macro level, work processes should be redesigned not only to host specific tasks by which to validate the AI input and audit its output, but also to include tasks in which to interpret each and every piece of advice, in terms of collective discussion among teammates who are called to collaborate under the expectations of higher efficiency and effectiveness for the AI adoption.

More precisely, the adjunction approach would foster the “robust constructive distrust” (Hildebrandt, 2019) of doctors in many ways, for example, by deploying cautious, circumlocutory, and Janus-faced AI; that is, respectively, systems that in multi-class settings must always provide multiple alternatives (e.g., two to three) by design or, in dichotomous settings, must abstain if their confidence is below a certain threshold (Campagner, Cabitza, and Ciucci, 2019) (cautious); systems that must avoid direct advice but provide multiple counterfactual interpretations, for instance, by saying that “the case at hand would be A if that feature were x” and “it would be C if that other feature were y,” and so on, and by letting users directly challenge these interpretations (circumlocutory); and systems that embed two (or an even number of) “agonistic machine learning” models (Hildebrandt, 2019) that belong to different families (e.g., random forest versus artificial neural networks) and have been trained on different representations, ground truths, and parametrizations (e.g., one optimizing sensitivity, the other specificity) to datafy and model the same entity or event differently (Janus-faced). The common element here is redundancy, whose role in fostering discussion and collaboration in medical teams has been observed elsewhere (Cabitza, Ellingsen, et al., 2019), and a renovated awareness of the fallibility of adjunct AI.

A first indication that the wariness toward AI could have a positive effect on the performance of human teams can be found in the experiments recently reported by Christakis (2019): teams that in virtual tasks were supported by bots that had been programmed to occasionally make mistakes (and acknowledge them confessionally) consistently outperformed groups encompassing allegedly flawless bots. This is probably due to the fact the “faulty” bots indirectly helped humans improve communication and cooperation when facing potential mistakes and uncertainty.

Obviously, an adjunct theory of AI characterized as above invites us to reconsider the role of AI in improving efficiency and comfort in light of superior goals as improving collective intelligence and the integrity of our knowledge work. If efficientist AI must accelerate work and reduce interaction friction, adjunct AI can be assigned an opposite task: slowing down the pace of decision makers or making task completion difficult or inconvenient, perhaps even preventing people from doing something. As an example of the latter case, Scalera et al. (2017) give several examples of machines that hinder people by design, what they call anti-hedonistic machines: timed cigarette boxes preventing people from smoking; alcohol testers connected to car starters preventing people from driving under the influence of alcohol; alarm clocks that make hitting the snooze button difficult (in some cases even by jumping down from the bedside table and rolling around the bedroom). In the anti-hedonistic case, the machine is used to increase the friction between us and a source of immediate gratification that yet could bring harmful consequences in the long run.

Similarly, we are working on anti-cobra machines. In particular, we are testing simple solutions we call programmed inefficiencies in the interaction between us and the AI. In Cabitza, Ciucci, and Rasoini (2019), we defined a programmed inefficiency as a feature of a system that is developed to make the work process supported by the system purposely and slightly less efficient and possibly longer, more difficult, and less immediate than if performed without this feature. This makes programmed inefficiencies more radical than seams in “seamful design” (Chalmers, 2003): these latter ones emerge when mechanisms of the underlying infrastructural are purposely made “literally visible, effectively invisible” to users and infrastructure problems become a “design feature” to raise users’ awareness of the current task and act as “reminders of the finite and physical nature of digital media.” Conversely, programmed inefficiencies are “deliberately engineered… sources of friction” (Frischmann and Selinger, 2018, 286), design features that implement what Ohm and Frankle (2017) call “desirable inefficiency” (i.e., a design pattern that connects apparently inefficient code and human values), what Tenner (2018) calls “inspired inefficiency” (i.e., the result of balancing algorithms and intuition), and what Gordon and Mihailidis (2016, 254), probably predating the others, called “meaningful inefficiencies” in the context of civic life.

It is an easy prophecy that users will not like programmed inefficiencies, at first. For instance, in our research on the field, we once showed to a doctor some data visualizations that we had designed to render the output of a prognostic aid (see figure 6.2). After careful examination, he turned toward us and commented, not without a hint of irony, “well, this dashboard won’t be of the kind that one wants to have at all costs and cannot do without it for sure.” We were ready enough to reply that he had nailed it and that was our actual intended purpose as designers. Almost accidentally so, that doctor was also given the first dose of the vaccine against the poison of cobra AI.
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Figure 6.2
Three programmed inefficiencies in a medical decision support system. Source: Adapted from Cabitza, Campagner, et al. (2019).




Notes


	1. This is an adage often quoted in these terms: “When a measure becomes a target, it ceases to be a good measure.”


	2. See, for example, the European Commission (2019) report, Building Trust in Human-Centric Artificial Intelligence.


	3. See, e.g., Fridman (n.d.).


	4. See Stanford University (n.d.).
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The Importance of Prediction in Designing Artificial Intelligence Systems

Francesco Amigoni and Viola Schiaffonati



7.1  Introduction

Understanding machine behaviors powered by artificial intelligence (AI) techniques has become urgent today both to shape these systems according to beneficial ends and to avoid negative impacts on individuals and societies. These systems have been progressively designed in a way that hides their internal logic from its users, namely as black boxes. Some emphasis has been devoted in the very last years on methods for explaining black box models (Guidotti et al., 2018), in particular to account for several decisions which are based on these models and impact on our lives. The availability of transparent technologies (European Commission, 2018b; IEEE, 2019) is essential in leveraging our trust in the possibility for users to know the reasons of automated decisions. Very recently, a whole new interdisciplinary field of research named machine behavior has been proposed and is devoted to “the scientific study of behavior exhibited by intelligent machines” (Rahwan et al., 2019, 477). Machine behavior as a field expands and incorporates computer science and includes approaches from other sciences, such as methods of social sciences for studying the behaviors of humans and animals.

Within the framework aimed to understand the behavior of AI systems and to explain black box models, we focus in this chapter on prediction and in particular on the challenges human designers face in predicting the behavior of the systems under development. There are two elements worth considering when analyzing these issues: first, because AI technologies and the ways in which they interact with their (physical or digital) environments are extremely complex, not even the designers themselves are able to fully understand and predict their behaviors. Unpredictability is not unique to AI systems: to some extent all complex computer programs are unpredictable. The difference, however, is that unpredictability of AI systems is somehow intrinsic. Not only can these systems be more complex than usual programs, but also the environments in which they operate are largely unknown. Such elements make it difficult, also for designers, to predict the behavior of these systems. In other words, this unpredictability is evident already at the level of design, and it is not a problem related to the use.1 Second, our perspective is not centered, as most of the current debates (see, e.g., Gunning [2017] and chapter 8 in this volume) are, on the increasing importance of the transparency of results and outputs for the final users but instead is centered on the designers and how the lack of predictability has an influence in the development of effective and efficient processes for building AI systems. More precisely, we consider the problem of predicting the behavior of AI systems as related but different from the problem of explaining how such systems work.2 Note that knowing how a system works does not necessarily mean that one is able to predict its behavior in unknown settings.

In the development of AI systems, the evolution from a classical model-based top-down approach toward a data-driven bottom-up approach has a significant impact on the way in which those systems are designed and implemented.3 Here we argue that one of the main issues is relative to the poor capacity of the designers to predict the behavior of the AI systems under development, especially evident in the case of data-driven bottom-up approaches. The designers have only a loose control on the models used to calculate solutions and, thus, have reduced possibilities to understand what the different parts of the models represent and to foresee their behavior in situations different from those considered during the development of the systems.

To move beyond exclusively programmatic claims that are common today but sometimes lack in concreteness and to ground discussion on a relevant class of AI systems, we focus in this chapter on the case of autonomous robotics where some methods are under development to predict the performance of the robot systems in the real settings in which they have to operate. In autonomous robotics, AI systems autonomously interact with the real world to accomplish their tasks without continuous human supervision. In this field, several sources of complexity are involved (like the largely unpredictable interaction with the real world) that prevent the full understanding of the systems’ operations, even for their designers (Amigoni and Schiaffonati, 2010, 2016). In the case of autonomous robotics, trial-and-error approaches are currently used to cope with the difficulty to predict how systems will perform when facing unseen settings. This hinders the efficiency of the process of development and use of autonomous robots. Consider the following scenario. An urban search and rescue team has to deploy a multirobot system in a building in which a gas leakage occurred to assess the presence and the location of possible human victims. The multirobot system is composed of several communicating mobile robots that should explore the building and report to the search and rescue team a map of the site with the locations of the victims so that the human rescuers can enter the building and quickly reach the victims, reducing the risks for the rescuers. Assume that the multirobot system can have two different configurations, say A and B. In configuration A, robots are equipped with long-range sensors and have an extended communication range but are slow. In configuration B, robots are equipped with short-range sensors and have a limited communication range but can move faster. Currently, there is no prediction framework that allows the search and rescue team to choose a priori (before actually deploying the robots) the best configuration between A and B for the problem at hand. The above example is representative of several other settings in which autonomous robots are increasingly found in people’s everyday lives (for instance, such as autonomous vehicles or household robots) and in which predicting autonomous robots’ behavior is essential to avoid dramatic consequences. Note that predicting the behavior of autonomous robots can also help in their verification (IEEE Robotics and Automation Society, 2019; IEEE Standards Association, 2019).

We claim that such methods could be useful also in shaping the processes for the development of AI systems in which a certain degree of predictability can be achieved. As we show in this chapter, the definition of these methods requires, among other things, to consider new forms of experimentation for investigating the behavior of AI systems.

This chapter is organized as follows. The next section summarizes (with some unavoidable simplifications) the evolution from model-based AI to data-driven AI. Section 7.3 overviews the current debate on explainable AI, representing the broad context in which the content of this chapter is placed. In section 7.4, we discuss the problem of prediction for autonomous robotics while in section 7.5 we generalize some aspects to AI systems in general. Finally, section 7.6 concludes the chapter.



7.2  From Classical AI to Machine Learning

AI is broadly defined as “concerned with intelligent behavior in artifacts. Intelligent behavior involves perception, reasoning, learning, communication and acting in complex environments” (Nilsson, 1998, 1). Classical conceptualization of the process carried out to develop a system in AI roughly identifies three main phases (Amigoni, Schiaffonati, and Somalvico, 2000; Russell and Norvig, 2020, chapter 7):


	1. The human designer starts from a problem and models a part of the reality that is relevant to solve the problem to represent the main elements, their properties, and their interactions in a suitable programming language.

	2. The model is then fed to a computer program to automatically derive new knowledge that represents the solution to the initial problem.

	3. The human designer critically evaluates the obtained solution in the context of the initial problem from reality and, possibly, iterates from phase 1.



The diagram in figure 7.1 graphically represents this conceptualization.

[image: ]
Figure 7.1
Conceptualization of the process for the development of an AI system.


Although very simple, the above conceptualization can effectively capture the process followed to develop several AI systems over the years. As an example, consider the development of a computer program that plays chess (like Deep Blue; Campbell, Hoane, and Hsu [2002]). In this case, the designer models the relevant elements of the game, including the state of the game and the legal moves, and represents them using a programming language (phase 1). Then, a computer program plays a game by operating on the computational model for generating possible sequences of moves and selecting the one that brings to a victory or to a nonterminal state that is expected to be advantageous for the player (phase 2). Finally, the designer evaluates the performance of the computer program over a number of games (phase 3) and possibly modifies something in the program, such as the way in which it evaluates nonterminal states (new iteration from phase 1).

The example highlights two aspects of the classical conceptualization that are not explicitly mentioned in our initial description. First, the model built by the designer can include both declarative and procedural knowledge. For instance, knowledge on which pieces are initially present on the chessboard is typically declarative (namely, explicitly represented) while knowledge on how pieces move on the chessboard is typically procedural (namely, implicitly represented in the program code). In general, declarative knowledge is used to represent the state of the game while procedural knowledge allows the computer program to generate possible sequences of legal moves. Second, during its operations (phase 2), an AI system may interact with the external world. When playing a game, the computer program that plays chess, for example, performs the first move of the selected sequence, observes the move of the opponent, and generates possible sequences of moves from the new state of the game. (Note that most classical AI systems, when finding a solution during phase 2, consider the external world as deterministic and largely known.) This interaction of the AI system with the external world during its operations is not explicitly represented in the conceptualization of figure 7.1, which is still valid also for AI systems that heavily interact with the real world, like task planning systems for robotics, such as the Stanford Research Institute Problem Solver (STRIPS) (Fikes and Nilsson, 1971).

The classical conceptualization described above seems to be challenged by the increasing adoption of some machine-learning (ML) techniques. “The field of machine learning is concerned with the question of how to construct computer programs that automatically improve with experience” (Mitchell, 1997, XV). Also in this case, the designer starts from a problem identified in reality, but in the modeling activity performed in phase 1, the designer just identifies a family of models (for example, neural networks [Haykin, 2008]), and the computer program takes care of building the actual model starting from data (e.g., labeled examples in the case of neural networks). Hence, the designer loses some control over the details of the model that is built and later used to solve the problem. The model is basically a black box, and the designer cannot completely grasp the intricate mechanisms of its functioning (that also involve several quantities without immediate correspondence in the reality) and, eventually, why it outputs some solutions.4 As a consequence, the nature of the iterative repetitions of the three phases changes from an informed adjustment of the model based on the observed outcomes to a (mostly) trial-and-error attempt to change the family of the models (for instance, to change the number of hidden layers or other parameters in the case of neural networks [Huang, Chen, and Siew, 2006]).5

The big black arrows at the top and bottom of figure 7.1 represent how the classical conceptualization of the process followed to develop an AI system changes when ML techniques are involved. Although this conceptualization is very simple and disregards several details, it nevertheless captures the increased amount of activities performed by the computer program in the creation of the model (phase 1). In addition to the reduced modeling effort performed by the human designer in phase 1, the effort for the human designer to understand and interpret the functioning of the system in phase 3 is increased.

In the following, we analyze some consequences of the changes in the conceptualization illustrated above.



7.3  Explanation and Understanding of AI Systems

The efforts to uncover the internal logic of AI systems to their users go today under the very general label of explainable artificial intelligence (XAI) (Miller, 2019). The need for explanation has become more urgent in the current period where ML is the technology at the basis of several AI applications. Some ML models are usually opaque and difficult for humans to understand, and thus, practical and ethical issues arise when these models are extensively adopted in decision systems that have a decisive impact on human lives and societies. The very idea of explanation lies at the core of a responsible and open practice of science and practically enables the “right to an explanation” that plays an increasing role also in current legal frameworks (see, for instance, the General Data Protection Regulation [GDPR] in European Commission [2018a]). An explanation is required when there are decisions to be made which are based on the outcomes of the system (see chapter 5 by Strandburg). However, it is perfectly plausible that the outcomes resulting from a black box model are not used for any kind of crucial decision (see chapter 2 by Cristianini); in this case explainability is not always fundamental.

Different communities have approached the problem of explainability in different ways: for instance, a part of the ML community focuses more on the way black boxes work while the data mining community is more focused on explaining the decisions even without a full understanding on the working of the system. Accordingly, different methodologies have been developed (Guidotti et al., 2018). Moreover, the same concept of explanation is used with different meanings, and the relationship between explanation and related concepts (e.g., transparency, interpretability, comprehensibility, intelligibility) is multifaceted and not always clear. As we discuss in the following, we consider a concept related to explanation, which is the predictability of the behavior of an AI system from the point of view of the designer.

There are different dimensions to take into account in developing an interpretable model (Guidotti et al., 2018; Lipton, 2018), and the first one relates to the possible criteria to measure the degree of interpretability, known also as comprehensibility. One proposal is to use the complexity of the predictive model for measuring interpretability (Freitas, 2014), and then accuracy—that is, the extent to which the model predicts unknown instances in an accurate way. The balance between interpretability and accuracy is one of the challenges of XAI, whereby scholars aim at keeping a high level of accuracy in the predictions provided by models while increasing their transparency. Accuracy is related to fidelity that expresses to which extent an interpretable model is able to imitate a black box one. Moreover, fairness—that is, protection against discrimination—and privacy—that is, protection against the disclosure of sensitive information—also play an important role together with interpretability with respect to how human users trust a model.

Different methods exist to address the black box explanation problem, defined as the explanation of a black box model through an interpretable and transparent model (Guidotti et al., 2018). This explanation should be global, meaning that the model should both mimic the behavior of the black box and be understandable by humans. A method is able “to open the black box” when: (a) it explains the model, that is, the logic behind the model is understandable; (b) it explains the outcome, that is, how the data of a record and the outcome decision are correlated; (c) it can inspect the black box internally, that is, the understanding of how the black box behaves when the input is changed; and (d) it provides a transparent solution, that is, to develop an interpretable predictor model together with its explanation.

The notion of explainability can be also associated to that of prediction. Predictors (also named models or classifiers), according to the definitions provided in Guidotti et al. (2018), can be interpretable predictors and black box predictors. In the latter ones the internal mechanisms are either unknown to the observer or uninterpretable by humans due to their complexity, such as for instance when they do not have a human-reasonable size (e.g., in the number of parameters). In the former ones the internal mechanisms come to a decision that is comprehensible by humans. However, the relationship between explainability and prediction requires further discussion. In general, we can say that prediction requires the capability of understanding how a system will work in an unknown situation. This is partly different from the explanation of why a system worked in one way or in another after it has already operated. In other words, while explainability mainly focuses on a posteriori interpretation or a post hoc explanation6 of a given result, prediction requires an a priori capability to forecast the behavior of a system.

In general, to provide an explanation, a model should be interpretable by humans. If a model is uninterpretable for humans, it means that humans are not able to provide any meaning to the model and, thus, to explain and present it in an understandable way. However, being able to explain why a model produces an output could be not enough to predict the output the model returns when faced unknown situations. This can happen, for instance, because the situations are not fully known in all of their details and the model is too complex to procedurally run it. Hence, prediction is connected but not identical to explanation.

Our focus on prediction is strongly related to the issues designers have to face when dealing with understanding systems operations in complex environments, contrary to the emphasis in the current debate which is on the final users of AI systems. The discussion with emphasis on final users is usually connected to a matter of trust. In other words, users have to understand these AI systems in order to trust and employ them and to fully exploit their potential benefits (Gunning, 2017). However, a discussion focused on designers and their capability of predicting systems’ operations is worth considering. Indeed, the availability of methods that are able to understand AI systems and to predict their performance enables the development of systems that not only work efficiently but also in accordance with the idea that moral considerations and values can be used as requirements for the design of technologies. The goal is both to avoid negative consequences and to promote positive outcomes, such as for instance in the approaches known as responsible research and innovation (Von Schomberg, 2013) and value sensitive design (Friedman, 1996; van den Hoven, 2005), in which the notion of responsibility is taken into account already from the very first phases of technological design.

In the following section we focus on autonomous robotics and on some methods used to predict the performance of robot systems in their operating settings. Then we discuss how these methods can be extended from autonomous robotics to AI in general.



7.4  Predicting the Behavior of Autonomous Robots

We choose to focus on autonomous robots because the difficulty in predicting their behavior as outlined in section 7.1 makes them very similar to black box systems, even for their designers. Specifically, the complexity of robot systems and their interactions with largely unpredictable environments have the consequence that autonomous robots can be often (implicitly) considered as black boxes.

Some initial approaches to predict the behavior of autonomous robots in unknown situations have been recently proposed. In particular, the special case of predicting the performance of a robot system has been investigated. For instance, Young, Mazzuchi, and Sarkani (2017) predicts the traversal cost of an autonomous vehicle in a natural outdoor environment while Regier, Missura, and Bennewitz (2017) estimates the traversal time of a path according to its length, smoothness, and clearance as features of a nonlinear regressor. Amigoni et al. (2018) addresses a task more complex than traversing a path and quantitatively predicts the performance of robots while building maps of unseen environments. In all these cases, the attempt is to predict the value of a performance measure for a setting in which the robot has not yet operated. Although the preliminary approaches listed above provide promising results, they have just scratched the surface of the problem and further work is needed.

When considering autonomous robots that include components built according to the ML approach, things become even more complex and predicting their behavior becomes more difficult. The problem of prediction is actually encountered at the intersection of several aspects currently discussed in autonomous mobile robotics, which we illustrate using some representative examples.

For instance, the problem of transferring results from simulation to real world is one of them. Trial-and-error approaches are not feasible for developing critical and fragile systems, like some flying robots, which can have limited autonomy and cannot experience many collisions. A solution could be to train the systems in simulation and then use them in the real world. However, “it remains an open question whether simulated training of vision-based policies can generalize effectively to the real world” (Sadeghi and Levine, 2017, 2), namely whether the designer is enough confident to predict the behavior of the systems in the real world. Some attempts have been made to fill this “reality gap,” by, for example, using randomization in generating training simulation data.

A similar situation is discussed in Tzeng et al. (2016) where it is noticed that “perception systems built using oﬄine datasets often fail when deployed on a robot, robots trained to perceive and act in a laboratory setting might fail outside of the lab, and robots trained in simulation often fail in the real world. However, accurate data annotations (such as the state of the world) are often only available in simulated or instrumented environments, which usually look too different from the real world to use directly”7 (Tzeng et al., 2016, 1). This reinforces the idea that there is little or no ability for the designers to foresee the performance of their robots in settings different from those in which they have been preliminary tested. The practical consequences of this incapacity can be disastrous for autonomous vehicles and household robots, which could harm people when operating in new real-world settings.

There are also attempts to combine simulated and real-world data to improve the robustness of the systems trained over these data (Kang et al., 2019). However, also in this case, “the capacity of learned policies to generalize to new situations is determined in large part by the quantity and variety of the data that is available for training” (Kang et al., 2019, 1). In addition, some aspects of the simulation, for example those related to the dynamics of the robot, “differ from reality in systematic ways that cannot be ignored” (Kang et al., 2019, 1). There is a sort of impossibility to predict what happens in new settings without actually experimenting in those settings: “in principle, this mismatch can be addressed by fine-tuning models trained in simulation on real-world data. However, … naïve fine-tuning with small, real-world datasets can result in catastrophic overfitting” (Kang et al., 2019, 1), meaning that the models could not adequately address real-world situations not included in the datasets used for fine-tuning. From the above examples, the need to perform experiments to be able to say something about the behavior of autonomous robots in unknown settings seems to emerge clearly. This has been an issue during the emergency in the Fukushima Daiichi nuclear power plant caused by Japan’s earthquake and tsunami in 2011 when (tele-operated, not autonomous) robots were deployed to help in assessing the status of the damaged nuclear reactors (Guizzo, 2011). Knowledge about robots’ behavior, like the possibility for a robot to pull or collect a LAN cable, could be obtained only after performing experiments on the field (see Amigoni and Schiaffonati [2018] for further details).

The difficulty in predicting the behavior of robot systems based on ML methods is further highlighted by the following example. In Sünderhauf et al. (2015), some systems based on convolutional neural networks for place recognition, expected to be used onboard of autonomous cars, are experimentally evaluated on datasets representing scenes with severely changing appearances (images taken during the day or at night and in different seasons of the year) and viewpoints (images taken from the left or from the right of the road). A result that was not predictable before knowing the experimental outcomes is that some neural networks trained for scene categorization perform better than neural networks trained for object recognition. Predicting such outcomes before actually running the experiments is currently impossible. On the one hand, this reinforces the idea that the work of designers follows a trial-and-error approach. On the other hand, this makes it clear the need of experimental procedures to understand the system under development and predict its behavior. Being able to predict the behavior of AI systems prior to the time they will be actually involved in a real-world setting is, for example, of paramount importance to guarantee that an autonomous vehicle safely recognizes pedestrians stepping out in front of it, not at an intersection, during a foggy night.

In Sünderhauf et al. (2018) an interesting discussion about the problems of extending the results of some ML methods for robotics from laboratories to the real world is reported. Authors consider deep neural networks for object detection trained for use on autonomous cars and claim that they are usually unable to correctly detect (classify) objects that have not been seen by the system during training. The main reason lies in the fact that boundaries between different decisions (e.g., thresholds) are set on the basis of known data and can be not appropriate for unknown data. In their words, it “is readily apparent that we do not understand decision boundary modeling as well as we should” (Sünderhauf et al., 2018, 410). This situation clearly highlights the poor capabilities that human designers currently have in predicting the behavior of a deep neural network for object detection in situations that can happen in the real world but that have not been considered in training. As a consequence, “a systematic study of a recognition model’s performance across an exhaustive range of object appearances is typically not done during the course of machine learning research. This is a major shortcoming of evaluation within the field” (Sünderhauf et al., 2018, 410–411). What is missing is exactly a way to predict (to some degree) the performance of a system when placed in a relevant situation: “we would like to know under what conditions a machine learning model is able to operate successfully, as well as where it begins to fail” (Sünderhauf et al., 2018, 411). Think, for example, at the consequences of not being able to know if a household robot that assists elderly people will be able to pick up the right medicament when the drug company that produces it slightly changes the packaging.

Another related issue is the mismatch between data used for training an ML system for robots and data the system encounters during its operation. One of the reasons for this mismatch is that training data are usually collected in environments more controlled than the unstructured environments in which robots actually operate. Such problem appears after filling the “reality gap” between simulations and reality and involves the variability of data collected in different real-world settings (Amigoni, Luperto, and Schiaffonati, 2017). As an example, consider this problem of data bias in the context of domestic manipulator robots. It has been argued “that current robotic datasets lack the diversity of environments required for data-driven approaches to learn invariances. Therefore, the key lies in moving data collection efforts from a lab setting to real-world homes of people” (Gupta et al., 2018, 9113). They show that data collected from real homes are less biased and, as a consequence, allow for better generalization. This further highlights the fact that designers have little idea of what happens when using their systems in unknown settings, as in this case where the new datasets are collected in homes. This raises the question of training systems with data and in settings that are representative of real contexts of use. Indeed, “beyond the limitation of requiring training data, the generality of these methods is also currently unknown; these methods have only been demonstrated to work in the same environment and on the same or very similar types of environmental change to that encountered in the training datasets” (Sünderhauf et al., 2015, 4298).



7.5  Discussion

The examples discussed in section 7.4 evidence the difficulty of predicting the behavior of robot systems, in particular when some black box ML techniques are adopted. Predicting the outcomes of these systems before deploying them for use in the real world is currently rather difficult, if not impossible.

As emerged from the above discussion, rigorous experimentation can play an important role in this process. On the nature and role of experiments in autonomous robotics we have already extensively written (see for example, Amigoni and Schiaffonati [2010]; Amigoni, Reggiani, and Schiaffonati [2009]). What emerges is that, from the one side, autonomous robotics looks at the traditional experimental principles of the natural sciences (repeatability, reproducibility, comparison, generalization, and so on) as forms of inspiration to devise good experimental methodologies in the discipline. For instance, the tendency that is increasing in this community to publicly distribute code and/or datasets can be read as an attempt to implement a form of comparison. From the other side, however, systematic analyses on how experiments are effectively conducted in autonomous robotics (Amigoni, Schiaffonati, and Verdicchio, 2014) show how the discipline is far from the application of rigorous experimental methodologies. For instance, the testing of systems with different settings and in different environments is still limited, thus compromising the possibility to generalize the results achieved in a particular situation to similar ones. Note that this aspect is dramatically relevant to overcome the current trial-and-error approach in designing and predicting not only the behavior of autonomous robots but also those of general AI systems, as discussed in section 7.1. Moreover, this is essential when designing AI systems that incorporate from the very beginning moral values that steer these systems in the direction of promoting positive consequences beneficial for humans and societies.

Until few years ago experiments in autonomous robotics have been mainly devoted to show that a robot system works or, in the best cases, that it works better than similar systems. This basic and almost naïve notion of experimentation has been adopted and conceptualized as well in many of the experimental approaches carried out in the field. At the same time, some of the issues arising when the experimental principles of the natural sciences are applied to autonomous robotics, that is, to an engineering discipline, call for a stretching of the traditional notion of controlled experiment, that is, the rigorous testing of hypotheses under controlled conditions. In other words, it is reasonable to ask whether it does make sense to apply the same standards of the natural sciences to the artificial ones. In our opinion there are important differences in some experimental practices of the artificial sciences, such as robotics and AI, that require the introduction of the novel notion of explorative experiment. The notion of explorative experimentation, although arising in the field of autonomous robotics when observing that not all experiments conform to traditional controlled experimentation (Amigoni and Schiaffonati, 2016), might be extended to computer engineering in general (Schiaffonati, 2016), including AI. It does not mean that every experimental practice in autonomous robotics or in AI should be conceptualized as explorative but that explorative experimentation should be considered together with other forms of experimentation, such as trial run experiments or field experiments, as conceptualized in Tedre (2015).8

Generally speaking, explorative experiments are a technological form of experimentation. Contrary to controlled experimentation in physics, which is devoted for example to test theories or to refute theoretical hypotheses, explorative experimentation has the goal of testing technical artifacts, that is, physical objects with a technical function and a use plan designed by humans (Veermas et al., 2011). Experiments are carried out to check whether these artifacts meet the desired specifications via their technological production and, hence, have a normative component in the evaluation of the technical artifact itself. They test whether and how the actual artifact covers the technical function for which it has been designed. Another important element is that the distinction between the designer and the experimenter is often eliminated: those who create the artifact are those who test it. As a consequence, the classical experimental protocol, in which the researcher should be an outsider to the phenomenon to be explained, cannot hold anymore, and it is uncertain how much a researcher can be an outsider to a phenomenon they have created (Tedre, 2011). In general, the purpose of explorative experiments is not to definitively accept or reject a theory but rather to iteratively refine an intervention on the technical artifact under investigation, probing its possibilities and limits. For instance, the previously mentioned fine-tuning of models using a combination of simulated and real-world data to improve the robustness of a robot system (Kang et al., 2019) is a good example of how the experimental factors cannot be fully controlled from the beginning but partly only after the insertion of the artifacts into their environments by adopting specific ad hoc strategies.

We believe that the development of approaches that allow for the prediction of the behavior of AI systems should include the notion of explorative experiments to get a more solid understanding of how such systems work and, eventually, to better design and develop them. The introduction of explorative experimentation in this framework requires an epistemological shift in the conceptualization of how prediction plays an important role in the design of robotics and AI systems. Rather than looking for an a priori (e.g., theoretical) understanding of the behavior of a complex system, with the increased adoption of ML techniques the focus is on iteratively refining this understanding through a form of experimentation that progressively discovers and conceptualizes how a system behaves in given circumstances. When considering this epistemological shift in the specific case where experimental factors are under control in the experimental process, it is evident that these experimental factors cannot be fully controlled from the beginning but partly only after the insertion of the artifacts into their environments.

The iterative nature of this experimental process underlines two important aspects. The first one is the possibility of generalizing the experimental results from one case to similar ones by carefully selecting the settings in which explorative experiments are carried out. Ideally, such settings should be representative of all the real contexts of use in which the AI systems will be employed. Although the type of knowledge achieved through explorative experimentation cannot be expressed in forms of laws, such as for instance in the case of some natural sciences, nevertheless explorative experimentation cannot be simply reduced to a form of testing. While testing is intrinsically linked to prototyping and is aimed to analyze a specific scenario (Ammon, 2017), explorative experimentation has a wider scope and aims at generalization, even when this generalization cannot be expressed in terms of general regularities, such as laws. The second aspect concerns the importance of control in the explorative experimentation process. Control plays a crucial role in experimentation and in the understanding of complex robot and AI systems and thus in the possibility of predicting their behaviors in unknown environments, although in a weaker form that we can label as a posteriori control. Clearly, not any kind of intervention in the world counts as an experiment (Radder, 2009) because experiments require a certain degree of stability that is presupposed by a measure of control of the experimental system and its environment, also in the form of an a posteriori one.



7.6  Conclusions

In the last years the transition from the classic top-down approaches based on models to the more recent bottom-up approaches based on data has profoundly changed the theory and practice of AI, putting ML techniques at the forefront of the field in numerous applications. This transition resulted in a significant shift of the conceptual framework of discussion and in the emergence of several issues besides the remarkable results that we can observe every day. One of these issues is related to the degree of explainability of the AI systems that work as black boxes and produce results that severely impact on human lives without a corresponding degree of understandings of these results from their users. XAI has, thus, become a new field of research to which increasing efforts are devoted both on a theoretical and on a practical level. Explainability, notwithstanding the diversity of meanings and methods to tackle it, is usually afforded in the perspective of understanding why an AI system has produced a given result, that is, the reasons why a system has worked in one way or in another to offer to the final user an explanation of the system’s results. In this chapter we have focused on prediction as a specific type of understanding that explains how an AI system works in an unknown setting, that is, before the system actually operates in a given situation. Accordingly, the attention is on the designer of the system and on their way of dealing with the issues of prediction of its behavior while developing it. The above-mentioned transition, together with the progressive expansion of black box models based on ML techniques, thus influences the way AI system are designed and implemented in a situation in which the possibility of predicting the behavior of the systems under development is poor.

The case of autonomous robotics can be considered representative of the difficulties met in predicting the behavior of autonomous systems and of their interactions with largely unpredictable environments, making them very similar to black box systems. Moreover, we have seen how considering autonomous robots that include components built according to the ML approach makes things even more complex and prediction of their behavior more difficult. The discussion of some recent examples in autonomous robotics has made manifest the need of experimental procedures to understand the systems under development and to be able to predict their behavior. Also, the problem of generalizing results from a single laboratory situation to classes of real-world situations is deeply connected to the need of proper experimental procedures during the development of autonomous robots.

In this chapter we have claimed that rigorous experimentation can play an important role in the process of developing strategies for predicting the behavior not only of robot systems but also of other types of AI systems, in particular when ML techniques are adopted. We argue, however, that experimentation in the realm of the artificial sciences, such as robotics and AI, requires an epistemological shift, for which experiments are not devoted to test theories or theoretical hypotheses but to evaluate technical artifacts that are physical objects purportedly designed by humans to fulfill a technical function. This is an important message that, rather to renounce to the explainability of these complex systems, emphasizes the necessity of understanding them and thus predicting their behavior, not under the traditional categories of experimentation but rather under new ones connected to the idea of explorative experiment. Along this direction, further work is hence needed to refine the notion of explorative experimentation and to assess the possibility to generalize some experimental results, with the final goal of reliably understanding and predicting the behavior of AI systems.



Notes


	1. A simple example could help in making this point more concrete. Consider a computer program that spell-checks texts. It takes as input a word in a given language, and if the word belongs to a dictionary, it returns the same word, or if the word does not belong to the dictionary, it returns the closest word in the dictionary, according to some metric. The environment of this computer program is the space of all words that can be provided as input: assuming that the longest word appearing in an English dictionary is forty-five letters long, the space of all possible words includes 2645 ≈ 1063 words. Now consider a robot equipped with a camera that moves in an environment. From the point of view of the robot, the size of the environment is the space of all the possible images that the camera can perceive. Assuming a video graphic array (VGA) resolution for the camera (640×480) and each pixel gray scale represented with eight bits, such space includes 8640×480 possible images, which is a number dramatically larger than 1063 (it is beyond the representation range of most simple calculators, which will merely return “infinity”). This holds for a single image taken by the camera that, in reality, takes several such images per second. Moreover, consider that cameras currently used on robots are much more powerful than the VGA eight-bit camera of our example and that several sensors are mounted on the same robot. A designer who naïvely predicts the behavior of these two systems by mapping possible inputs to their corresponding outputs will likely encounter much more difficulties in the second case.


	2. It is interesting to consider how explainability is connected to intelligibility in chapter 8 of this volume by Vaughan and Wallach, namely to the notion that relevant stakeholders should be able to understand the technical behavior of a machine-learning system.


	3. See how in this volume Cristianini discusses the paradigm shift in AI where explicit models have been replaced by statistical correlations and the focus has shifted from accurate models to accurate predictions (chapter 2).


	4. If this is true for many of the current approaches to ML, it is worth noting that not in all ML methods the models are black boxes (e.g., decision trees [Quinlan, 1993]).


	5. Here again it is important to stress that this trial-and-error approach applies to many ML techniques but not to all (see, e.g., the case of support vector machines [Cristianini and Shawe-Taylor, 2000]).


	6. Post hoc explanations might explain predictions without elucidating the mechanisms by which models work (Lipton, 2018).


	7. Note that this aspect is particularly relevant for autonomous robotics where the use of oﬄine datasets is widespread due to the difficulty in performing online training for robot systems as usually happens for some software systems.


	8. Tedre proposes at least five different ways in which the term “experiment” has been used in the history of computer science. There are feasibility experiments aimed at empirically demonstrating the proper development and working of a technology. There are trial experiments evaluating some aspects of a system using predetermined variables in a laboratory and field experiments aimed at evaluating these aspects of a system outside the laboratory in the real world. There are also comparison experiments devoted to compare different solutions to look for the best one for a specific problem. And, finally, there are controlled experiments, the golden standard of experimentation.
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A Human-Centered Agenda for Intelligible Machine Learning

Jennifer Wortman Vaughan and Hanna Wallach



8.1  The Intelligible Machine-Learning Landscape

People are at the heart of each and every stage of the machine-learning life cycle. People define the tasks that machine-learning systems are intended to address and decide whether to build them. The datasets with which machine-learning models are trained are generated by people—perhaps explicitly if labels are crowdsourced or implicitly if they contain traces of people’s words, images, or actions. People make decisions about how to collect, clean, and annotate data points; which machine-learning models to use (say, a decision tree or a neural network); which training algorithms to implement; and how to incorporate trained models into larger systems. Once developed, people often use the predictions of machine-learning systems to make decisions, and these decisions may, in turn, impact other people’s lives—potentially in high-stakes domains like criminal justice and health care.

Because of the central role that people play in the machine-learning life cycle, building machine-learning systems that are reliable, trustworthy, and fair requires that relevant stakeholders—including developers, users, and ultimately the people who are affected by these systems—have at least a basic understanding of how they work. How does a machine-learning model use different features? Why does a system make certain predictions? How and from where was the dataset with which the model was trained collected? How do these factors influence how well a system’s predictions will generalize to new settings and therefore where the system should be deployed? Being able to answer these questions is more urgent than ever with the widespread movement to “democratize” machine learning (Hosanagar and Saxena, 2017). There is a push to develop off-the-shelf models and tools that make it possible for anyone to incorporate machine learning into their own systems, with or without any prior machine-learning experience. However, this leads to the risk that the people who are building, deploying, and affected by machine-learning systems may not be used to reasoning about the forms of uncertainty inherent in their predictions and may therefore misunderstand, mistrust, or misuse these systems. They may fail to account for a system’s limitations, be blind to its biases, or be unable to diagnose or debug system failures. And, even if a system behaves as intended, it may still lead to unintended consequences. As Cabitza argues in chapter 6, people’s interactions with machine-learning systems are “more relevant than computation for [their] impact in real-world settings.”

Transparency and intelligibility are often touted as key factors in building trustworthy machine-learning systems, yet there is no clear consensus on what these terms mean. Indeed, they are often used to cover a collection of related but distinct concepts. Following recommendations put forth by the European Commission’s High-Level Expert Group on Artificial Intelligence (AI HLEG), we break transparency into three components (High-Level Expert Group on Artificial Intelligence (AI HLEG), 2019):


	• Traceability: Those who develop or deploy machine-learning systems should clearly document their goals, definitions, design choices, and assumptions.

	• Communication: Those who develop or deploy machine-learning systems should be open about the ways they use machine-learning technology and about its limitations.

	• Intelligibility:1 Stakeholders of machine-learning systems should be able to understand and monitor the behavior of those systems to the extent necessary to achieve their goals.



The focus of this chapter is intelligibility. Machine-learning researchers have proposed myriad new techniques for achieving intelligibility, many of which we outline in section 8.3. However, despite this flurry of activity, there is no clear consensus on what makes a system intelligible. Lipton (2018) laid out and contrasted some of the criteria that one might consider, such as simulatability. Doshi-Velez and Kim (2017) pointed out the difficulty of evaluating how intelligible a system is and the resulting propensity for a “you’ll know it when you see it” attitude. Citing decades of research in philosophy, psychology, and cognitive science, Miller (2019) argued that the machine-learning community should move away from imprecise, subjective notions of intelligibility, such as whether a system’s developer found it “easy to use,” and instead evaluate explanations of machine-learning systems’ behavior in terms of factors known to make explanations more useful to people, such as preferring explanations that are contrastive (e.g., a fever is more consistent with a diagnosis of pneumonia as opposed to a common cold) and sequential (e.g., a fever suggests either bronchitis or pneumonia and, between the two, chills suggest the latter).

In this chapter, we take the perspective that to achieve intelligibility, we must go one step further. Importing existing findings from the social science literature is necessary but not sufficient to ensure that machine-learning systems are intelligible. Instead, we must actively engage with the social sciences and—drawing on methodological tools from human-computer interaction (HCI) like interviews and field studies—take a human-centered strategy. We must start by considering the needs of relevant stakeholders and then design intelligibility techniques with these needs in mind. We must be aware of stakeholders’ mental models of machine-learning systems. We must evaluate intelligibility techniques in terms of whether these stakeholders are able to achieve their desired goals. Finally, to claim intelligibility, we must posit concrete, testable hypotheses about these stakeholders and their goals and then test these hypotheses experimentally. This strategy makes clear why imprecise, subjective notions of intelligibility are insufficient. Indeed, we discuss scenarios in which commonly accepted assumptions about intelligibility are wrong.

We also argue that model intelligibility is just one piece of a bigger picture. Although model intelligibility has received the most attention in the machine-learning literature to date, intelligibility may also be needed for other components of machine-learning systems. Depending on the particular stakeholders identified and their desired goals, the intelligibility of components such as datasets and performance metrics may be more important than the intelligibility of models. We therefore give several examples of recent attempts to increase and evaluate the intelligibility of machine-learning components other than models.

The intelligibility of machine-learning systems is still a relatively young area of research, and in many ways this chapter provides more questions than answers. That said, we hope it will serve as a valuable guide to the intelligible machine-learning landscape as well as a call to action to encourage the machine-learning community to come together with researchers from human-centered fields like HCI to form meaningful collaborations.



8.2  Who Needs Intelligibility and Why?

As we argued above, a human-centered strategy to intelligibility must begin with the needs of relevant stakeholders, including data scientists, developers, designers, program managers, regulators, users, or people who are affected by a system, to name just a few examples. Intelligibility is often needed to achieve other objectives, such as debugging a model, anticipating how a system will behave when deployed in the real world, or evaluating whether a system’s predictions will lead to decisions that are fair. In this section, we give several illustrative examples of the ways in which needs for intelligibility can arise.

Within the machine-learning community, the need for intelligibility perhaps arises most commonly from the goal of improving the robustness of machine-learning systems by making it easier for data scientists and developers to identify and fix bugs. For example, recall from chapter 4 the story that Caruana et al. (2015) told of a project in the 1990s that was designed to evaluate the application of machine learning to health-care tasks. Researchers wanted to predict the risk of death for patients with pneumonia so that high-risk patients could be hospitalized. They tried a wide variety of different machine-learning models, including a simple rule-based decision support model. Because the rules were human-readable, the researchers were able to examine them directly. They noticed that the model had an odd characteristic: it predicted that having asthma decreased a patient’s risk of death. At first they were perplexed by this, but eventually they realized that it was an artifact of the dataset with which the model had been trained. Specifically, asthma is known to be a major risk factor, so people with asthma who get pneumonia are immediately admitted to the intensive care unit. As a result, they receive excellent care and tend to have good outcomes, which were reflected in the dataset. Because the researchers had used a sufficiently simple model, they were able to identify and fix this bug, which might not have been caught otherwise.

Data scientists and developers may also use intelligibility as a way to gain buy-in from customers or management. In interviews with practitioners in the public sector, Veale, Van Kleek, and Binns (2018) found that one analytics lead who worked at a tax agency felt pressure to “provide the logic of their machine learning systems” to customers while another mentioned similar pressure to explain predictions to business users. In both cases, the practitioners therefore decided to forego more complex machine-learning models in favor of simpler models. Along the same line, Hong, Hullman, and Bertini (2020) found that intelligibility is often used to build trust among stakeholders in different roles by facilitating a comparison of their mental models.

Outside of the machine-learning community, the need for intelligibility typically arises from goals that are more oriented toward users or people who are affected by machine-learning systems. For example, O’Neil (2016) described a scenario in which a teacher evaluation system predicted that a teacher’s quality had changed dramatically from one year to the next. Providing school administrators and the teacher in question with explanations for these predictions, including descriptions of the most important features, would have allowed these stakeholders to better understand how the system worked, in turn helping them decide how much to trust it. In this case, the system relied only on students’ test scores. Had school administrators been provided with explanations that made this clear, they could have decreased their trust in the system accordingly. In other words, such explanations could have served as evidence against the system’s trustworthiness (Knowles, 2017).

Intelligibility can also lead to more usable products. For example, providing a user with an explanation of why a recommender system suggested a particular movie may help them decide whether to act on the suggestion (McSherry, 2005). Indeed, Tintarev and Masthoff (2010) laid out seven distinct goals that one might have when providing explanations of recommendations for users, including effectiveness (i.e., helping users make good decisions), efficiency (i.e., helping users make faster decisions), and satisfaction (i.e., increasing users’ ease of use or enjoyment). Similarly, Facebook introduced a “why am I seeing this post?” feature to help users better understand the content on their feeds (Sethuraman, 2019).

Another motivation for intelligibility is the need to demonstrate compliance with regulatory obligations. For example, in 2018, the European Commission expanded plans to regulate online platforms to include search engines (European Commission, 2018). Under the proposed regulations, search engine providers would be required to explain how their ranking systems work—that is, how different sites, which may include the providers’ own sites, are ranked—in order to demonstrate that they are not favoring their own interests over those of third parties. As another example, credit decisions must comply with the Fair Credit Reporting Act and the Equal Credit Opportunity Act, both of which require lenders to explain credit decisions. As a result, the financial services industry primarily relies on machine-learning models that are simple enough to constitute explanations of their own behavior. In a similar vein, the European Union’s General Data Protection Regulation (European Union, 2016) requires that people who are affected by automated decision-making systems must be provided with “meaningful information about the logic involved.” Wachter, Mittelstadt, and Russell (2018) argued that the most effective way to fulfill this requirement is to provide people with counterfactual explanations that specifically describe how they would need to change their data to experience a different decision.

Finally, intelligibility is often motivated as a way for decision makers to uncover fairness issues in machine-learning systems. Although compelling as a motivation, this area has seen less attention to date than one might expect. Some exceptions include the work of Alvarez-Melis and Jaakkola (2017), who proposed a framework for explaining structured predictions and then used this framework to uncover gender stereotypes in machine translation systems, and the work of Tan et al. (2018), who developed a method for using simpler models to audit more complex risk-scoring models in finance and criminal justice for unfairness. Dodge et al. (2019) also showed (among other things) that different types of fairness issues may be more effectively uncovered via different types of explanations. Because of the importance of fairness in machine learning, we recommend the relationship between intelligibility and fairness as a particularly important avenue for future investigation—all the more so because Kleinberg and Mullainathan (2019) showed that, contrary to assumptions, model simplicity and fairness can be at odds with one another.

We note that increased intelligibility can compromise other objectives, such as privacy or security, for a machine-learning system. For example, explanations that reveal too much information about a model’s internals might enable malicious users to exploit the model in undesirable ways. As another example, providing explanations may make it harder for a company to maintain their competitive advantage by protecting trade secrets. These risks should be weighed against the potential benefits of increased intelligibility.



8.3  Common Approaches to Intelligibility

In recent years, machine-learning researchers have proposed many new techniques for achieving intelligibility. The majority of these techniques take one of two common approaches. The first common approach is to design and deploy models that are arguably simple enough for people to plausibly reason about their behavior, either directly or with the aid of simple visualizations or other tools—that is, the model itself constitutes an explanation of its behavior. For example, Ustun and Rudin (2016) and Jung et al. (2017) explored the use of point systems that are simple enough for a decision maker to memorize and apply on the fly, perhaps even without the need for pencil and paper. As another example, generalized additive models (GAMs) can represent relatively more complex functions but with an additive structure that allows people to visualize the impact of each individual feature on the model’s predictions (Lou, Caruana, and Gehrke, 2012; Lou et al., 2013; Caruana et al., 2015). Despite the commonly accepted assumption that relatively simple models are less accurate than more complex models like neural networks, there is significant evidence that there are many tasks for which simple models are nearly as accurate as more complex models—including some tasks in high-stakes domains like criminal justice and health care—making them a viable alternative when intelligibility is a priority (Dawes, 1979; Astebro and Elhedhli, 2006; Caruana et al., 2015; Jung et al., 2017; Rudin and Ustun, 2018; Rudin, 2019). Therefore, for these tasks, there may be no need to sacrifice accuracy to achieve intelligibility.

The second common approach to intelligibility is to generate post hoc explanations for complex models. Some techniques directly estimate a notion of the “importance” of each feature in generating a prediction for a particular data point. For example, local interpretable model-agnostic explanations, known as LIME, do this by learning a relatively simple (linear) local approximation of the underlying model around a particular data point (Ribeiro, Singh, and Guestrin, 2016). In contrast, Shapley additive explanations (SHAP) use a notion of importance based on the idea of Shapley values from cooperative game theory to assign “credit” across all features for a prediction (Lundberg and Lee, 2017). Testing with concept activation vectors, known as TCAV, is a technique that outputs a prediction’s sensitivity to a higher-level concept (e.g., whether an object in an image is “striped”) that is learned from user-provided examples (Kim et al., 2018). Other techniques aim to explain each prediction in terms of the most influential training data points (Koh and Liang, 2017). Still others provide counterfactual explanations that describe how a data point would need to change to receive a different prediction (Russell, 2019; Weld and Bansal, 2019; Ustun, Spangher, and Liu, 2019; Wachter, Mittelstadt, and Russell, 2018). In our own work with collaborators (Alvarez-Melis et al., 2019), we have begun to explore techniques that emphasize factors known to make explanations more useful to people.

With a few exceptions—namely techniques that involve training a simple model to mimic a more complex one (Lakkaraju et al., 2019; Tan et al., 2018)—these post hoc techniques tend to provide local explanations of individual predictions as opposed to global explanations that describe the behavior of a model as a whole. These explanations may or may not reflect the true behavior of the model (Rudin, 2019; Weld and Bansal, 2019). In a sense, these techniques can be viewed as providing post hoc justifications for predictions rather than causal explanations of why a model made the predictions it did. Indeed, researchers have shown that some techniques for generating explanations can be prone to instability, failing to output similar explanations for similar predictions made for similar data points (Alvarez-Melis and Jaakkola, 2018a). Yet providing stakeholders with inaccurate or unstable explanations may make it harder for them to achieve their goals than if they were provided with no explanations at all. For these reasons, researchers have begun to explore a hybrid approach of training complex models that are constrained to make only easily explainable predictions (Lei, Barzilay, and Jaakkola, 2016; Alvarez-Melis and Jaakkola, 2018b).

Although explanations can be used to achieve intelligibility, they do not guarantee that intelligibility will be achieved. Moreover, because machine-learning systems have many different stakeholders, each of whom may have different goals in different settings, it is seldom the case that there is a single, universal answer as to what makes a system or explanation intelligible. Some techniques may be especially well suited to certain stakeholders. For example, if a system recommends that an individual be denied a loan, the individual may prefer a counterfactual explanation that offers actionable recourse (Ustun, Spangher, and Liu, 2019). However, this type of explanation may be less useful for a data scientist attempting to debug a model. For this reason, we argue that the design or use of any intelligibility technique must start with an investigation of which stakeholders need intelligibility and why.



8.4  The Importance of Mental Models

Identifying the right intelligibility technique for a particular stakeholder is far from straightforward. Prior work shows that explanations of a system’s behavior can be perceived as a waste of time (Bunt, Lount, and Lauzon, 2012), can lead to over- or under-reliance on the system (Bussone, Stumpf, and O’Sullivan, 2015), and can even be harmful when the system is uncertain (Lim and Dey, 2011b). In our own research with collaborators (Poursabzi-Sangdeh et al., 2021), we found that commonly accepted assumptions about the relationship between simplicity and intelligibility do not always hold. That is, our intuition about intelligibility can be wrong.

We set out to measure how varying properties of a model that are commonly associated with intelligibility—specifically, the number of features used by the model and the transparency of the model’s internals—would influence the behavior of participants who were asked to use the model to make predictions. The participants—laypeople recruited from the crowdsourcing platform Amazon Mechanical Turk—were asked to predict the prices of apartments with the help of a model. For each apartment, the participants were first asked to guess what the model would predict. They were then given the model’s true prediction and asked how much they thought the apartment would sell for. We considered four experimental conditions in a 2 × 2 design. Specifically, we varied whether the model used two features or eight and whether the model was displayed as a “black box” or as a transparent linear regression model with weights visible to the participants. Crucially, in all four experimental conditions, the participants saw the same model input (i.e., the same apartment features) and the same model output (i.e., the same predictions). The only differences were in the presentation of the model itself, meaning that any differences in the behavior of the participants among the conditions could be safely attributed to these presentation differences.

Not surprisingly, participants who were shown the transparent, two-feature model were best able to simulate (i.e., guess) the model’s predictions. However, contrary to what one might expect, we found no significant difference across the conditions in the degree to which the participants followed the model’s predictions for typical data points, although it would have been beneficial for them to do so. More surprisingly, increased transparency reduced the participants’ ability to detect when the model had made a sizable mistake and to correct for it. Evidence suggests this was likely due to information overload.

In general, despite the considerable amount of attention given to intelligibility techniques in the machine-learning literature, there has been little evaluation of whether these techniques actually help stakeholders achieve their intended goals. This is perhaps unsurprising. User studies of intelligibility techniques are extremely challenging. They require expertise in both machine learning and HCI; they benefit from both qualitative analyses to understand the nuances of how techniques are used in context and quantitative methods to yield scalable findings; they must separate out effects of the model, the intelligibility technique, and the user interface of the specific intelligibility tool; and they must mimic realistic settings without overburdening participants. This last requirement is particularly difficult to satisfy when the stakeholders of interest are specialists, such as doctors using a machine-learning system to make health-care decisions or data scientists trying to debug a model.

In recent work with collaborators (Kaur et al., 2020), we investigated the extent to which two popular intelligibility techniques, GAMs and SHAP (described above in section 8.3), are effective at facilitating understanding of machine-learning models for one key stakeholder group: data scientists. To do this, we conducted a contextual inquiry—semi-structured interviews in which the participants are placed in context—followed by a survey of data scientists to observe how they used tools implementing GAMs and SHAP to uncover common issues that arise when building a model. We found that the participants often over-trusted and misused the tools. Moreover, despite their enthusiasm for the tools, few of the participants were able to accurately describe the tools’ visualizations in detail. These results suggest that data scientists may not use intelligibility tools in intended ways.

This gap between what the designers of intelligibility tools intended and the ways in which these tools are perceived and used stems from the fact that users of any computer system are not just passive consumers of information but rather active partners who will form their own mental models of the system as they make sense of it (Norman, 1987; Johnson-Laird, 1983; Gentner and Stevens, 1983). One of the first papers to explicitly address the role of mental models in people’s interactions with machine-learning systems is that of Stumpf et al. (2009). The authors conducted a think-aloud study to assess whether different explanations of a machine-learning system would enable users to form useful mental models, thereby influencing the type of feedback given by the users to improve system performance. Although there has been some recent work in this space (e.g., Kulesza et al., 2013), comparatively more research has focused on using iterative design methods to build better intelligibility tools without directly engaging with mental models. Moreover, people’s mental models and system use are influenced by their social context, which is shared via communication. Therefore, if we want people to develop better mental models of machine-learning systems, we likely need to design intelligibility techniques that facilitate back-and-forth communication between people and systems (Barnlund, 2008).

One way to facilitate such back-and-forth communication might be via interactive (rather than static) explanations. For example, Lim, Dey, and Avrahami (2009) studied techniques for interactively probing a machine-learning system to improve intelligibility while Vaccaro et al. (2018) showed that giving people an interactive slider made them feel more satisfied with the output of a system, supporting the idea that interactivity can give people a sense of agency when interacting with machine-learning systems. Weld and Bansal (2019) envisioned interactive explanation systems that allow the user to drill down on specific explanations that are presented, perhaps choosing to view and compare the output from a selection of different intelligibility techniques. Such interactive explanation systems could potentially help with explorative experimentation, as proposed in chapter 7. We highlight interactive intelligibility techniques as an important direction for future investigation.

Finally, we note that in exploring stakeholders’ mental models, it may be useful to make the distinction between structural mental models, which help people understand how a system works, and functional mental models, which help people use a system without necessarily understanding how it works (Kulesza et al., 2012). For example, our finding that data scientists were seldom able to accurately describe intelligibility tools’ visualizations at more than a superficial level (Kaur et al., 2020) suggests that data scientists may have (at best) functional mental models of these tools. Which stakeholders require structural versus functional mental models of intelligibility tools in which settings remains an open question.



8.5  Beyond Model Intelligibility

Despite the growing body of literature on intelligible machine learning, most papers focus only on the intelligibility of (trained) models. However, a model is just one component of a machine-learning system. Depending on the relevant stakeholders and their needs, the intelligibility of other components—such as datasets, training algorithms, or performance metrics—may be even more important than model intelligibility. For example, intelligibility around the composition of training datasets may lead to more actionable insights for a developer attempting to mitigate fairness issues in a system. In this section, we highlight several nascent threads of research on intelligibility beyond machine-learning models.

Datasets play a key role in the training and evaluation of machine-learning systems. Understanding the relevant aspects of a dataset’s origin and characteristics can help people better understand the behavior of any models trained with that dataset. To boost the intelligibility of datasets, Google released Facets, an open-source visualization tool that is intended to help people understand and analyze their datasets at different granularities (Google, n.d.). Taking a different approach, inspired by datasheets for electronic components, we, along with our collaborators, proposed that every dataset be accompanied by a datasheet documenting its motivation, composition, collection, preprocessing, potential uses, distribution, and maintenance (Gebru et al., 2018). Datasheets can help dataset creators uncover hidden assumptions and can help dataset consumers (such as model developers reusing existing datasets) determine if a particular dataset meets their needs. Although there is still significant research that needs to be done to understand how effective these approaches are for these different stakeholders, dataset intelligibility has incredible potential to uncover possible sources of unfairness or broader ethical issues. Further, it can reveal problems with a dataset before that dataset is used to train a model—that is, at a stage of the machine-learning life cycle during which data-related problems can be more easily addressed.

Moving beyond datasets, in 2019, the Partnership on AI (n.d.) launched the Annotation and Benchmarking on Understanding and Transparency of Machine learning Lifecycles (ABOUT ML) initiative, which aims to develop best practices for increasing the transparency of machine-learning components via documentation. This initiative draws on existing proposals for documenting datasets (Gebru et al., 2018; Bender and Friedman, 2018), models (Mitchell et al., 2019), and entire machine-learning systems (Arnold et al., 2018). Efforts like ABOUT ML have the potential to increase the intelligibility of every machine-learning component for a wide variety of stakeholders, though again, more research is needed to understand which practices will best help which stakeholders achieve their desired goals. For example, a customer deciding whether to purchase a machine-learning system may benefit less from detailed datasheets for the datasets with which the system was trained than a higher-level document outlining the system’s capabilities and limitations, similar to the “transparency note” recently published by Microsoft (2019) about its facial recognition API.

As another example, users of machine-learning systems, including doctors, judges, and other decision makers, need to understand performance metrics, such as accuracy, precision, or recall on held-out data, in order to decide how much to trust a model’s predictions. Together with our collaborator, we conducted large-scale human-subject experiments to determine whether laypeople’s trust in a model varied depending on the model’s stated accuracy on a held-out dataset and its observed accuracy in practice (Yin, Vaughan, and Wallach, 2019). Operationalizing trust in multiple ways, including the participants’ self-reported levels of trust and the frequency with which the participants adjusted their predictions to match those of the model, we found that stated accuracy and observed accuracy both affected the participants’ trust in the model. Moreover, the effect of stated accuracy varied depending on the model’s observed accuracy. In particular, participants were more likely to increase their trust in the model if the model’s observed accuracy was higher than their own accuracy.

In a similar vein, Kocielnik, Amershi, and Bennett (2019) studied the effect of laypeople’s expectations about a machine-learning system on their subjective perceptions of accuracy and their acceptance of the system. They found that different techniques for setting expectations, including stating the system’s accuracy, were effective at making expectations more realistic and increasing participants’ acceptance of an imperfect machine-learning system, depending on the types of errors made by the system. Together, these results highlight the importance of responsibly communicating information about performance metrics to users because this information can influence the ways in which they interact with a system.

Finally, some stakeholders need intelligibility of the errors made by a system in addition to aggregate performance metrics. For example, developers need to understand a model’s errors in order to debug it while customers need to understand a model’s errors in order to decide whether a particular deployment context is appropriate. To that end, several tools for developing fairer machine-learning systems—including Aequitas (University of Chicago, Center for Data Science and Public Policy, n.d.), AI Fairness 360 (IBM Research, n.d.), and Fairlearn (Bird et al., 2020), among others—provide ways to disaggregate performance metrics by known pivots such as demographic groups. Similarly, Barraza et al. (2019) developed an error analysis tool to help people explore the terrain of errors made by a machine-learning system. The tool provides users with different views of the system’s errors, enabling them to examine these errors grouped by known pivots or grouped by learned clusters. As a case study, the authors used the tool to explore the errors made by a commercial gender classifier. They found that it had particularly high error rates for images of women with short hair who were not wearing makeup and were not smiling. As another example, both Amershi et al. (2015) and Ren et al. (2016) designed visualization tools that enable easier error examination and debugging compared with using aggregate performance metrics. Error intelligibility can help developers make smarter choices about which data to collect, features to include, or objective functions to optimize in order to improve system performance.



8.6  What Machine-Learning Researchers Can Learn from HCI

Taking a human-centered strategy to intelligible machine learning raises questions about when and how human-centered fields—especially HCI, a long-established field focusing on the ways in which people interact with computers—should play a role (cf. Abdul et al., 2018). We argue that intelligible machine learning should not be a viewed as disciplinary subfield of machine learning as it is currently sometimes positioned but should instead be viewed as a genuinely interdisciplinary area that demands tight integration between the machine-learning and HCI communities. Indeed, the term “intelligibility” has a long history in HCI, where Bellotti and Edwards (2001) defined it in terms of systems that “represent to their users what they know, how they know it, and what they are doing about it.” There is already some work that advocates for drawing on the HCI literature when designing or studying intelligibility techniques (e.g., Miller, 2019), but tight integration demands that we go further, prioritizing collaborations between machine-learning and HCI researchers.

Standard methodological tools typically employed in HCI, which include human-subject experiments, surveys, and ethnographic inquiries, are critical for moving away from imprecise, subjective notions of intelligibility. For example, as we illustrated above, human-subject experiments can reveal that commonly accepted assumptions about intelligibility are wrong. Use of these methodological tools, many of which are drawn from and shared with other human-centered fields such as psychology and anthropology, will enable researchers to develop a more comprehensive and well-founded understanding of how to help different stakeholders achieve their desired goals. Indeed, beyond our own work (described above in section 8.4), others in the machine-learning community have begun to use human-subject experiments to evaluate intelligibility techniques (e.g., Lage et al., 2018, 2019).

As one example of how this can be done, Hohman et al. (2019) used an iterative co-design process to develop an interactive visualization tool on top of GAMs to help data scientists better understand their models. The authors started with a need-finding study and then used the findings from this study to develop and evaluate the visualization tool. Although the evaluation involved subjective assessments of the tool, these assessments were made by the participants in the study—in this case, data scientists—rather than the authors.

There is also much that the machine-learning community can learn from the wide range of theories about human cognition and social interaction that have been proposed in the HCI and social science literature. For example, in section 8.4, we argued that interactive explanations may potentially play an important role in helping stakeholders develop better mental models of machine-learning systems. As pointed out by Kaur et al. (2020), to explore the benefits of interactivity, it may be worth viewing intelligibility techniques through the lens of communication theory. Transactional models of communication (Barnlund, 2008) that incorporate verbal, nonverbal, and behavioral cues might suggest new ways of taking a human-centered strategy when designing or studying intelligibility techniques.

We see tight integration between the machine-learning and HCI communities as necessary to the success of intelligible machine learning. Active engagement of this sort will make sure that research on intelligibility is situated in a broader human-centered context, that intelligibility techniques are not based on intuition alone, and that any findings that are relevant to HCI beyond the context of intelligibility make their way into the HCI literature.



8.7  Summary

Prompted by the widespread use of machine-learning systems throughout society, there is an increasing demand to make these systems intelligible. In response, machine-learning researchers have proposed a wide variety of techniques for achieving intelligibility, including models that are simple enough to constitute explanations of their own behavior and post hoc explanations for potentially complex models. However, many of these techniques are based on commonly accepted assumptions about intelligibility, which can be wrong. In this chapter, we argued that intelligibility is a fundamentally human-centered concept and must be treated as such. The needs of relevant stakeholders must be actively considered from start to finish when designing intelligibility techniques. To do this, machine-learning researchers must actively engage with the social sciences—drawing on methodological tools from HCI and other human-centered fields and fostering interdisciplinary collaborations.

We have only just scratched the surface of intelligible machine learning. Many directions remain to be explored. We highlight two as being especially important: (1) better understanding who the relevant stakeholders are, what their desired goals are, and how intelligibility techniques can be best designed to help them achieve these goals and (2) moving beyond the model to bring intelligibility to other components of machine-learning systems.
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Notes


	1. The High-Level Expert Group refers to this component as explainability while others have referred to it as interpretability. Researchers, practitioners, and policy makers have yet to reach consensus on the definitions of these terms, and they are often, though not always, used interchangeably. Throughout this chapter, we stick with intelligibility, which dates back to Bellotti and Edwards (2001) and is more often used in the human-computer interaction community (e.g., Lim, Dey, and Avrahami, 2009; Lim and Dey, 2011a,b; Knowles, 2017; Abdul et al., 2018) because it emphasizes the importance of providing particular stakeholders with an understanding of machine-learning systems.
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The AI of Ethics

Robert C. Williamson


Invert, always invert!

—Carl Gustav Jacob Jacobi


9.1  Introduction

Anxiety regarding the ethical implications of the new(ish) technology of artificial intelligence (AI) is widespread and arguably is the contemporary version of the recurring civilizational anguish described by Arthur Herman (1997). Like the earlier worries regarding “civilizing the machine” arising from the apparent conflict between the new technologies of the day (railroads, steam, and factories) and higher community ideals in the nineteenth century (Mumford, 1944; Kasson, 1999), there is a common confounding of the technology itself and the means by which it is used. This chapter is primarily concerned with how the technology can improve our ethical reasoning and behavior. But this analysis presumes a subject—who is it that the machine serves? In the conclusion, I will return to this point and locate, as eventually the nineteenth century critics of the then-new technologies did, the root of harm in the choices made by humans as to how the new technologies are used rather than intrinsic failings of the technologies themselves. Thus my message, while simple, is two fold: rather than an autonomous machine, AI can be better thought of as a tool that can help humans make better ethical decisions, but as with any tool, much depends on whose hands control it and to what end it is put.

Many technical problems open themselves to progress by the application of Carl Jacobi’s dictum quoted above. In this chapter I invert the problem of the ethics of AI by reframing it as the AI of ethics. I introduce the reframing, arguing why it is warranted and useful. I then summarize, in caricature form, seven common theses from the literature on the ethics of AI. I subsequently offer some (anti)theses from the inverse view of the AI of ethics.

The ethics of AI is typically framed as the problem of ensuring the ethical behavior of AI systems, especially with regard to the “making of decisions.” It is cast as a problem for us humans to civilize and manage the dangerous technology of AI (which is considered to be fundamentally different to all prior technologies), to control it, and to ensure that it implements what we, in our unaided human decision making, have decided is the right thing to do. A popular response is argumentation over which abstract principles should apply (Jobin, Ienca, and Vayena, 2019), with little to no recognition that these principles alone are far from sufficient for the task nor as universal as naïvely thought—compare the list of universals elaborated by Brown (1991) with the non-universality of fairness both linguistically (Wierzbicka, 2006, 141–167) and politically (Fischer, 2012).

Inversely, the premise (and promise) of the AI of ethics is that the technology of AI, being a part of human culture and inextricable from the modern human mind, is a powerful tool which humans can use to make better ethical decisions. In the same way that a craftsman can make better furniture by use of tools (which they may well have designed and built), humans can raise their ethical standards and quality of ethical decision making by virtue of delegating some tasks to AI technologies. Like any tool, since the first use of a stick or rock, AI can be ethically misused, but the ethical harm comes from the use and is not something intrinsic to the technology.

My goal in this chapter (a longer version of which will be published elsewhere) is to suggest that by alternatively framing the problem as “the AI of ethics” we are likely to make more progress on what ultimately matters: improving the standard of ethical behavior of the only moral agents that we care about—humans, including ourselves. I do not offer any solutions; I am simply suggesting that a reframing of the problem could be very helpful; a reframing which allows us to face squarely our own ethical deficiencies, allows a fair comparison with alternative methods of making ethical decisions, and illuminates the location of the real source of the ethical problem with AI, namely with the behavior of individuals and groups who sometimes use the tool of AI for ethically indefensible activities.



9.2  Seven Theses on the Ethics of AI

I now tersely sketch seven theses implicit in much recent consideration of the ethics of AI.


9.2.1  The Problem Is Clear: AI Machines Have “Bias,” and This Is One Reason We Need to Prevent Them from Making Ethical Decisions about People

There are several claims here. First, there is a well-defined notion of “bias” that one can sensibly talk about (this might be bias of a machine or of data). Second, the distinction between a human making a decision and a machine making one is clear. Third, indeed the distinction between human and machine (and machine and tool) is also clear. Fourth, the problem is intrinsic to the technology—some AI technologies have properties that make them ethically suspect; the job of technologists is to fix this problem with the technology.



9.2.2  AI Is Fundamentally Different from Other Technologies; The Artifact Is the Problem

This viewpoint is common regarding many new technologies: from the railroad to electricity, they are often considered as unprecedented, autonomous (Winner, 1977), and threatening because of the agency they have, which threatens to “re-engineer humanity” (Frischmann and Selinger, 2018). The changes threatened are absolute, and the introduction of the new technology will lead to a total revolution (this last point is the “fallacy of total revolution” as expressed by Corn [1986]). The essence of technology is the artifact, and the essence of AI is the algorithm, which is a well-defined notion. It is these AI algorithms that need to be regulated, certified, or otherwise controlled. The reason AI is different is because it, unlike all prior technologies, is a cognitive technology that “makes decisions” and thus encroaches on what was previously the exclusive preserve of humans. Because of this difference, none of the lessons learned from previously new technologies is of relevance.



9.2.3  Goodness Is Manifest to Humans, as Is Their Ethical Reasoning, and Human Ethical Reasoning Is the Gold Standard, but This Is Not Quantifiable

Humans just “know” what is good—we have an intuitive sense of right and wrong, and this is a qualitative, transcendental notion. Any attempt to reduce it to calculation is a denial of what is greatest about humanity. Likewise, any attempt to use mathematical reasoning to analyze different notions of fairness just proves that mathematicians have missed the transcendental and ineffable nature of ethical choice (Powles and Nissenbaum, 2018).



9.2.4  Ethics Is Reasoning That Is All Done inside a Human’s Head

Ethics is the use of reason to solve moral problems, which needs to be done (wholly) inside people’s heads (this is the internalist, representational, or “neurocentric” view of mind [Malafouris 2013]). Reasoning is conscious thinking, which like our knowledge, lives in, and is done, purely inside our head. Further, we know our own minds:

Knowledge of our own mental states seems to be authoritative, in the sense that if we think we are in a particular mental state that cannot be challenged. Knowledge of our own mental states seems also to be privileged, meaning that we know the contents of our own minds always better than we know the contents of the minds of other people. Another important feature that is related to introspection is immediacy. This notion implies that introspective beliefs, as opposed to perceptual beliefs, are non-inferential and non-evidence based. (Aydin, 2015, 77).



9.2.5  Ethical Decisional Autonomy Is Binary and Unambiguous

If one delegates some decisional autonomy to a machine, then one is morally negligent: a common example is the use of GPS systems to navigate which (supposedly) implies “to navigate by GPS requires no sense of where you are” (Frischmann and Selinger, 2018). Humans have autonomy; machines should not. And autonomy is a thing that single individuals have, not groups, contra Mackenzie and Stoljar (2000). Autonomy is essentially related to the notion of undue influence (Niker, Reiner, and Felsen, 2018). If we do not watch out, we will lose our human self-rule to that of machines.



9.2.6  Decisions Are Conceptually, Spatially, and Temporally Atomic

The notion of “making a decision” is unambiguous. Decisions are conceptually indivisible (atomic). Further, they are “made” at a unique and precise point in time and space by a single agent. This implies that a decision has to be “made” either by a human or by a machine.



9.2.7  Ethical Decision Making Should be Reserved to Unaided Humans, Not Machines

There is a deep seated, justifiable belief, that machines simply should not make ethical decisions (Bigman and Gray, 2018). Implicit in this is that anything mechanical is antihuman (Button et al., 1995, chapter 3) and that values are fundamentally irreducible to mechanism, in the sense that no mechanism can possibly represent them (Midgley, 1994, chapter 9).

Misunderstandings of the nature of machines exacerbate the belief in this thesis:

An evolved being is not one made like a machine. Unlike machines, which typically have a single, fixed function, evolved organisms have a plurality of aims, held together flexibly in a complex but versatile system. It is only this second, complex arrangement that could make our kind of freedom possible at all. (Midgley, 1994, 163–164)




9.3  Seven (Anti)Theses on the AI of Ethics

I now build on the ground of the previous section by developing an antithetical perspective on the seven theses above.


9.3.1  “Bias” Is a Misleading Way to Frame the Problem

There is no doubt that significant harm has been caused to many people from the use of AI decision technologies. And there is also no doubt that many varieties of “bias” can be partially held to blame in part for this. Without diminishing the value of analysing such “biases,” I want to suggest an alternate framing of the problem. One difficulty of framing the ethics of AI in terms of the search for removal of “bias” is that the word can mean so many different things (Olteanu et al., 2019) and, further, that these meanings are often not made explicit (Blodgett et al., 2020). Other examples include Cowgill and Tucker (2019) which leans on the definition of “biased action” due to Becker (1971), and the well-known, but still not well understood, phenomenon of selection bias (Meng, 2018).

However, my concern with “bias” is that it tends to try to isolate the cause of a problem that can not be so isolated. What causes harm is the complete decision-making system that is affected by the formulation of the problem being solved, the decision as to what data to collect and how, various corruptions of that data, the goals specified for the decision (which may encode all manner of strategic choices), and the potentially flawed implementation of goals via inadequate algorithms. There are indeed a multitude of ways of getting things wrong. But there are also a multitude of ways of getting things “right” in the sense that there are many potential ethical desiderata one may wish to impose. Suppose one concludes that matching the false positive rate of a classifier to the population proportions across sensitive features is your desired goal. Then generically you cannot expect, necessarily, that the false negative rate will also match. This is not a consequence of “bias” in the algorithm or the data: it is simply the fact that you made one ethical choice out of the infinite number you may have.

Contrast the common way AI technologies are used to make decisions with a properly run scientific experiment. In the experiment, the goal is declared first, and data is gathered subsequently with a view to that goal. All sources of potential error are assessed and mitigated as much as possible before gathering the data. The starting point of using AI to make decisions is often some pre-existing data, perhaps accumulated for other purposes. The particular data available is a consequence of decisions made long ago for reasons perhaps unknown. One can give the name “bias” to the errors arising in this setting, but I claim this is unhelpful because it is not the removal of this “bias” that is needed, but rather that the end-to-end system needs to be considered holistically and analysed before the data is gathered.



9.3.2  AI Is a Technology That Shares Many Attributes with Other Technologies and Is Part of Human Culture

In a very real sense, tools created Homo sapiens.

—Sherwood L. Washburn (1959)

AI is a fantasy, an idea, an artifact, a tool, a mechanism, a machine, a technology, a business model, or a marketing tool. Perhaps it is all of these. Clarifying how we should conceive of AI seems necessary to reason sensibly about its ethical ramifications. Artifacts are the most tangible manifestations, but this causes problems since artifacts have multiple meanings (Engeström, 1990). Technological artifacts are often ascribed politics, most famously by Langdon Winner (1980) regarding the bridges spanning Robert Moses’s Meadowbrook State Parkway in Long Island, New York: “Moses wanted to keep poor African Americans, who would have had to use buses that could not negotiate his over-passes, from certain suburban areas” (Mitcham, 2014, 17). Alas, as shown by Woolgar and Cooper (1999), Winner’s ascription is false as evidenced by their documentation of long-operating bus routes on the parkway. If one can get the “politics of an artefact” as mundane as a bridge so spectacularly wrong, what hope is there with something more complex like AI?

The history of technology sees all such categorizations (of what technology is) as fuzzy at best (McNeil, 1990), with some authors concluding there is an irreducible plurality of viewpoints necessary to understand cybernetics and AI (Cordeschi, 2002). For the purposes of this chapter, noting the ambiguity, I argue it is better to think of AI as a decisional or prediction technology (Agrawal, Gans, and Goldfarb, 2018), which requires answering the question: What is a technology? Technology is not merely its artifacts; a compelling definition is that it is simply knowledge (Layton, 1974), particularly useful knowledge (Mokyr, 1990) or (reflecting technology’s evolutionary trajectory) successful knowledge (Levinson, 1988), which extends our human capabilities, and this is the critical difference between technological artifacts and other objects (Lawson, 2008, 2010).

Another important distinction is that between tool and machine; AI is almost universally construed as the latter. The distinction is partly one of familarity (the modern handheld electric power drill would be considered a fantastical machine a century ago; now it is a mundane tool that one takes for granted). This reflects the observation of Gunkel (2012, 31): “as Karl Marx pointed out, [experts in mechanics] often confuse these two concepts, calling ‘tools simple machines and machines complex tools,’ there is an important and crucial difference between the two, and that difference ultimately has to do with the location and assignment of agency.” Tools have evolved over time, from the earliest primitive rocks and stones (Childe, 1944; Oakley, 1965), but their development is inextricably tied to the growth of human knowledge and human intelligence (Sternberg and Preiss, 2005). The additional agency that is sometimes ascribed to machines (Hodges, 2008) does indeed seem relevant for the consideration of AI, but most of the literature seems to adopt the thesis that autonomy is dichotomous (see the discussion of autonomic hierarchies in subsection 9.3.7), which forces an unjustifiable hard choice.

All technologies offer benefit and cause harm: “Technology is neither good nor bad; nor is it neutral” (Kranzberg, 1986, 545). Fair comparisons with non-technological processes for making ethical decisions are rare. Cowgill and Tucker (2019, 39) observed that ethical failings can be more manifest in digital systems because one can more easily measure the effects. Indeed, some jurisdictions prohibit the aggregation of statistics regarding human decisions made by certain privileged groups, such as judges, which would be necessary to detect such ethical shortcomings (Taylor, 2019), thus guaranteeing a technological tool (the performance of which can be measured) will always look worse! The notorious Amazon recruiting tool reportedly would have worked better than humans, but because its perceived ethical shortcomings were so manifest, it was deemed (far) worse than the poorer performing but opaque human alternative (Cowgill and Tucker, 2019, 44). It seems unreasonable to worry about ethical shortcomings of technological decision systems when shortcomings of current human systems are not merely invisible but, in some cases, are guaranteed so by legislation, for example, by prohibiting the gathering relevant data as in the case of the French judges (Taylor, 2019).



9.3.3  Ethical Reasoning Is Not Manifest but Can Be Quantified

Moral decision making is built on reason: Sapolsky (2017, 479) writes of the “primacy of reasoning in moral decision making.” Anguish over the knowability and transparency of algorithmic moral reasoning suggests we should, to be fair, ask to what extent is our own unaided moral reasoning knowable and transparent to us. Whether our moral reasoning is manifest is comprehensively answered by Haidt (2007) and Graham et al. (2011): experiments with challenging ethical scenarios repeatedly show subjects holding very firm views as to the ethically right decision but being utterly unable to articulate why. Greene (2013) calls this “the tragedy of commonsense morality.” This is arguably a consequence of a deeper problem, namely that we do not know our own minds—neither its immediate percepts, nor its reasons (Nisbett and Wilson, 1977; Wilson, 2002): “Few things are more completely hidden from my observation than those hypothetical elements of thought which the psychologist finds reason to pronounce ‘immediate’” (Peirce, 1958, CP8.144); “There is a substantial and growing body of evidence suggesting that much of what we do, we do unconsciously, and for reasons that are inaccessible to us” (Greene, 2008).

Greene (2008) argues that the difference between deontological and consequentlist moral reasoning is a difference of cognition and information processing: the difference between “stereotyped and flexible behavior.” Crockett (2013) describes this as “multiple decision systems.” Greene (2008) distinguishes “intuitive emotional responses [which] drive prepotent moral intuitions while ‘cognitive’ control processes sometimes rein them in. Education is to a large extent the development of one’s ‘cognitive’ capacities, learning to think in ways that are abstract, effortful, and often either nonintuitive or counterintuitive.” But it is well recognized that “only in hypothetical examples in which ‘all else is equal’ does consequentialism give clear answers. For real-life consequentialism, everything is a complex guessing game, and all judgments are revisable in light of additional details. There is no moral clarity in consequentialist moral thought, with its approximations and simplifying assumptions. It is fundamentally actuarial” (Greene, 2008, 64, italics added). It is precisely the difficulty of performing this consequentialist reasoning in the presence of uncertainty that motivates the use of external “actuarial” technologies designed for that very purpose—namely, machine learning, a type of AI.

Human moral reasoning is not manifest, and it seems that further understanding requires mathematization, and mathematical reasoning relies heavily on external technologies, the most recent of which is formal statistical decision theory (French and Insua, 2000), which underpins modern machine learning and artificial intelligence.



9.3.4  Unaided Human Ethical Decision Making Is Not the Gold Standard, and Proper Behavior Has to Take Account of Context

Ethical decision making is almost always reasoning under uncertainty, and unaided humans are terrible at this (Tversky and Kahneman, 1974). We cannot even easily accept alternative beliefs (Golman et al., 2016), and there is a strong sense of “value homophily.” Many hold “a belief that the rules governing proper behavior should be universal versus a preference for particularistic approaches that take into account the context and the nature of the relationships involved” (Nisbett, 2003, 61–62) and (literally) fight to the death over the principles rather than the decision itself; confer the story related in Jonsen and Toulmin (1988) regarding unanimous agreement about a challenging ethical decision but vehement disagreement about the reasons supporting the decision.

The technology of AI is not a gold standard either, but it is a tool that has the potential to allow us to raise our standards in a manner that takes account of context better than we can because of its better information processing abilities.



9.3.5  Human Ethical Decision Making Has Always Relied on Technology

Just as you cannot do very much carpentry with your bare hands, there is not much thinking you can do with your bare brain.

—Daniel Dennett (2000)

What is to be made of the fact that philosophical thinking cannot be carried on by the unaided human mind but only by the human mind that has familiarized itself with and deeply interiorized the technology of writing?

—Walter Ong (2012, 169–170)

A traditional view of moral reasoning is that it is a unique human privilege and arguably defines our very humanity. The idea that future technologies could assist in this endeavor and that current and past technologies have been doing so for ages would likely be met with disbelief by many. Nevertheless, if one thinks of technology as a mediator it is clear that they do indeed play such a role:

Technologies play an important role in virtually every moral decision we make. The decision how fast to drive and therefore how much risk to run of harming other people is always mediated by such things the layout of the road, the power of the car’s engine, the presence or absence of speed bumps and speed cameras. The decision to have surgery or not is most often mediated by all kinds of imaging technologies and blood tests, which help to constitute the body in specific ways and organize specific situations of choice. (Verbeek, 2011, 59).

The aversion to the use of technology in moral decision making perhaps stems from the rule-like nature of technology, which (appears to) remove the act of choice from the human:

My claim is that the resistance against the idea that technologies are morally significant is in fact a resistance against the need to give up the modernist idea that actions and decisions can only be moral when they are the sole product of individual human choice without external influences. (Verbeek, 2014, 76)

The concern is perhaps the apparent blackness of the boxes AI lives in:

Something about the phrase “black box”—a common description of machine learning techniques—may make machine learning sound incompatible with notions of accountable government. But it would be more accurate to view machine-learning algorithms, or any other statistical procedures, not as complete black boxes, but rather as extensions of existing human decision making.… Democratic government itself, in a collective sense, is decision making according to the algorithm of majority rule. (Coglianese and Lehr, 2016)


9.3.5.1  Cognitive technologies and AI

We have delegated some cognition to “cognitive technologies” for centuries: “civilization advances by extending the number of important operations which we can perform without thinking about them” (Whitehead, 1911, chapter 5); “the more of the details of our daily life we can hand over to the effortless custody of automatism, the more our higher power of mind will be set free for their own proper work” (James, 1918, 122). Young children autonomously adopt the viewpoint: “‘When you program a computer, there is a little piece of your mind and now it’s a little piece of the computer’s mind,’ said Deborah, a sixth-grade student in an elementary school that had recently introduced computer programming into its curriculum” (Turkle, 2005, 1). In this subsection I explore the notion of a cognitive technology and argue that this is a useful way to think about AI, especially with regard to ethical concerns. As will be obvious to anyone who consults his paper, I am greatly indebted to Peter Skagestad (1993), who carefully developed the cognitive technology perspective that the digital computer is fruitfully regarded as a means for augmenting human thought by automating and accelerating the production and manipulation of symbols rather than as an independent source of thought.

One can only get so far with hand tools; for harder problems we need power tools. Doug Engelbart (1962) pursued the amplificatory idea of Ross Ashby (1957): “it seems to follow that intellectual power, like physical power, can be amplified.” Engelbart sought to achieve such intelligence amplification via augmentation with computers, and he argued that such a goal warranted the most serious consideration because “man’s problem solving capability represents possibly the most important resource possessed by a society” (Engelbart, 1962, 131). Many of the computing technologies we now take for granted are the consequence of the line of work that Englebart initiated. To date, most of the problems considered for such augmentation by computer have been nonethical. But there is no reason why our ethical reasoning abilities can not be similarly amplified and extended. We should consider the IA of ethics—that is, intelligence augmentation—(Skagestad, 1996) to aid our ethical reasoning.

Modern cognitive technologies do raise a worry (for some) that we humans will be made redundant. Howard Rheingold (2000), in his lively history of “tools for thought,” observed: “Few people object to the notion of understanding things that nobody understands—until it is suggested that the agent for achieving that understanding might be an intelligence that is made of silicon rather than protoplasm.” He suggested a remarkably simple way to alleviate the concern about redundancy: one should not automate the work, only the materials: “if you like to play music, do not build a ‘player piano’; instead program yourself a new kind of instrument.” This perspective can be seen to be one where the tool is a mediator, not a replacement (Verbeek, 2008a). What might such ethical instruments look like?

“Noncognitive cognizers” (the phrase is due to Hayles [2017]) such as computers have long been recognized as language technologies, not merely number crunchers (Nofre, Priestley, and Alberts, 2014). But language itself, especially alphabetic written language, is a technology par excellence. Understanding written language as a technology and its role in ethical reasoning is arguably helpful to understand the potential role of AI in solving ethical problems. Finally, while viewing AI as an intelligence amplifier is indeed helpful, it does not mean that the human mind (in one’s head) is not changed by it; on the contrary, the continued use of such cognitive technologies changes our thinking even when we are not using them (Malafouris, 2013, 81).



9.3.5.2  From orality to morality—technologizing philosophy

The Greek alphabet …[is] a piece of explosive technology, revolutionary in its effects on human culture, in a way not precisely shared by any other invention.

—Eric Havelock (1982, 6)

Language does for intelligence what the wheel does for the feet and the body.

—Marshall McLuhan (2011)

The relationship between philosophy and technology is almost universally considered to one of “the philosophy of technology,” and the idea that technology has something to offer philosophy would be seen by many as absurd (Levinson, 1982). The philosopher sits in his armchair and ponders the philosophical implications and assumptions of technology. But as Levinson (1988, 72) observes, they would be well served to pay more attention to the technology of the armchair itself; one can not do armchair philosophy without it! More fundamentally, one cannot do philosophy without the information technology of writing. In this subsection I go beyond this observation to argue that the introduction of the technology of alphabetical writing commenced the exteriorization of our intellect and underpinned the very development of moral philosophy and that this insight offers us guideance for the study of the ethical ramifications of AI.

It is common to consider language first as a communication technology and only second as a cognitive technology, although this view is now being challenged (Reboul, 2015) via the notion that the communicative function is a consequential exaptation of its original cognitive function. Walter Ong described the effects of “technologizing of the word”:

Philosophy and all the sciences and “arts” … depend for their existence on writing, … they are produced not by the unaided human mind but by the mind making use of a technology that has been deeply interiorized, incorporated into mental processes themselves.… Philosophy … should be reflectively aware of itself as a technological product—which is to say a special kind of very human product. Logic itself emerges from the technology of writing. (Ong, 2012, 169)

Jack Goody (2000, 140–141) considered writing as a “technology of the intellect.” In doing so, he “was not thinking primarily of the immediate implications of different types of script, the level of technique, but rather of what kinds of cognitive or intellectual operations could be carried out in writing that were impossible, difficult, or less efficient in speech.” Marshall McLuhan (2011, 389) suggested some direct answers to such a question: “The uniformity and repeatability of print created the political arithmetic of the seventeenth century and the hedonistic calculus of the eighteenth.”

Crediting language and writing with much in human development is hardly new (Sproat, 2010), and the alphabet in particular is singled out for especial credit (McLuhan and Logan, 1977; Logan, 2004). Writing forms an external memory system, greatly increasing our information processing power (Logan, 2007). There is no going back:

The growth of the external memory system has now so far out-paced biological memory that it is no exaggeration to say that we are permanently wedded to our great invention, in a cognitive symbiosis unique in nature. External memory is the well of knowledge at which we draw sustenance, the driving force behind our ceaseless invention and change, the fount of inspiration in which succeeding generations find purpose and direction and into which we place our own hard-won cognitive treasures. (Donald, 1991, 356)

Harold Innis (1950), noting the danger of such broad generalizations, observed:

The art of writing provided man with a transpersonal memory. Men were given an artificially extended and verifiable memory of objects and events not present to sight or recollection. Individuals applied their minds to symbols rather than things and went beyond the world of concrete experience into the world of conceptual relations created within an enlarged time and space universe.… Writing enormously enhanced a capacity for abstract thinking.… Man’s activities and powers were roughly extended in proportion to the increased use and perfection of written records.

Nowadays, “external memory is a critical feature of modern human cognition” (Donald, 1991, 312). Clearly the development of writing and then printing vastly influenced the modes and means of communication. But, for our purposes, what is more interesting and suggestive is the way it changed how people thought. Richard Nisbett (2003, 156) suggested:

Greek and other Indo-European languages encourage making properties of objects into real objects in their own right—simply adding the suffix “ness” or its equivalent.… This practice may foster thinking about properties as abstract entities that can then function as theoretical explanations.

But how can features of a language affect the way we think about moral questions, and what has this to do with the ethics of AI? The first question has been comprehensively answered by Eric Havelock (1963, 1978, 1986), who argued that the critical event was Plato’s discovery of the method of abstraction:

Here is a new frame of discourse and a new kind of vocabulary offered to the European mind. We take it for granted today as the discourse of educated men. It does not occur to us that once upon a time it was necessary for it to have been discovered and defined and insisted on, so that we could easily and complacently inherit it. This discovery is essentially Plato’s, even though he is building on a great pioneering effort in this same direction which had preceded him. (Havelock, 1963, 26)

Without abstraction, there is limited communication (Levinson, 1988, 120). Without abstraction, there is no conceptual thinking, only “image-based” thinking—like Funes the Memorious, one would be “not very capable of thought” because “to think is to forget differences, generalize, make abstractions” (Borges, 1970, 94). And without abstraction, there is no concept of “justice,” only “situational thinking” (Havelock, 1978). Psychologists have shown the importance of levels of abstraction in the way humans (Rosch et al., 1976; Rosch, 1978) and other species (Vonk and MacDonald, 2004) categorize the world and for determining our intellectual and managerial ability (Jaques, 1978).

A “philosopher” is a person who has mastered this device of abstraction:

The clues to the history of the word ‘philosopher’, and therefore to a history of the idea of philosophy, are first fully supplied in the Republic itself, where the type of person symbolised by this word is identified simply as the man who is prepared to challenge the hold of the concrete over our consciousness, and to substitute the abstract. (Havelock, 1963, 281)

Later, Havelock (1986, 4) distilled his argument as follows:

The argument as completed offered the twin proposal that the notion of a moral value system which was autonomous, while at the same time capable of internalization in the individual consciousness, was a literate invention and a Platonic one, for which the Greek enlightenment had laid the groundwork, replacing an oralist sense of ‘the right thing to do,’ as a matter of propriety and correct procedure.

If the idea of material objects playing such a significant role in the development of our thinking abilities is hard to swallow, it is perhaps worthwhile instead considering the idea of externality and social relations: “Social relations make artefacts out of persons” (Strathern, 1998, 135). This helps make the notion of external storage (and indeed external cognition) perhaps less confronting—it simply becomes the way your society “thinks.” This idea is hardly new:

Cognition is the most socially-conditioned activity of man, and knowledge is the paramount social creation. The very structure of language presents a compelling philosophy characteristic of that community, and even a single word can represent a complex theory.… every epistemological theory is trivial that does not take the sociological dependence of all cognition into account in a fundamental and detailed manner. (Fleck [1935] 1979, 42)

Thus the very development of conceptual and theoretical thinking, which is essential to ethical reasoning, relies on technology! Bentley and O’Brien (2012, 2) describe “the appearance of technology capable of accumulating and manipulating vast amounts of information outside humans” as a “cultural tipping point” to which “all other features [are] derivative.” AI is arguably the next step in this journey.



9.3.5.3  Implications for AI

The significance (for questions of AI) is that the cognitive structures underpinning these theoretic cultures “exist mostly outside the individual mind” and rely on technological hardware in the form of external memory devices: “Theoretic culture was from its inception externally encoded; and its construction involved an entirely new superstructure of cognitive mechanisms external to the individual biological memory” (Donald, 1991, 274).

Any legitimate statistical reasoning requires abstract thinking; perhaps this is why the ecological fallacy remains so prevalent (since the very notion of a statistical population is an abstraction) (Robinson, 1950; Freedman, 1999) and why there are such political anxieties about the use of statistics at all (Desrosières, 1998). Since much moral reasoning requires actuarial reasoning about aggregates, our unaided human intuition needs all the help it can get from a range of cognitive technologies to perform sound moral reasoning. Foremost among these are mathematical and statistical reasoning, which is best performed by machine (because machines can be built to perform it more accurately and quickly than unaided humans). AI thus becomes essential for ethical reasoning.




9.3.6  Decisions Are Nonatomic

What does it mean to “make a decision”? As usual, dictionaries are of little help: the Oxford English Dictionary defines “to make a decision” simply as “to decide.” And “decide” is defined as “to determine upon as a course of action; to resolve to do (something) or bring (something) about” or “the action, fact, or process of arriving at a conclusion regarding a matter under consideration; the action or fact of making up one’s mind as to an opinion, course of action, etc.,” which surfaces the core problem—how does this “determining” or “resolving” occur?

There are several distinct ideas hidden inside the phrase “making a decision”:

To say that a person has made a decision may mean (1) that he has started a series of behavioral reactions in favor of something, or it may mean (2) that he has made up his mind to do a certain action, which he has no doubts that he ought to do. But perhaps the most common use of the term is this: “to make a decision” means (3) to make a judgment regarding what one ought to do in a certain situation after having deliberated on some alternative courses of action. (Ofstad, 1961, 15)

The presence of technological augmentation is usually considered as interfering with the autonomy of this judgment: Eilon (1969) analyzes a situation where a “data processing facilty” may “encroach” on a decision maker’s domain by “by taking over parts or the whole function of analysis.” He singles out the control that the person has: “In the extreme case, when control is completely impersonalistic, the decision-maker ceases to have a meaningful role; he ceases to be a decision-maker.” But this presumes that the person was not the commissioner of the data processing facility (which may or may not be true).

The standard presentation of statistical decision theory is that there is a set of theories or outcomes X and a set of actions (or “decisions”) A and a loss function L: X ×A → [image: ]. The set X can be thought of as states of the world, one’s features, a representation of the world, or as “outcomes,” and for each x, a [image: ] L(x, a) is typically viewed as a (negative) outcome-contingent utility (French and Insua, 2000) that codifies the cost of making decision/action a in the situation that x occurs. The goal, in such theories, is to construct a function d from some the set X to the action set A that minimizes L(x, a) in some sense (one might minimize certain averages with respect to given probability measures, or one might minimize over a the maximum over x). In the sequential decision theory setup, one plays an iterated game in which each move is effectively a problem as described above (Wald, 1947).

Thus, from the standpoint of (statistical) decision theory, “making a decision” reduces to determining the entire decision function d: X → A. Whereas in common parlance, “making a decision” is more akin to evaluating d at some particular x ∈ X. This distinction highlights that one needs to think about the problem at two levels: the determination of the overall decision function d: X → A and the evaluation of it in a particular instance d(x).

This illustrates the conceptual non-atomicity of “making a decision”: when is the decision really “made”? When one constructs the decision function, or when one evaluates it? This distinction can be further refined: one can extend the notion of a decision function to a higher order function d: X1 → X2 → A. Thus given some x1 ∈ X1, one has a more specific function d(x1): X2 → A. When x2 ∈ X2 becomes available, one can evaluate d(x1)(x2) ∈ A to determine the final action. Things get interesting when you think that today, using information x1 ∈ X1, you will compute d(x1), and tomorrow, when x2 ∈ X2 becomes available, you will compute d(x1)(x2). Consider the simple example due to French and Insua (2000, 9), which they used to distinguish between “decision” (made using full powers of reason) and “choice” (which is instinctive and intuitive): “When offered a cigarette, an individual makes an unthinking choice and refuses it. But long ago, he or she may have deliberated and decided upon a policy of no smoking.” Their “policy” is simply the function d(x1)(·). This is (modulo notation and ignoring the overall evaluation criteria) no different to the classical sequential decision theory setup. But your future self of tomorrow is not the you of now, so there seems little difference to suppose that you compute d(x1) but that another person determines d(x1)(x2). Obviously this can be extended to arbitrary hierarchies with d: X1 → X2 → ⋯ → Xn → A. And there is no need for the passage of any time between the two steps, as long as they are done in order.

But if one is conceptually comfortable delegating the computation of x2 [image: ] d(x1)(x2) to another person, one can equally well delegate it to a machine—or a “non-conscious cognizer” in Katherine Hayles terminology. All the machine needs to do is to evaluate x2 [image: ] d(x1)(x2). The person (agent) might do all the cognitive heavy lifting in evaluating d(x1), leaving only very limited “discretion” to the machine contingent upon x2. In such a case, demanding that there is a single entity that “makes the decision” is clearly silly: the overall “making of the decision,” the evaluation of the second order function d(x1)(x2), is a cooperative effort between the person and machine.

A useful concept for thinking about decisional autonomy is the notion of second order responsibility due to Illies and Meijers (2009). They assume two moral agents (I changed their notation to a boss B and subordinate S). The level of moral responsibility is couched in terms of the different possible courses of action available to the two agents. If the second agent has no choice whatsover, they are not held to any account. When one thinks of two persons in the sequential setup described above, it does indeed make sense to hold the second accountable only within the set of choices available. They say (harmonizing their notation with the above):

The second-order responsibility of B does not diminish the normal (or first-order) responsibility of S; S remains fully responsible for her choice on the basis of her Action Scheme at a certain time. But we do hold B responsible for having influenced S’s Action Scheme as that is indeed what he can be blamed or praised for. (Illies and Meijers, 2009, 433)

But this does not imply that one should hold a machine to which one delegates the second-order choice similarly responsible—for if B designed or commissioned the machine, all that is happening is that B is taking full responsibility for evaluating d(x1)(x2) but has broken the execution into two parts. The machine does not have the moral agency or conscious thought that would allow it to take on any moral responsibility. We do need to consider the behavior of the entire system into account. But the responsibility rests with B: the designer and commissioner.

When the roles are reversed it is easy to mistakenly assign moral responsibility to the machine as is done, for example, by Verbeek (2008b) and Illies and Meijers (2014). That is, machine M chooses d(x1), and the human S gets to only choose d(x1)(x2), and the responsibility is assigned to M. But this is misleading since the machine M (a technological artifact) was the result of an earlier decision by a (potentially different) person D, choosing some x0 ∈ X0, and thus S is actually evaluating (deciding) on x2 [image: ] d(x0)(x1)(x2); the designer D is responsible for d(x0), d(x0)(x1), and the subordinate S is responsible for d(x0)(x1)(x2). This is true whether M is a speedbump (Verbeek, 2008b; Latour, 1999), another “mundane artefact” (Latour, 1992), or an advanced piece of AI technology.

I do agree with Verbeek (2008b, 98) that technological artifacts help constitute and mediate human moral choices. Ultimately one needs to assess the moral implications of the entire system. But it is the human designers, owners, commissioners, operators, and beneficiaries of the system that need to be held accountable, not the mere technological artifacts (Illies and Meijers, 2014). It is the persons who have the intentionality, the freedom, the ability to understand the implications, the general purpose reason, and the capacity for empathy and moral sentiment.

Decisions are generically non-atomic; there is always a prior context, which was (at least in part) a consequence of earlier decisions by some (potentially other) person. Thus the notion of “second-order responsibility” is generically necessary. Such second-order responsibility does not absolve any person of the choices that they make, but “no one is to be blamed or praised for the choices of others” (Illies and Meijers, 2014, 171ff).

Peterson and Spahn (2011) argue that that technological artifacts themselves can “never be (part of) moral agents,” viewing them only as “neutral tools.” While recognizing that strong neutrality can hardly be tenable (given the influence technologies have), they compellingly argue for a “weak neutrality thesis.” Consider the three subtheses that technological artifacts (1) never figure as moral agents, (2) are never morally responsible for their effects, and (3) never affect the moral evaluation of actions. The “strong neutrality thesis” demands (1, 2, and 3); the weak version only 1 and 2 (Peterson and Spahn, 2011, 422ff).



9.3.7  Ethical Decisional Autonomy Is Graded

For the twenty-first century, then, autonomy is human action removed in time. This, in a sense, is the essence of the term “programming”—telling the computer what to do at some point in the future, when the program is run.

—David Mindell (2015)

“Autonomy,” literally “self-rule” or “self-legislation,” is often held to mean acting according to rules that one imposes on oneself.

At the core of the moral philosophy of Kant is the claim that morality centers on a law that human beings impose upon themselves, necessarily providing themselves, in doing so, with a motive to obey. Kant speaks of agents who are morally self-governed in this way as autonomous. (Schneewind, 1998, 483)

Other conceptions of autonomy are possible: Dworkin (1988, 20) conceives of it as

a second-order capacity of persons to reflect critically upon their first-order preferences, desires, wishes, and so forth and the capacity to accept or attempt to change these in light of higher-order preferences and values.

My purpose here is not to try and define autonomy precisely; on the contrary, I argue that it cannot be precisely defined because of its graduated nature. This gradation is centrally important to considerations of AI in ethical decision making. Mindell (2015) talks of “the myth of full autonomy” of technological devices, which if true would be a legitimate concern; but neither any technological artifact, nor any human, is entirely autonomous.

Autonomy is considered vital for human flourishing: “it is widely held that being autonomous is the default presumption under which we interact with adults in the modern world” (Schneewind, 2013, 147). Although much modern philosophy makes little or no use of the concept (Schneewind, 2013, 150–154), in the last fifty years there has been an explosion of interest in it. But recent neuroscientific evidence shows that our perception of our own autonomy is quite exaggerated (Felsen and Reiner, 2011), which is not to say that we lose our moral responsibility (Dubljević, 2013). Such misperception affects our economic (Bossaerts and Murawski, 2015) and moral and social decision making (Yoder and Decety, 2018). Chemicals (hormones) directly affect our economic decisions (Nadler and Zak, 2016) and our ethical behaviors, such as pro-sociality (Crockett, 2009). These influences merely mean our autonomy is not absolute but graded (Walker, 2011; Nagel, 2013).

Partial autonomy means we retain some discretion but not complete control. But we remain responsible relative to the discretion we have (Walker, 2011). Many technological artifacts can partially reduce our autonomy without reducing our accountability. A speedbump limits our otherwise morally free choice on how fast we may drive on a road: “Moral agency, therefore, does not require complete autonomy. Some degree of freedom can be enough for one to be held morally accountable for an action. And not all freedom is taken away by technological mediations, as the [example] of … driving speed make[s] clear” (Verbeek, 2011, 59). And this perception of technological influence on autonomy is widely felt with regard to such behavioral “nudges” such as speed bumps (Felsen, Castelo, and Reiner, 2013).

Our tools have no autonomy nor indeed agency. But we have a “second-order responsibility” for what our tools do on our behalf—namely enacting our own moral choices (Illies and Meijers, 2009, 2014). Their moral significance is only as mediators (Verbeek, 2011) or as amplifiers of our own ethical intelligence, which we remain entirely responsible for—if a human uses the “wrong tool” for a job or uses the tool badly, no responsibility rests with the tool; the tool does not decide—we merely use the tool to decide for us.




9.4  AI Tools—Technologies of the Intellect

A regrettably common misperception of particularly some newer, less familiar, seemingly more menacing forms of technology is that they are an invasive, extra-human force.

—Robert McC. Adams (1996, 265)

In no sense is technology nonhuman, since it is developed and used by human minds and hands.… The example to which I turn again (and there are many possibilities) is the mathematical table. That is essentially the product of writing, but one that can be taught to and learned by those who can neither read nor write. Yet it provides those who use it with a special cognitive tool, a technology of the intellect.

—Jack Goody (2000)

All of human history, upon close scrutiny, ultimately resolves into the history of the invention of better tools.

—Edmund Reitlinger

AI technology, like any tool, expands our capabilities:

Thanks to the hammer, I become literally another man, a man who has become ‘other’, since from that point in time I pass through alterity, the alteration of that folding (Gibson, 2015). This is why the theme of the tool as an ‘extension of the organ’ makes such little sense. Those who believe that tools are simple utensils have never held a hammer in their hand, have never allowed themselves to recognize the flux of possibilities that they are suddenly able to envisage. (Latour, 2002, 250)

Like the hammer, AI can be used for ethical harm. Compared to decision making by humans, at least in principle AI can ensure auditability and accountability at a level hard to achieve otherwise (Kleinberg et al., 2017; Parker and Danks, 2019): one is unlikely to see laws passed prohibiting the gathering of statistics on AI decisions like that recently passed for human judges in France (Taylor, 2019). Evaluating AI systems that are cognitive extenders, is a different task to that of evaluating them as pure autonomous agents (Hernández-Orallo and Vold, 2019; Ienca, 2017). The distinction is akin to Harper, Taylor, and Molloy’s (2008) distinction between two different notions of a “smart home”: one that is smart in itself and one which helps the occupants be smarter.

Technologizing ethical decisions is akin to demanding one’s argument and position is written down. As Peter Skagestad (1993, 167) observed, following Karl Popper’s lead, “only once something has been written down does it become criticizable and hence epistemologically interesting.” I claim that the same sentence is true if one replaces “epistemological” by “ethically.” Being forced to “write down” one’s ethics with AI will demand quantification with its concomitant increase in precision and auditability: “Agencies should recognize that the use of algorithms will often compel agency decision makers to engage in quantitative coding of value judgments that have typically been made qualitatively” (Coglianese and Lehr, 2016, 1218).


9.4.1  The Real Problem—The Ethically Harmful Use of AI

Comparing AI to other technologies and how their harms have been controlled and mitigated (Williamson et al., 2015), I suggest that we need to focus on the uses of the technology rather than the technology itself. I illustrate this idea with the two notions of privacy and autonomy. As Dworkin (1988, 104) puts it: “One way of interfering with your autonomy is to deceive you. This interference with information is, however, just the opposite kind from that involved in interference in privacy. What is controlled is the information coming to you, not the information coming from you.”

This is hardly a new problem, as illustrated by the following example regarding an earlier control technology (Beninger, 1986). Dworkin (1988, 38) quotes from Anna Karenina regarding how Stefan Arkadyevitch’s moral principles are not his own because he regularly reads a newspaper. Stefan’s “beliefs are not his because they are borrowed; and they are borrowed without even being aware of their source; and, it is implied, Stefan is not capable of giving some account of their validity …” (italics added).

Consider the distinction made by Susser, Roessler, and Nissenbaum (2018), Susser (2019), and Vold and Whittlestone (2019) between persuasion (a third party attempting to convince you in a manner that is manifest to you and with reasons) versus manipulation (Coons and Weber, 2014) (changing your mind in a manner that you are not even aware of and thus have no power to resist). By virtue of their power to build accurate predictive models of people on the basis of large amounts of seemingly innocuous information, AI technologies especially enable manipulation, which is the business model of advertising (Bartholomew, 2017). AI did not create advertising, but by making it more precise and efficient, it has weaponized it to an extent that violates human moral autonomy (Villarán, 2017; Gunn et al., 2018) and to a degree where great harms are being caused (Bernal, 2018).

But such harms are largely ignored in the debate about the ethics of AI. Indeed they are quite invisible. Jørgensen (2017) interviewed employees at large AI-based platform companies and found:

None of the people I spoke to associate the company’s dedication to privacy with limits on the information that is collected about its users. Data collection and targeted advertising is the taken-for-granted context in the sense that it is a premise for using the service.

There is little point in making the advertising algorithms fair to different ethnic groups if the greater harm of invisible manipulation of voting preferences (for example) remains unchecked. The very business model is one of treating people as means, not ends in themselves.

Rather than using AI in an unethical manner, we should look to more convivial ways (McQuillan, 2016), returning to the ideal behind the creation of the personal computer. Lewis Mumford’s definition of democracy included the requirement for “protection against arbitrary external controls, and a sense of individual responsibility for behavior that affects the whole community” (Mumford, 1964, 1). I claim such protection is necessary against the wielding of the external controls enabled by AI technology in the hands of a few. We have seen this before. Randolph Probstfield, a senator from the state of Minnesota, wrote in 1896 of the appropriation and control of the powerful technologies of his day:

Our would be masters have a corner on the whole outfit of the inventions, and they are now just as much employed to the destruction of human rights as formerly in the absence of those inventions the peoples ignorance was used as a means. (Quoted in Pollack [1962, 23])

Focusing on the harmful use of AI is simply an updated version of a common theme from nineteenth-century critics of the impact of the then-new technologies of railroads, steam, and factories. As Kasson (1999, 192) observes of Edward Bellamy’s Looking Backwards, “the root of this new social barbarism … lay in the rise of a new industrial aristocracy rather than in the technology itself”—that is, it was the “grossly inequitable distribution of the fruits of the technology” that was the root cause of the immense harms that were perpetrated. Bellamy’s contemporaries were in consensus that focusing on the benefits to individuals rather than the one dimensional pursuit of money was necessary to reverse the harm.

We could do well to learn from them, for like the gradual transformation of the new factory town of Lowell, Masachussetts, described by Kasson (1999, chapter 2), which was explicitly founded on high republican ideals, only to degenerate after a generation into an exploitative and miserable existence for those who worked there, we see a similar pattern today with companies founded on wide-eyed promises of the new technology of AI to “universally” serve humanity and “do no evil” only to become, after less than a generation, beholden only to the interests of power and corrupting and quashing any notion of higher purpose with a torrent of informational manipulation and exploitation in the service of the highest bidder. We do, however, have a choice:

Nothing that man has created is outside his capacity to change, to remold, to supplant, or to destroy: his machines are no more sacred or substantial than the dreams in which they originated.—(Mumford, 1944, 415)
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Modeling inductive systems by equivalent deductive systems. The input-output
behavior of the CanpipATE-ELIMINATION algorithm using a hypothesis space H is
identical to that of a deductive theorem prover utilizing the assertion “H
contains the target concept.” This assertion is therefore called the inductive
bias of the CanpipaTe-ELIMINATION algorithm. Characterizing inductive systems
by their inductive bias allows modeling them by their equivalent deductive
systems. This provides a way to compare inductive systems according to
their policies for generalizing beyond the observed training data.
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