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Force Multiplier
Cory Doctorow

I hadn’t heard from Van in years: we’d nearly been a couple, and then I fell in love with Ange. Van took it well enough, but there was always some awkward space between us. Weirdly, she and Ange were fine with each other. Ange said that was because both of them were too smart to let a stupid boy get in the way, and while I didn’t like the implications of that explanation, I couldn’t argue with it—after all, what kind of boy lets a high-school crush kill a dear friendship? A stupid boy, that’s who.

Which is all to say that I was surprised and even proud when Van reached out to me. She showed up at my work mid-afternoon, which was when I tended to really hit my stride and resent interruptions. But when the intercom system paged me to let me know I had a visitor—“Anne Nonymous,” ha ha—and showed me Van’s anxious face staring into the camera, I practically knocked over my chair in my rush to the door. “Van!” I cried as I opened the door, flinging my arms wide.

She managed a weak smile and a perfunctory hug that left me feeling like a creep for inviting it, though we’d been hugging hello and goodbye since middle-school. “Hi, Marcus.” Her voice was hoarse. Her eyes were puffy. Her hair—once an amazing mermaid dye-job—was bedraggled, with black roots showing.

“What’s wrong?”

“Not here,” she said. “Somewhere private?”

“Uhh.” There was an alley behind the office that some of the people I worked with used to go and vape in, but there were a couple of guys who started shooting up regularly there and between the dirty needles they left behind and sometimes walking in on someone nodding off, or puking, or injecting, we’d all started avoiding it. I checked out what she was wearing and what I was wearing—extra layers with waterproof shells, good boots—and said, “You OK to climb a little?”

I took her to a construction site, a store that had been bulldozed ten years before, and then, mysteriously, been fenced off. Every couple years, someone cleared the weeds, and once they dug a new foundation, but it always ended up behind plywood fencing, which was eventually pried apart so that people could get up to no good there. It had been re-fenced recently, but I’d noticed the other day that someone had paint-bombed all the security cameras on the site, and I’d filed it away as a place where you could probably meet with someone in private without being disturbed or surveilled. I make a habit out of noting those things, because I am paranoid and because I am right to be paranoid.

Van shook her head at me, a flash of old Van, *Oh Marcus* Van and we grinned at each other and I showed her the place I’d marked out as probably climbable, a corner with another building near a tree that had cut down, leaving behind a stump that would make a good leg up. A few minutes later, we were in the lot, avoiding the piss-smells and settling in one the pits they’d dug out for the seismic pillars they’d never installed, out of sight even for someone looking over the fence.

Van looked around and then slumped. “OK, this is a good private spot. One more thing: do you still carry around a bag for your phone?” She meant a Faraday pouch, and yes, I did indeed have one in my pocket, because again, I’m paranoid like that. I bagged up my phone and then passed the bag over to her.

“There’s room for yours in there, too.”

She shook her head. “I left it at home.”

“Oh.” Ever since she’d showed up, I’d been trying to avoid speculating on what she wanted from me, because I didn’t want to prejudice my response to it. I was 110% sure that she wasn’t here to tell me that she’d never stopped loving me, but apart from that, I had no idea what was up. But this business with the phone made me realize it was seriously serious. I took the pouch back from her and buttoned it up tight, sealing my phone away from the electromagnetic spectrum.

“OK,” she said. “OK. It’s going to sound paranoid.”

“Not to me, Van.”

She almost smiled. “OK, not to you. OK. Last year, after I broke up with Lee, I started using an app to set up dates. Nothing serious, just a way to get out in the evening, not get into a funk about it. It was nice. I met some guys, and I was always upfront about what I was after, and it was all fine. Until it wasn’t.” She broke off and stared at her knees. I thought about saying something, but—“Garret seemed nice enough, so I went on a second date with him and then a third. Then I got busy for a while and when he asked me out a couple weeks in a row, I turned him down.

“That’s when it all started. First, a long, accusing email saying I’d led him on and then ghosted him, filled with just psycho stuff about how I was after someone more ‘alpha’ making more money than him, stuff about his facial bones that I couldn’t make *any* sense out of—”

"It’s a Men’s Rights thing,” I said. “This weird eugenics thing where they think that certain facial shapes make them look like alpha males to women, and they’re obsessed with it.”

“Yeah,” she said. “I know, Marcus. I looked it up. But I couldn’t make any sense of it *then*.” I felt like an asshole. Of course she looked it up. This was Van. “So I just blocked him, on everything, and forgot about him. My Mom was sick and I was looking after her, and there was all this stuff at work, but then weird stuff started happening.”

“Weird stuff.”

“People I knew would get calls from strangers warning them about me, referencing real conversations I’d had with my friends as proof that I was a backstabbing, crazy bitch. Someone started forwarding personal emails I’d sent to friends, sometimes edited to make me look bad, other times just stuff I’d said while blowing off steam.”

“Jesus, Van—”

"Just let me get through this, OK?” She looked back down at her lap. “It’s hard.”

I thought she might be crying, but if she was, she mastered it before looking back up at me. “I had pictures on my computer, on my phone. Personal pictures.” A long pause. “They got sent to a lot of people. Everyone in my address book.”

I nearly said *I didn’t get one* and then I realized that I must not be in her address book anymore and I started to appreciate just how desperate she must be to have sought me out.

“The whole time it was escalating, I’d sometimes get these calls, coming from spoofed numbers—my mom’s, my boss’s, my little sister. I’d pick it up and it would be a synthesizer voice, just calling me every name in the world, a bitch and a slut and a whore. Racist stuff. The c-word. The voice would threaten to rape me, it would recount things I’d said and did that day, like someone was following me around.

“I ditched my phone and my laptop and got new ones. I don’t have a ton of money, Marcus, I’m working for a nonprofit, but I had to do it. Within days, it was happening again. I checked the logs for my email and Twitter and saw strange devices on my accounts, so I turned on 2FA and locked them out, but then a couple days later, my phone stopped getting service and when I called T-Mobile, it turned out that someone had hijacked my account by sweet-talking someone into thinking I’d bought a new SIM, then used that to break back into my email and Twitter.

“It took me weeks to get my phone number back and then, bam, it was gone again. The calls kept coming, too—I’d get a new cellular account and within a day the phone would start ringing. Him again. Robot voice. Telling me I would never get away.”

I shook my head. “I bet he got into your credit report. From there he could see every new account you opened, then use whatever else he had to take over your accounts.”

She looked away. “You’re only half-right.” She looked back, her face set and angry. “I figured out that he was in my credit reports so I locked him out of them. It was hard. Then he came back. He’s still there. If I had my phone right now, I could show you. He calls about every 15 minutes. Most of the time it’s a recording, but sometimes if I pick up, it’s him.”

“Jesus.” It was like hearing about an impossible magic-trick, trying to come up with how it was done. It sounded impossible.

“Yeah,” she said. “The thing is, I don’t think Garret is that smart. He never struck me as being a mastermind—just a mediocre asshole. But this kind of thing is—” She made fists. “It’s ridiculous. It’s like he’s the NSA or something.”

“Shit, Van. I’m so, so sorry about all this. I know this is obvious, but did you talk to the police?”

“Yes, right at the beginning, and then every month or so. They say I can get a restraining order, but unless I’ve got one *and* I can prove he violated it, they can’t help. And before you ask, yes, I talked to a lawyer about it too and he says that unless I can prove it’s him I also won’t get a restraining order. And there’s no way I can think of to prove it’s him.”

“OK, another obvious question: are you *sure* it’s him?”

“Sure like how? I don’t have any direct evidence. When he calls up with his robot voice-shifter he doesn’t say, ‘Hi, it’s Garret again!’ But the psycho emails and calls led directly to this escalation, and the kinds of things he says are pretty much identical. It would be a hell of a coincidence if it *wasn’t* him.”

I ran through possibilities in my head. Van was right, it *was* like he was with the NSA. “Do you think he’s with the NSA?”

She actually cracked a little smile. “I thought you’d ask that. The short answer is, I don’t think he’s a spy. Maybe he’s got a friend in some three-letter agency who’s willing to help him terrorize women he’s met with the internet?”

“It’s been known to happen. They call it ‘LOVEINT.’”

“Well, that’s not creepy at all.”

“It gets worse. ‘HUMINT’ is ‘human intelligence’ like the CIA and ‘SIGINT’ is ‘signals intelligence’ like the NSA.”

“So LOVEINT is . . .”

“Spying on women.” I found I was blushing.

“You’re right, that’s 100 times worse than I was imagining. People are fucking terrible.”

I grimaced. “Yeah. Well. I don’t know. I think people are mostly good, but terrible technology supercharges terrible people. 20 years ago, this dickhead would be sending you notes written with cut-out magazine letters and glue-stick. Now he gets to do all this.” I waved around to indicate the whole digital/physical world.

“OK, so people aren’t terrible, but technology is.” She smiled a little, and I remembered when we used to be really tight and hang out all the time, and I felt really sad.

“Some tech is, yeah. Problem is that everything is designed to spy on you already for advertising, and to hide what it’s doing from you so you only buy your apps and parts and service from the company that made it, so it’s really easy to use tech to spy on and control the people who use it.”

“So tech is terrible, people are terrible, and ads are terrible.”

“I guess that sums it up.” I wanted to hug her but I didn’t. “I’m really sorry, Van.”

She got quiet. “Will you help me figure out what this guy is doing?”

“What? Oh, yes, of course. Of course! God, sorry, I should have said that from the beginning. Yes, Van. Any time, any way, always. I’m your friend and I always will be.”

She welled up, and then I welled up and then we both wiped our eyes and laughed a little, and then she gave me a hug and I went back to the office.

* * *

A week later, I was still stumped. I’d been trawling darknet forums and security advisories, and I’d emailed a bunch of friends of mine to see if they had any ideas. The best I got out of any of them was to make it a panel topic at next summer’s Defcon.

At my urging, Van switched phone accounts again and was almost immediately subjected to an account takeover, despite her warning Verizon that she’d been targeted before and making them promise to put a note on her account saying that she could only change her account if she came into a store in person and showed government ID. When we followed up on it, we learned (eventually) that the phone support person who made the account switch hadn’t read the notes.

I got her a SIM in *my* name and we bought a new phone for cash, and a week later she was still in possession of her phone number. She switched from Gmail to Protonmail and bought a separate hardware fob for two-factor authentication and that held, too. But her other accounts? Not so much: Amazon sent her a 50-gallon drum of lube, billed to her own credit card; a bunch of nudes crudely photoshopped with her face were posted to her old Blogspot and Tumblr accounts (hilariously, none of them tripped Tumblr’s notoriously unreliable pornography filters) and someone moved the paltry savings in her 401(k) account from boring index funds into Chinese penny stocks.

I started to cast a wider net, asking acquaintances who couldn’t possibly be called friends, but everyone was stumped, though a few people offered to refer Van to expensive cyber-forensics companies.

One night as I sat staring at my keyboard at the kitchen table, Ange said, “I don’t know why you’re killing yourself over this. You know *exactly* what you should do.”

I literally fell in love with Ange the night I met her, and I plan to marry her someday, but that doesn’t mean I understand her.

“Be serious, Ange.”

She sat down next to me, putting two old fashioneds on the table for us. “I’m serious as a heart-attack, Marcus. Either you swallow your pride and call her, or you leave your friend to the mercy of this sociopathic prick. I mean, I suppose you could see if you could find someone to break his elbows, but if you’re not willing to do that, then you should *definitely* talk to Masha.”

I groaned, drank some whiskey, groaned again. “She’s a psycho.”

“Yes,” Ange said. “That’s probably true. But she’s your psycho. Think about it, Marcus: has she ever failed to do right by you?”

I thought about it. Yes, she’d worked for the DHS to lock up my friends, but she’d saved *me*, and when she’d needed help, it had been me she’d turned to. Admittedly, that put my life in danger, but not as much as it endangered her—and she rescued me in the end. Did all that add up to someone trustworthy?

Ange looked at me. As usual, she knew what I was thinking. “I’m not saying you should trust her all the time, but I think you can trust her to know a lot about this stuff, and to be straight with you.” She looked me in the eye, that sly and smart look that just makes me *melt*. “Besides, she *loves* to show you that she’s smarter than you are.” Unspoken: *And you hate to admit that you’re dumber than she is.* OK, it’s true, I am stupidly invested in being good at what I do, and she is, by any objective standard, better than me. The fact that I use my abilities for good and she uses hers for evil is neither here nor there.

My phone blooped at three in the morning. Normally I put it on Do Not Disturb before bed, but you never know when Masha is going to text you because you never know where in the world she is, and because she never gives a shit about what time it is where *you* are.

> Your friend just got GDPRed

> What the hell does that mean Masha

Beside me, Ange made a snuffling noise in her sleep, snored once and turned over. I turned my screen brightness way down.

> It means look it up fool—“gdpr dox”

I laboriously typed this into a search bar on my phone.

> I don’t see anything

> You need to search hacking forums not google

I let my head fall back on the pillow. Why couldn’t Masha just help me like a normal person without making me feel like an idiot? I mean, obviously, because she enjoyed making me feel like an idiot, but seriously.

“Everything OK, babe?” Ange murmured.

“Yeah,” I said. “You were right, Masha had the answer.”

“That’s good. She’s a smartypants.” She rolled over again.

I tried to go to sleep but I couldn’t. Searching hacking forums was the kind of fun I hadn’t let myself have in years, not since I’d gotten a straight job with a real paycheck and real responsibilities.

I fired up Tor Browser, looked up the address for The Hidden Wiki, and started clicking.

* * *

Van looked better. She had updated her dye-job and looked like she’d gotten a decent amount of sleep. I ordered us both espressos and got her a ginger cookie and brought them back to the corner table she’d staked out. We’d both left our phones at home.

“You’re going to hate this,” I said. “I mean, *I* hate it, but you’re going to hate it even more.”

She smiled wryly. “I hate everything about this, so why wouldn’t I hate the explanation, too?”

“Fair point. What do you know about the GDPR?”

“European privacy rule, right?” She broke off some cookie and nibbled it.

“Yeah. General Data Protection Regulation. In theory, I love the GDPR. Finally, someone has the guts to tell tech that it’s not allowed to just spy on us all the time. And even better, if you show up and request all the data the company has on you, they *have* to give it to you.” I paused here, waiting to see if Van would get it.

She looked expectantly at me, then got thoughtful, then came over with an indescribable expression of horror and something like delight.

“Jesus fucking Christ. You’re not saying—”

"I am.”

“You’re not.”

“I *am*.”

“Marcus, you’re telling me that my stalker is using Europe’s privacy laws to steal my identity?”

“I don’t know for sure, but yes, that’s more or less what I’m saying. I found all these lists of big European data-brokers that have stupid policies for verifying your identity when you request your personal information from them. If you’ve got just a few pieces of someone’s personal info, you can go to one of these scumbags and they’ll hand over *tons* more. Then you can use *that* to go after the more careful data-brokers, working your way up the food chain to companies like Google and Facebook, who have *everything*.”

“But I don’t live in Europe.”

“Doesn’t matter. They’re still sucking up data on you, and a bunch of these companies have US divisions, too.”

She put her face in her hands and her shoulders shook. I reached out tentatively and she took her hands away from her face and I saw she was laughing, not crying.

“I’m sorry, it’s just so stupid. I mean, so stupid. This is literally the stupidest thing I’ve ever heard.”

“Yeah, but it’s clever, too.”

“Oh, it’s clever. It’s a clever way to exploit something really stupid. I mean, I didn’t think of it when I first heard about the GDPR, but in hindsight, it’s completely obvious, isn’t it?”

“Yeah, I mean, I guess. I think they were well-intentioned, but—”

She chopped the air with her hands, shutting me up. “I don’t really give a shit about their intentions, to tell you the truth. You know what I think? I think this stinks of the kind of ‘compromise’ you get when someone is doing something indefensible and you decide to fix it by putting down some rules for something that shouldn’t exist in the first place. If the European Union didn’t want companies spying on their customers, they should have just banned it—not pulled this kind of weaksauce bullshit. All this is going to do is make it so that privacy protections look like a stupid idea that make more problems than they solve.”

I wasn’t going to tell her she was wrong. The GDPR had seemed like a good start for better privacy, but yeah, in hindsight, making companies turn over all their data—rather than deleting it—was always going to end with this kind of bullshit.

“I’m fucked, aren’t I?” She shook her head. She didn’t seem amused by the irony any longer. “This guy is going to get worse and worse and there’s nothing I can do about until he actually tries to kill me and, if he fails, I can maybe get him thrown in jail.”

“Well, you could work your way through every one of those EU data-brokers and get them to delete all the data they have on you, but he’s already got your docs.”

“Yeah, that’s what I meant, Marcus.” She was fast-forwarding through the stages of grief right before my eyes and anger had just turned up.

“Sorry, I know you know this. Just trying to think this through.”

She glared at me, then at the ceiling, then over my shoulder at the window behind me. Then, softly: “Of course he’s mentally ill. People don’t do what he’s doing because they’re happy.” Then she clucked her tongue and convulsively crushed what was left of her cookie. “Listen to me, like an idiot, trying to sympathize with him. I don’t care if he’s mentally ill. Plenty of mentally ill people *don’t* stalk random women they went on a couple of dates with and try to destroy their lives.”

“You’re right,” I said, softly. She was.

Tears welled up in her eyes. They welled up in mine, too. Technology was an amazing force-multiplier, and that’s why I loved it, but it could multiply force for some incredibly awful people.

“Part of me just wants this to stop. Part of me want to see him neutralized: locked up or institutionalized or whatever. Part of me wants revenge.” She dusted the cookie crumbs off her hands. “I don’t know what I want.”

I nodded. Speaking didn’t seem like a good idea.

“I don’t know what I want,” she repeated. “I guess there’s a chance that if I wait this out, he’ll fixate on someone else and leave me alone, but what about that woman?”

She picked up her coffee and stared at it, then put it down, her hand shaking so hard that some sloshed onto the table. She blotted it with a napkin, then stood up. “Thanks for trying, Marcus.”

When she left, I found my hands were shaking, too.

* * *

The text came in the middle of the night, as it always did, because Masha actively enjoyed waking me up. Ange snored next to me. I turned my phone on, cranked down the brightness, squinted.

> That was a good one

There was a screenshot: it was an email from an anonymous Protonmail account, text-heavy, with tons of attachments—screengrabs, I saw. I couldn’t make sense of it on my phone’s tiny screen, so I dragged myself out of bed and sat down at the kitchen table with my laptop.

Van—the writing style was unmistakable—had emailed Garret’s mom and his two sisters, his aunts and his grandmother, and had dumped his dox. She had gained access to his accounts on every MRA forum and blackpill site where he’d bragged about tormenting her, and had organized the material with the precision and clarity that I’d admired since we were in middle school together.

I texted Masha back.

> How did she get these?

Two seconds later:

> Turnabout is fair play

I thought about it for a moment. Of course Van could use the GDPR to go after Garret, and if she did, she’d be a *lot* better at stalking him than he ever was at stalking *her*.

> How did YOU get these?

She didn’t answer.

I didn’t see Van for a long time after that. I guess she was getting on with her life. When I did—just in passing, her going down the 24th and Mission BART stairs as I was trudging up them next to the busted escalator—she smiled at me and gave me a thumbs-up. She looked tired.

-With thanks to Eva Galperin
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